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Instructions: 1. All questions are compulsory.

2. Assume missing data suitably, if any.

K
COs | Marks
Level
SECTION-A (15 Marks) 5 Marks each
1. | Define unlicensed tools K2z | CO1 5
5 Summarize the procedure for evidence collection in the situation when the computer K2 cO2 5
" | system is off.
3. | Identify different financial cybercrimes. K2 | CO3 S
SECTION-B (40 Marks) 10 Marks each
4. | How will you maintain chain of custody in overnight cybercrime investigations K2 CO1 10
5. | Explain in detail social media as a platform for cyber crimes K3 | COz 10
6. | Identify different licensed tools used in cybercrime investigations K4 | CO3 10
Examine the step-wise process for collection of evidence in case of cyber
7 defamation and email spoofing. K4 CO4 10
OR
Distinguish between open-sourced and licensed cybercrime investigation tools
SECTION-C (45 Marks) 15 Marks each
8. | Examine encase with reference to cybercrime investigation K4 | CO4 15
Explain the steps involved in investigation of following cyber crimes K5
9. | a) cyber stalking CO5 15
b) credit card fraud
Discuss FTK with reference to cybercrime investigation. K5
0 o o 0RO o co6 | 15
Discuss cybercrime in terms of crime against society, crime against organization and
crime against individual




