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Your answer should be specific to the question asked

Draw neat labeled diagrams wherever necessary

1. Explain what you mean by "Cybercrime" and who exactly "Cybercriminals" are.
 

K1 CO1 (2)

2. Explain the kind of punishment will one face if they modify the computer's source code? K2 CO2 (2)
3. Explain what you mean by the term "cyber terrorism."

 
K3 CO3 (2)

4. Give some examples of the International Model Laws that apply to cyberspace. K3 CO4 (2)
5. Highlight the key provisions of the Information Technology Act of 2000. K4 CO5 (2)

6. Explain the laws concerning online child pornography in India, and be sure to include any
important rulings in support of your answer.

K3 CO1 (5)

7. “Privacy ensures that a human being can lead a life of dignity by securing the inner recesses of
the human personality from unwanted intrusion.” How is the privacy of an individual threatened
in the cyberspace and how does law and technology respond to this threat?

K4 CO2 (5)

8. Ms. A approached the Police alleging that some unknown person created her fake profile
containing her photograph on the website XYZ.com and attached the link ‘I am available’ and on
clicking the link, it takes to the pornographic website containing sexually explicit act. The police
claimed that offence did not occur in their jurisdiction as the website is not hosted from India &
no incriminating act have been done into their jurisdiction. Elucidate the remedies available to
the Ms. A for the offences as well as the jurisdiction.

K6 CO6 (6)

9. The adult and child pornography has become a nuisance over the internet which is accessible to
the people of all the ages including children. Elucidate the provision of IT Act as to the website
containing obscene contents and the power of the government to block them.

K4 CO3 (8)

10. Mr. A received an e-mail claimed to be sent by his Banker and asked for updating the contact
detail, otherwise his credit card would be suspended. Mr A click on the weblink in the E-mail
which take it to the fake website of the Bank and Mr A unknowingly furnished the details and
within few minutes, a lot of transactions were executed through his credit card. Mr A filed the
complaint with the bank and local police in whose jurisdiction he was residing. Police refused to
take action denying their jurisdiction. Elucidate the remedies available to the Mr. A for the
offences as well as the jurisdiction. Can Mr. A proceed against the bank?

K5 CO4 (8)

11. Does internet censorship violate freedom of speech? Discuss the role of government to regulate
internet.
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