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Abstract

NetworkSecurityistoprotectcomputernetworkagainsthacking,misuse,unauthorized

changestothesystem andsecuringacomputernetworkinfrastructure.Afirewallisa

mechanismusedtoachievenetworksecurity.Itcanbeeitherhardwareorsoftwarebased,

thatcontrolsincomingandoutgoingnetworktrafficbasedonasetofrules.Networkattackis

theintrusionorthreatcanbedefinedasanydeliberateactionthatattemptsunauthorized

access,informationmanipulation,orrenderingthesystemunstablebyexploitingtheexisting

vulnerabilitiesinthesystem.Anintrusionisanysetofactivitiesthatattempttocompromise

theintegrity,confidentialityoravailabilityofaresource.IntrusionDetectionsystem(IDS)/

IntrusionPreventionSystem(IPS)hasbecomeaprerequisiteincomputernetworks.IDS/IPS

isadeviceorsoftwareapplicationthatmonitorsnetworkorsystemactivitiesformalicious

activities.ThesetypeofIDS/IPSusedinthenetworkisknownasNetworkbasedIDS/IPS. 

NetworkbasedIntrusiondetection/preventionsystem(NIDPS)protectsanetworkofhosts

andsystems.Basedontheintrusiondetectionmethod,itisclassifiedasSignaturebasedand

AnomalybasedIDS/IPS.SignaturebasedIDS/IPSisthattheyoperateinmuchthesameway

asavirusscanner,bysearchingforaknownidentityorsignature.Itcanonlydetectan

intrusionattemptifitmatchesapatternthatisinthedatabase,thereforethedatabasesneedto

constantly be updated to detectthe new attacks.An Anomaly based Intrusion

Detection/PreventionSystemisasystemfordetectingcomputerintrusionsbymonitoring

systemactivityandclassifyingitaseithernormaloranomalous.Ifmaliciousactivitymaybe

lookslikenormaltraffictothesystem,itwillneversendanalarm.Majordrawbackof

anomaly-basedIDS/IPSisthatitgeneratesmorefalsepositivealarm. Ourproposedmodelis

toimplementthearchitectureofmultimodelbasedAnomalyIDSwithtimedelayneural

networkbasedNIDSsystem.Virtualmachinewasusedtoimplementthearchitectureof

multimodalbasedanomalyIDSwithNetworkbasedIDSsystem.Capturedthepacketsinreal

timenetworktrafficusingthetoolJPCAP.PacketfeatureslikeSourceIP,DestinationIP,

Port,MacAddress,format,Protocoltype,etc



Introduction

ThegoalofthisprojectistodesignanddevelopfullyimplementableandtestedJavabased

IntrusionDetection&PreventionSystemwhichcanmonitornetworktrafficfromthehost

machinebycapturingthenetworkpacketsfromthelivenetwork.Ihavemadetheassumption

thatthistoolwillbeabletocapturethenetworkpacketsandallowstheadministratorto

analyzethecapturepacketsandcanalsobeabletoprovidesomefeaturetocontrolnetwork

traffic.InordertocontroltrafficfromhostmachineamodulecalledFirewallhasbeenadded,

whichallowsadministratortocreatespecificrulesanditalsoallowadministratortodelete

therulewhicharealreadycreated.Thistoolalsoabletodump(store)thecaptured

informationintoaparticularfileformatonlocalmachineaswellasonMySQLserver.This

projectalsoemployee’sHoneypotwhichallowsadministratorcapturehackersinformation.

Networksecurityconsistsoftheprovisionsandpoliciesadoptedbyanetworkadministrator

topreventandmonitorunauthorizedaccess,misuse,modification,ordenialofacomputer

networkandnetwork-accessibleresources.Networksecurityinvolvestheauthorizationof

accesstodatainanetwork,whichiscontrolledbythenetworkadministrator.Userschoose

orareassignedanIDandpasswordorotherauthenticatinginformationthatallowsthem

accesstoinformationandprogramswithintheirauthority.

ThegoaloftheIntrusionDetection&PreventionSystemistoidentifytheunauthorizedof

networkaccess,itbasicallyidentityandscanthenetworkforincomingandoutgoingnetwork

packetfromhostmachine.Allthispreferablyinrealtime.Themainfunctionstoanalyze

incomingandoutgoingpacketfromthenetworkinterface.Thedetectionpartinsystemto

detectthecommunicationsofunauthorizedpacketsfromsystem.Thepretensionpartinthe

systemprovidesthesetofoptiontoblockthenetworktrafficanapplicationpart,itisatype

offirewalltothesystem,allowsapplicationusertocentralthenetworktrafficthrough

selectednetworkinterface.

InformationSecurity 

Informationsecurityistheprotectionofinformationandminimizetheriskofexposing



informationtounauthorisedparties.Itisamultidisciplinaryareaofstudyandprofessional

activitywhichisconcernedwiththedevelopmentandimplementationofsecurity

mechanismsofallavailabletypes(technical,organizational,human-orientedandlegal)in

ordertokeepinformationinallitslocations(withinandoutsidetheorganizationperimeter)

and,consequently,informationsystems,whereinformationiscreated,processed,stored,

transmittedanddestroyed,freefromthreats.

Thevalueofinformationcomesfromthecharacteristicsitpossesses 

Availability 

Accuracy 

Authorization 

Confidentiality 

Integrity 

Utility 



Whatisanintrusiondetectionsystem

AnIDSiseitherahardwaredeviceorsoftwareapplicationthatusesknownintrusion
signaturestodetectandanalysebothinboundandoutboundnetworktrafficforabnormal
activities.

Thisisdonethrough:

 Systemfilecomparisonsagainstmalwaresignatures.

 Scanningprocessesthatdetectsignsofharmfulpatterns.

 Monitoringuserbehaviortodetectmaliciousintent.

 Monitoringsystemsettingsandconfigurations.

Whatisanintrusionpreventionsystem

AnIPScomplementsanIDSconfigurationbyproactivelyinspectingasystem’sincoming
traffictoweedoutmaliciousrequests.AtypicalIPSconfigurationuseswebapplication
firewallsandtrafficfilteringsolutionstosecureapplications.

AnIPSpreventsattacksbydroppingmaliciouspackets,blockingoffendingIPsandalerting
securitypersonneltopotentialthreats.Suchasystemusuallyusesapreexistingdatabasefor
signaturerecognitionandcanbeprogrammedtorecognizeattacksbasedontrafficand
behavioralanomalies.

Whilebeingeffectiveatblockingknownattackvectors,someIPSsystemscomewith
limitations.Thesearecommonlycausedbyanoverrelianceonpredefinedrules,makingthem
susceptibletofalsepositives.

Anintrusionpreventionsystem(IPS)isaformofnetworksecuritythatworkstodetectand
preventidentifiedthreats.Intrusionpreventionsystemscontinuouslymonitoryournetwork,
lookingforpossiblemaliciousincidentsandcapturinginformationaboutthem.TheIPS
reportstheseeventstosystemadministratorsandtakespreventativeaction,suchasclosing
accesspointsandconfiguringfirewallstopreventfutureattacks.IPSsolutionscanalsobe
usedtoidentifyissueswithcorporatesecuritypolicies,deterringemployeesandnetwork
guestsfromviolatingtherulesthesepoliciescontain.

Withsomanyaccesspointspresentonatypicalbusinessnetwork,itisessentialthatyou
haveawaytomonitorforsignsofpotentialviolations,incidentsandimminentthreats.
Today'snetworkthreatsarebecomingmoreandmoresophisticatedandabletoinfiltrateeven
themostrobustsecuritysolu



ExistingSystem

Thissystemmonitorsthetrafficonindividualnetworksorsubnetsbycontinuouslyanalyzing

thetrafficandcomparingitwiththeknownattacksinthelibrary.Ifanattackisdetected,an

alertissenttothesystemadministration.Itisplacedmostlyatimportantpointsinthe

networksothatitcankeepaneyeonthetraffictravellingtoandfromthedifferentdevices

onthenetwork.TheIDSisplacedalongthenetworkboundaryorbetweenthenetworkand

theserver.Anadvantageofthissystemisthatitcanbedeployedeasilyandatlowcost,

withouthavingtobeloadedforeachsystem. 

NetworkIntrusionDetectionSystem

SignaturebasedIDS/IPS 

SignaturebasedIDS/IPSisthattheyoperateinmuchthesamewayasavirusscanner,by

Searchingforaknownidentityorsignature. 

AnIDScanusesignature-baseddetection,relyingonknowntrafficdatatoanalyze

potentiallyunwantedtraffic.Thistypeofdetectionisveryfastandeasytoconfigure.

However,anattackercanslightlymodifyanattacktorenderitundetectablebyasignature-

basedIDS.Still,signature-baseddetection,althoughlimitedinitsdetectioncapability,canbe

veryaccurate.Anadvantageofthissystemisithasmoreaccuracyandstandardalarms

understoodbyuser.



ntrusiondetectionsystemsareoftenregardedasacorecomponentin
safeguardingproductionsystemsthathousemission-criticaldata,IP,andother
digitalassets.WithoutanIDSinplace,abusiness’productioninfrastructureand
dataarevulnerabletocyberattacksandothercriminalactivity.Ifthedatais
compromisedbyanunauthorizedentity,theinfrastructureoftheentire
companycanquicklycrumble,leavingmuchdoubtabouttheorganization’s
sustainability.

AspartofanoverarchingsecuritystrategythatmayincludeVPNs,virus
protection,firewalls,ormanagedIT,anIDShastraditionallyaided
administratorsindetectingintrusionsandmitigatingattacks.However,therole
ofIDSisslowlydiminishing.Thetechnologythathackersutilizetohijacka
networkandthecounter-technologythatadministratorsareimplementingto
combattheseattackshaveout-pacedIDSscopeandcapacity.Theneedforreal-
timeandzerodayattackdetectionhasrenderedanIDSallbutantiquated.

Anintrusiondetectionsystem(IDS)isadeviceorasoftwareapplicationthat
performsanyorallofthesebasicfunctions:

1.Monitorsanentirenetworkinfrastructureforcyberattacks
2.Instantlydetectsacyberattackasitoccurs
3.Quicklydeploysacountermeasuretostoptheattack(intrusionprevention

systems)
4.Submitsreportstoanadministratororsecurityteam



ProposedModel

TowriteaPacketCaptureProgramusing(JPCAP),tocapturetherealtimenetworktraffic 

Capturedpacketsfeaturescanbeanalysed 

PlannedtoimplementthemultimodelbasedAnomalyIDSwithNetworkIDSalgorithm

usingJAVAcodeandmakeittoworkwithactualpackets. 

Virtualmachinecanbeusedtoimplementthearchitectureofmultimodalbasedanomaly

IDSwithNetworkbasedIDSsystem. 

ThenPacketanalysisandtestingcanbedonebyusingthetrainingdatasetsofUSarmy. 

Classificationofthepacketscanbedoneusingtheruleswhichdifferntiatethemalicious

andnormalpackets.Withthatitwilldetectthenewattacks. 

InitiallytheconnectionshavebeenmadebetweenthenetworktrafficandCapturingtool

usingtheinterfacedatalink(Ethernet). 

Thentherealtimenetworkpacketswerecapturedandsavethepacketsinafile. 

Afterthatreadthecapturedpacketsfromthefile. 



Thensentthesavedpacketsthroughthenetworkinterface. 

PacketfeatureslikeSourceIP,DestinationIP,frames,Port,MacAddress,format,Protocol

type,Datalink,Interfacedevicenamehasbeenextracted.

ApplicationDesign

Thissectionprovidesanoverviewtheapplicationdesignprocess.Theapplicationincludes

thepredesigndecisionsandtherelevantdesigndecisions.Thissectionalsodescribesthe

programminglanguagechosenfordevelopmentandtheenvironmentusedfordevelopment,

andthenprovidesdetailsofthemaindesigndecisionswhichincludesMulti-threadingdesign

oftheprogramsandtheloggingoftheinformationasatextfile.Thissectionalsoincludes

thedecisionsonNoSQLdatabaseselection.

DevelopmentLanguage

WechooseJavaasadevelopmentlanguageforspecificreasons.Theprimaryreasonisthat,

weareveryfamiliarwithJavathroughourpreviouscourseworkandtheworkingexperience,

whichenableustofocusourtimeonthedesignanddevelopmentasjavaprovidesrichsetof

libraryclasstobuildbestGUI.Secondly,Javaprovidesastableandeasytousehighlevel

Socketsimplementation,allowingustonothavetolearnlow-levelsocketprogrammingand

allowingustoconcentrateondesignanddevelopment.Finally,Javaprovidesanexcellent

threadlibrarywhichmakesapplicationMultithreadedandeasetheimplementationof

Honeypotandotherunitsinapplicationasamulti-threadedapplication.

IntegratedDevelopmentEnvironment(IDE)

AnIDEisanapplicationthatprovidessoftwaredeveloperswithanenvironmentthateases

tasksrelatedtosoftwareprogrammingaswellasdevelopment.WechooseNetBeansasthe

IDEinwhichwehavedevelopedthejavaapplicationproject.Eclipseisafreeandopen

sourceproductandissupportedbytheAthloneInstituteoftechnology.Itprovidesallthe

featuresofmodernIDEsuchascodecompletion,refactoringandpackagemanagement.

EclipsealsohasbuiltinsupportforJavaDocumentation,whichallowedeasygenerationof

sourcecode.



Implementation
IntrusionDetection&PreventionSystemsupportsthefollowingfeatures.

GraphicalInterface-IntrusionDetection&PreventionSystemprovidesasimpleGUIto
allowthe
usertocontroltheapplication.

Listthenumberofnetworkinterface-Theapplicationdisplaysthenumberofnetwork

interfaceonthehostmachine,userisallowedtoselecttheinterfacetocapturethepacket

fromthatinterface.



Capturespacketonselectedinterface–Thepacketsarecapturesfromtheselectedinterface,

allowingtodisplaythepacketinformationontheapplicationdisplayarea.

Displayscapturedpacketinformation–Theapplicationextractsthecontentsofthe

capturedpacketandprojectthatcontentsonthedisplayareaallowingusertoeasilyread

them.

Listthenumberofopenpotsonmachine–Theapplicationalsoperformsportscanningon

thehostmachineanddisplaysinformationaboutalltheTCPandUDPpotsonmachine.It

alsotellswhichportislistening.

Prevention–Thepreventionmoduleintheapplicationisactuallyafirewall,itallowsuser



tosetrulesforthehostoperatingsystem.UsercancreaterulessuchasTCPport23block,

thisruleblockstheport23,anyapplicationonthisportwillnotbeabletocommunicate

further,applicationcanonlybeabletocommunicateiftheadministratordeletestherule

usingtheunblockfeatureprovidedintheapplication.

Logging-IntrusionDetection&PreventionSystemcreateslogfilefortheinformation

captureswhileapplicationisrunning.ThislogisstoredlocallyinC:/Tempfolder.Theformat

ofthefileisnormaltextsothatusercaneasilyreadthecapturedinformation.Thenameof

thelogfileisgivenautomaticallybytheapplication,itusestimeanddateasafilename,this

wayofnamingallowsadministratortoidentifyparticularlogfileaccordingtothedate.



Remotelogging-IntrusionDetection&PreventionSystemalsohaveadditionalfeaturefor

storingthelogonremoteserver.Thismoduleinapplicationallowsapplicationtostorethe

capturedinformationonremoteSQLdatabaseinMySQLserver.Theinformationstoredin

MySQLisintheformofdocument.ThemainadvantageofusingMySQLisitsscalability,

theMySQLishighlyscalable,anditcaneasilyhandlelargeamountofdatasets.Application

doesnotneedtouselocalstoragetostorethelogfiles.Storingcapturedinformationon

MongoServeralsoenableadvancedfeatureofextrabackoffiles,administratorcaneasilyall

filesfromtheMongoServer.

HoneypotPlus–ThismoduleinIntrusionDetection&PreventionSystemwithHoneypot

PlusapplicationallowstheadministratortohostthefakeFTPorIRCserveronthehot

operatingsystem.Thisserverwillberunninginvirtualmachinebutpretendsandbehavelike

anactualserver,anyclientconnectedtothisservercannotabletomakeoutthatactually

interactingwithafakesystemratherthanactualsystem.Thisservershostonlythoseservices

whicharesetbyapplicationprogrammerortheapplicationadministrator,sothereisno

chancethathackercangetintomoreinformationthanprovided.Thismodulealsodisplays

thenumbersofhackersconnectedwiththehoneypot.



Result

IntrusionDetection&PreventionSystemisdevelopedusingincrementaldevelopmentapproach,in

whichnumberofunitsiscreated,thenunitsareintegratedtocreatemoduleandfinallymodulesare

combinedtocreatethecompletesystem.Thevarioustestingtechniqueshasbeenemployedtotestthe

system. 

UnitTesting-IntrusionDetection&PreventionSystemisdevelopedinsmallunites,thisunit

containsspecificfunctionalityfortheoverallsystem.Thebestexampleofunitisthefunctionwritten

forthebuttonclick.Hereeachunitistestasjavaconsoleapplicationinordertoidentifytheproper

output.Everyunitistestedseparately.Thisapproachistakinginordertofindthebugshiddeninthe

codeatearlystageanditalsosimplifythedebuggingprocess.Individualcodesaretestedbefore

integration. 

IntegrationTesting–Everyunitiscombinedtomakeamodule;thismoduleiscollectionof

numbersofuniteswhichworkstogethertoachievespecificfunctionalityinthesystem.Intrusion

Detection& PreventionSystem isdividedanddevelopedinmodules.Eachmoduleistested

separately.Thebestexamplesformodulesinthissystemiscapturemodule,savemoduleandport

scanningmodule.Herethebottom upapproachistakentoperform integrationtesting,inthis

approachthedevelopmentandtestingisdonetogethersothatapplicationwillbecomesefficientas

pertherequirements.Thetestingisdoneoneachmoduleoncetheyarecreatedwithoutwaitingfor

othermodulestocreate 



SystemTesting–Inthisstagewhereallthemodulesareintegratedtomakethewhole

system.Itisafinalstageoftestingwhereallfunctionalandnot-functionaltestingisdone.All

themoduleisinterfacedtoeachothertomakethecompletesystem.Themainideabehind

thistestingistotestthebehaviorofthewholeapplicationistobetestedasdefinedinscope

andtherequirement 

specifications.Italsoclearshowthesystemisinteractingwiththehostoperationsystem. 

BugFound 

Thecurrentmajorbuginthesystemwhichisfoundwhilesystemtestingisthatsystemother

componentsgetsfreezewhenhoneypotservercomponentisexecuted,theexecutionofserverfreezes

thesystembutthiscomponentkeeprunningwithupdatingcontentsontheapplicationGUI,theonly



thingisothercomponentsstopupdatingandsystemgoesintothefreezemode. 

Conclusion

Inconclusion,asweknowthatdaybydaynetworkservicesaregettingincreasedwhichincreases

numberofserversandcomputingdevicesonthenetworktosupporttheinternetservices.Itisvery

importantforanyorganizationtoprotectandsecuredtheirserversfrom attackersandhackers.

IntrusionDetection&PreventionSystemisthemostcommonapproachtoprotectnetworkresources.

IntrusionDetection&PreventionSystemsareusedworldwidebynetworkadministratorstomonitor

networktrafficinordertofindoutunauthorizedactivityontheirnetwork.Itisalsoimportantto

improvethepreventionmechanisminordertomakesystemaswellasnetworkmoreprotective.

Firewallfeaturemustbeimprovingtodealwithnewandlatesttypeofthreads. 

Wealsoknowthattodaybecauseoftechnologyadvancementthenetworkconnectionsareencrypted,

andtheencryptionmechanismsareincreasingtimetotime.TheIntrusionDetection&Prevention

Systemsareunabletomonitorsuchencryptedconnections,toovercomethisproblemHoneypot

comestohelp,theycanbetakenasalternativetoIntrusionDetection&PreventionSystemtolocate

thesourceofmaliciousandunauthorizedtraffictonetwork. 

IntrusionDetection&Preventionarethenewapproachtothenetworksecurityandareadvancingin

thefieldofnetworksecurity. 

Thefinalsoftwareproductofthisprojectisthecombinationofthreedifferentnetworksecuritytoolin

ordertoimprovethenetworksecurityatthehighestlevel.Theoutcomeofthisprojectdemonstrates



thatitispossibletocombinevariousfunctionalities,architecturesandconceptsofnetworksecurityto

developanapplicationwhichprovidesmaximumfunctionalitiestonetworksecuritydomain. 

IntrusionDetection&PreventionSystemisthetoolwhichprovidesfeaturesofpacketinspection,

controloverthenetworktrafficandspyingsubsystems,whichcancollecttheinformationaboutthe

hackersallowingnetworkadministratorstoprotectnetworkinmoreadvancedways. 
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