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1.1 INTRODUCTION 

In the wake of the unprecedented COVID-19 pandemic, the world has witnessed a profound 

shift in various facets of society, including the realm of cybercrime. Among the areas 

significantly impacted by this global crisis is the incidence of cyber fraud, which has surged in 

complexity and frequency, presenting a formidable challenge to both individuals and 

institutions alike. Within the context of the Delhi National Capital Region (NCR), this study 

endeavours to delve into the socio-legal ramifications engendered by the pandemic on cyber 

fraud dynamics. The socio-legal impact of COVID-19 on cyber fraud within the Delhi NCR is 

a multifaceted and pressing concern, requiring a comprehensive investigation into the evolving 

landscape of illicit online activities. As individuals increasingly rely on digital platforms for 

work, commerce, and social interaction due to pandemic-induced restrictions, cybercriminals 

have adeptly exploited vulnerabilities in this burgeoning cyber ecosystem, perpetrating a wide 

array of fraudulent schemes with impunity. From phishing scams preying on heightened 

anxiety to sophisticated ransomware attacks targeting essential services, the modus operandi 

of cybercriminals has adapted to capitalize on the uncertainties and vulnerabilities precipitated 

by the pandemic. Through an examination of the socioeconomic disparities that cause 

vulnerability to online scams, the shortcomings of existing legal frameworks for combating 

cybercrime, and the limitations of law enforcement in investigating and prosecuting offenders, 

this study aims to untangle the complex web of issues and challenges arising from the surge in 

cyber fraud within the Delhi NCR. In addition, the study looks for possible solutions and 

approaches to lessen the socio-legal effects of cyber fraud. These include increased 

cybersecurity awareness campaigns, legislative changes to strengthen cybercrime laws, and the 

application of technological solutions to strengthen digital infrastructure. By synthesizing 

empirical data, legal analysis, and socio-economic insights, this study aims to provide a 

nuanced understanding of the socio-legal impact of COVID-19 on cyber fraud in the Delhi 

NCR, elucidating the interconnectedness of technological, legal, and social factors shaping the 

contemporary landscape of cybercrime. Through its findings, the research endeavours to 

inform policymakers, law enforcement agencies, and stakeholders in devising proactive 

measures to address the burgeoning threat posed by cyber fraud, safeguarding the integrity and 

resilience of the digital ecosystem in the post-pandemic era. This study also helps in increasing 

awareness among the individuals and government by filling the research gap and contribute in 

the study of cyber fraud which helps in making better policy to prevent society from cyber 

fraud. 
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1.2 RIVIEW OF LITERATURE 

What is literature review? 

It is a critical analysis of existing scholarly works, articles, books, and other sources relevant 

to a dissertation topic. It involves identifying, evaluating, and synthesizing existing literature 

to provide a comprehensive overview of the current state of knowledge on a subject.  

 Literature reviews for this study are: - 

1. DUGGAL, P. (2020). NEW CYBER WORLD ORDER POST COVID-19: ISBN-13: 

979-8634403526. Independently published. 

The world is going to be instantaneously changed and transformed by the advent of 

Coronavirus. For the first time, the world has seen a public health emergency of this magnitude. 

However, the response mechanisms of COVID-19 are beginning to possibly display a new 

trend. There is going to be emergence of New Cyber World Order that is going to emerge after 

the advent of Coronavirus. Based on the existing trends, there is no denying the fact that 

cyberspace is going to be massively impacted with the advent of New Cyber World Order. The 

New Cyber World Order is likely to have significant impact upon the enjoyment of digital and 

cyber liberties and rights. 

2. Cybercrime in the pandemic digital age and beyond. (2023). In Springer eBooks. 

https://doi.org/10.1007/978-3-031-29107-4 

This edited collection presents current research dealing with crime involving information and 

communications technologies in the months immediately before, during and following the 

coronavirus pandemic since 2019. Information and communications technologies played a 

pivotal role during the pandemic in communicating information across the globe on the risks 

and responses to the pandemic but also in providing opportunities for various forms of 

illegality. This book describes the nature and extent of such illegality, its connection to the 

pandemic and how digital technologies can assist in solving not only the health crisis but also 

the associated crime problems. The contributors are established academic scholars and policy 

practitioners in the fields of cybercrime and computer forensics.  
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3. Okereafor, K. (2021). Cybersecurity in the COVID-19 pandemic. In CRC Press 

eBooks. https://doi.org/10.1201/9781003104124 

Using actual cybercrime instances from the pandemic, "Cybersecurity in the COVID-19 

Pandemic" demonstrates how hackers targeted valuable information assets, particularly in 

healthcare, finance, trade, travel, academics, and social networking. The book clarifies 

cybersecurity ideas by exploring how COVID-19-related hacks affect computer networks, 

internet portals, and databases. It simplifies the socio-technical components of cybersecurity 

and gleans critical insights from these incidents. "Cybersecurity in the COVID-19 Pandemic" 

is an interesting and current reference for cybersecurity experts, researchers, and anybody 

interested in understanding the growing risks in the digital ecosystem after the epidemic. Its 

combination of actual case studies and theoretical insights makes it an invaluable contribution 

to the subject. The book additionally projects the integration of cybersecurity with Artificial 

Intelligence and Big Data Analytics, two new disciplines that could dominate and redefine post-

pandemic cybersecurity research and advances from the years 2021 and 2025. 

4. A timeline and analysis of cyber-crime and cyber-attacks during the pandemic. 

Computers & Security, 105, 102248. https://doi.org/10.1016/j.cose.2021.102248  

This paper delves into the profound impact of the COVID-19 pandemic from the lens of cyber-

crime, emphasizing how this unprecedented global event reshaped societal norms and catalysed 

what is now commonly termed the "new normal." Alongside its immense societal and 

economic repercussions, the pandemic also engendered a distinct set of circumstances 

conducive to cyber-attacks, amplifying both the frequency and diversity of such incidents. The 

heightened anxiety induced by the pandemic served as fertile ground for cyber-attacks, 

contributing to their increased success rates. 
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1.3 STATEMENT OF PROBLEM 

What is statement of problem means? 

It is a clear and concise articulation of the issue that this dissertation aims to address. It provides 

context and direction for the research work.  

Statement of problem for this study are: - 

• After covid 19 pandemic, India saw a rapid rise in cyber fraud cases. 

• The accelerated shift to digital platforms due to COVID-19 lockdowns and social 

distancing measures has exposed significant security loopholes, leading to an upsurge 

in cyber fraud. 

• •The rise in online transactions during the pandemic has resulted in an increase in cyber 

fraud cases involving e-commerce and digital payments. 

• Existing legal frameworks and enforcement mechanisms have been put to the test as 

the COVID-19 pandemic has led to an increase in cyber fraud. 

• The pandemic has not only changed the digital landscape but also the public's awareness 

and understanding of cyber risks and fraud. 

• The rise of cyber fraud due to pandemic has highlighted the critical need for increased 

public awareness and preventive strategies against cyber fraud. 

• COVID-19's long-term impact on cyber fraud trends presents significant challenges for 

long-term cybersecurity endurance. 
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1.4 RESEARCH OBJECTIVES 

What is Research Objective? 

It refers to the specific aims that this research intends to achieve through conducting this 

research study. These objectives outline what the hopes to accomplish through the research. It 

helps in providing focus and direction to the study, guiding the researcher in designing their 

research methodology, collecting data, and analyzing results.  

Research Objective for this study are: - 

 To investigate how the COVID-19 pandemic has affected the landscape of cyber-fraud 

in Delhi NCR. 

 To identify changes in cyber-fraud trends and patterns during the pandemic. 

 To understand the challenges that individuals and organizations face in dealing with the 

cyber-fraud post covid-19. 

 To suggest recommendations for future cybersecurity strategies and policies.  

 To highlights any gaps or weaknesses in current cyber laws that were exploited during 

the pandemic. 

 To Measure the level of public awareness regarding cyber fraud and protective measure 

during the pandemic. 

 To suggest educational and training initiatives to strengthen institutional and public 

knowledge of cyberfraud and their ability to withstand it. 

 Assess the effectiveness of cybersecurity measures implemented by individuals and 

organizations. 

 To Categorize the most prevalent types of cyber fraud occurring after the covid19 

pandemic. 
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1.5 HYPOTHESIS 

WHAT IS HYPOTHESIS? 

It is a proposed statement about the research question that can be tested through further 

research. It is a tentative assumption made in order to draw out and test its logical or empirical 

consequences.  

For this research topic hypothesis are: -  

• The COVID-19 pandemic has significantly raised the incidence and level of cyberfraud 

in India.  

• The increase in cyber fraud is mainly due to the rapid change to digital platforms for 

personal and professional use, which exposes vulnerabilities in cybersecurity measures. 

• Different challenges like financial loss and psychological distress are faced by 

Individuals and more capital spending towards the cyber security faced by corporates 

and businesses. 
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1.6 RESEARCH QUESTION 

WHAT IS RESEARCH QUESTION? 

Research questions are inquiries that define the focus and scope of a research study. They 

articulate the specific information or knowledge that the researcher seeks to uncover through 

their investigation.  

For this research topic the research questions are: - 

• How has the COVID-19 pandemic affected the trends and nature of cyber-fraud in 

India? 

• What challenges have come up for individuals, organizations, and law enforcement 

agencies in trying to responds to all these changes in cyber fraud in post covid-19? 
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1.7 SCOPE AND LIMITATION OF STUDY 

WHAT ARE SCOPE AND LIMITATION OS STUDIES? 

The scope and limitations of research define the boundaries and parameters within which a 

study operates, outlining what the research will and will not address.  

For this study scope and limitation are: - 

SCOPE 

 The research is centred on the Delhi National Capital Region (NCR), providing a 

localized context that allows for an in-depth analysis of cyber fraud trends, challenges, 

and legal responses within this specific area. 

 The research will cover various types of cyber fraud that have become prevalent during 

the pandemic, such as phishing, online scams, financial fraud, identity theft, and others, 

providing a comprehensive overview of the cybercrime landscape. 

 The research will focus on the period during and after the onset of the COVID-19 

pandemic, examining how the pandemic has influenced cyber fraud activities and the 

socio-legal responses to these changes. 

LIMITATION 

 Access to comprehensive and reliable data on cyber fraud incidents, especially 

unpublished or sensitive law enforcement data, may be limited. This could impact the 

depth and breadth of the analysis. 

 The dynamic nature of cyber fraud and the legal and technological responses to it mean 

that the situation can change rapidly, potentially outdating the research findings. 
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1.8 RESEARCH METHDOLOGY 

WHAT IS RESEARCH MEATHDOLOGY? 

It refers to the systematic process or framework that researchers follow to conduct their study 
and achieve their research objectives. 

 For this study the research methodology is: -  

 
• The research methodology for this study will be a comprehensive approach combining 

quantitative and qualitative research methods. It will involve the collection and analysis 

of data on cyberfraud incidents in Delhi NCR during the pandemic, utilizing statistical 

data to identify trends and patterns.  

• Qualitative methods will include surveys of people to gain deeper insights into the 

challenges faced and the effectiveness of response strategies.  

• This mixed-methods approach will provide an in- depth knowledge of the pandemic's 

impact on cybercrime in India. 

• This study's methodology aims to give an extensive understanding of the trend that are 

being analysed. 

• The main area where this study focus with the help of this methodology are Trends in 

cyber fraud, socio-legal impacts of the pandemic, legal frameworks, and case studies 

of cyber fraud in the Delhi NCR. 

• With the help of the methodology this study aims to give expected outcomes which 

help in comprehensive understanding of socio-legal impact of the COVID-19 pandemic 

on cyber fraud in the Delhi NCR.  

• Along with the expected outcome the study also tries to find out other outcomes like 

issues and challenges faced by individuals and Practical and legal remedies to mitigate 

the rise in cyber fraud cases 

• This study also takes Ethical consideration in mind and ensures that Participants will 

be informed about the study's purpose, procedures, and their rights before participating 

and Personal information and responses will be kept confidential and used solely for 

research purposes. 
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2.1 INTRODUCTION 

2.1.1 What are cyber frauds? 

Cyber fraud is a cyber offence which becomes a common and growing offence in today’s era. 

The offenders or criminals that do these cyber frauds use technology and cyber space as their 

weapon for doing fraud with individuals and organizations for financial benefit. As we know 

that technology is expanding day by day in everyone’s life. Which became an opportunity for 

the cyber offenders to attack flaws, aiming for everything whether it is a personal data or a big 

corporate data. It also includes a wide range of harmful behaviour that take advantage of the 

vulnerability present in the information system, internet and also in digital communication 

channels. This complicated type of crime depends on sophisticated strategies such as phishing, 

identity theft, online scams, ransomware assaults, and social engineering to exploit both 

technological flaws and human psychology. The internet's anonymity permits attackers to 

operate with relative impunity, frequently from remote regions across the globe, complicating 

efforts to track down and prosecute them. Cyber fraud causes significant financial and 

reputational damage, hurting people's livelihoods, business operations, and the overall 

economy. The increase in cyber fraud cases amid events such as the COVID-19 epidemic 

demonstrates cybercriminals' versatility, as they exploit crises to ramp up their activity. As a 

result, knowing the nature of cyber fraud is critical for designing successful preventive and 

response tactics, which need ongoing awareness, education, and the adoption of advanced 

cybersecurity measures. The continued challenge of cyber fraud highlights the significance of 

strong legal and regulatory frameworks, international cooperation, and the use of cutting-edge 

technology such as artificial intelligence and big data analytics in combating this long-lasting 

risk.  

The chapter of this study discuss about the mechanics of cyber fraud, examining the complex 

strategies used by cybercriminals to fool and exploit victims. By starting with a historical 

review, following the rise of cyber fraud from basic computer crimes to highly sophisticated 

and organized cyber syndicates. The chapter than discuss about the various types of cyber fraud 

such as phishing, malware attacks, and ransomware, explaining their modus operandi and the 

potential damage they can inflict. Which helps in to understand various types of cyber fraud 

which is a major component for understanding cyber frauds. Then the chapter talks about the 

key actors in cyber frauds which is also important to understand the cyber frauds because 

Individual hackers, organized criminal syndicates, and even state-sponsored entities all engage 
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in cybercrime. These actors typically have sophisticated technical capabilities and a thorough 

understanding of cybersecurity systems. Individual hackers may engage in cyber fraud for 

personal gain or ideological causes, whereas organized groups often seek larger financial gains. 

State-sponsored entities, on the other hand, may engage in cybercrime to destabilize 

economies, steal intellectual property, or gain strategic benefits. It demonstrates how fraudsters 

use human vulnerabilities like trust and curiosity to obtain access to sensitive information.  

After understanding the key actors this chapter explains who are the targets of cyber fraud? It 

is very essential to know who are the suitable targets for the cyber frauds because Cyber fraud 

targets a wide range of individuals, corporations, and governments. Individuals may be targeted 

for identity theft or financial scams. Businesses, especially those in the financial and healthcare 

industries, are frequently targeted for their valuable data and financial assets. Governments can 

be victims of cyber fraud aimed at stealing critical information, disrupting services, or 

conducting espionage. The rising interconnectedness of gadgets, as well as emphasis on digital 

platforms, have extended the breadth of potential targets, making nearly anyone or any 

organization vulnerable.  

For proper understanding of any crime or offence it is very important to understand its legal 

framework because legal and regulatory framework around cyber fraud is complicated and 

constantly evolving to keep up with the latest dangers. Cyber actions are governed by a variety 

of international, national, and regional laws, all of which try to deter cybercrime by harsh 

penalties and joint law enforcement operations. Key regulations include Europe's General Data 

Protection Regulation (GDPR), which imposes stringent data protection and privacy standards, 

and the United States' Cybersecurity Information Sharing Act (CISA), which encourages the 

sharing of cyber threat information between the government and the private sector. But India 

have not any such type of acts or regulation implemented in India.  

After understanding legal framework this chapters discuss about the general impact and idea 

for prevention of cyber frauds because Cyber fraud has a far-reaching influence on people, 

entities, and economies as a whole. Financial losses from cyber fraud can be substantial, with 

businesses often facing direct theft as well as costs associated with remediation, legal fees, and 

loss of reputation. For individuals, cyber fraud can lead to identity theft, financial ruin, and 

emotional distress. And prohibiting cyber fraud necessitates a diverse strategy that combines 

technology solutions, legislative measures, and public education initiatives. Organizations 

must invest in strong cybersecurity systems, update software on a regular basis, and educate 
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personnel on best security practices. Regulatory organizations must guarantee that laws keep 

pace with technology advances and that enforcement is strict. Public awareness campaigns can 

assist individuals in identifying potential hazards and adopting safer online practices. The fight 

against cyber fraud relies heavily on collaboration between the public and business sectors, as 

well as worldwide cooperation.  

But firstly, this chapter start with the discussing various definition and scope of cyber fraud 

which is an important to understand cyber frauds deeply. This chapter not only gives an in-

depth account of many different elements of cyber fraud, but it also emphasizes the significance 

of comprehending and managing this constantly present threat in the age of technology. 
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2.2 DEFINATION AND SCOPE OF CYBER FRAUD 

2.2.1 Definition of cyber fraud 

Cyber fraud refers to a broad range of illicit activities that exploit computer systems, the 

internet, and digital technologies to deceive individuals or organizations for financial gain. 

It involves various forms of deceit, manipulation, and malicious behaviour, all aimed at 

unlawfully obtaining money, personal information, or other valuable assets. The defining 

characteristics of cyber fraud include the use of technology as the primary tool for 

executing fraudulent schemes, the intent to deceive, and the pursuit of monetary or material 

gain. The definition of cyber fraud can be divided into two parts: the "cyber" aspect and the 

"fraud" aspect. This method provides for a thorough evaluation of the term's complexities 

by first analysing its constituent elements before combining them into a single definition.  

a) "Cyber" aspect 

The technological and digital environment in which fraudulent operations take place is 

referred to as the "cyber" component of it. Computers, the internet, and other digital 

communication technologies are used in this.  

This comprises: 

 Internet and Network Use: Online platforms and communication networks are 

the main venues for cyber fraud. 

 Digital equipment: These include targets or tools such as computers, cell 

phones, and other digital gadgets. 

 Technological Level of sophistication: To carry out fraudulent actions, 

sophisticated methods including malware, phishing, and hacking are frequently 

used. 

b) “Fraud” aspects 

The deliberate lying or misrepresenting of facts for one's own benefit or financial 

advantage is included in the "fraud" component. This includes conventional notions of 

fraud in a digital setting. 
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Vital factors consist of: 

 Deception: At the heart of fraud is deception, in which offenders trick victims 

into believing they are trustworthy or are privy to important information. 

 Intentionality: Fraudulent actions are planned and purposeful, with the goal of 

accomplishing particular unlawful goals. 

 Financial Gain: Although stealing confidential data, interfering with services, 

or gaining unauthorized access to networks are the main motivations for cyber 

fraud, financial gain is also a possibility. 

 

By combining these elements, cyberfraud is described as “The deliberate use of digital 

technology and the internet to defraud people or organizations for financial or personal 

advantage is known as cyber fraud”. It uses complex methods to target computers, networks, 

and digital devices, including phishing, virus distribution, and hacking.  

Now after understanding these two definitions separately, it is important to understand various 

other definition gives by the scholars. According to renowned scholars “cyber fraud is defined 

as the manipulation or deceitful use of digital technology for personal or financial gain”1 This 

definition effectively encapsulates the dual nature of cyber fraud, emphasizing both the 

technological and deceptive elements. By emphasizing "digital technology," the concept 

highlights how crucial contemporary technologies are to the commission of fraud. This 

emphasis is essential for differentiating cyber fraud from more conventional types of fraud that 

don't use digital methods. "Manipulation" and "deceitful use" refer to a wide range of fraudulent 

actions, including more complex schemes including malware and social engineering as well as 

hacking and phishing. This breadth makes sure that the term covers a range of cyberfraud 

scenarios. Although personal and financial gain are highlighted, cyber fraud can also have 

significant non-financial impacts, such as reputational damage or disruption of services. 

Including these aspects could provide a more holistic view of the consequences of cyber fraud. 

But as a whole, this definition of cyber fraud provides a solid foundation for comprehending 

the subject by properly capturing its key features. Its clarity and emphasis on digital 

manipulation for gain make it an invaluable resource for educators, politicians, and 

cybersecurity experts. However, to improve its comprehensiveness, further information on 

specific technology, changing methodologies, and non-financial repercussions could be useful. 

 
1 Kshetri, Nir. The Global Cybercrime Industry: Economic, Institutional and Strategic 
Perspectives. Germany, Springer, 2010. 
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2.2.1 Scope of cyber fraud 

The growth of internet technologies and the ubiquitous presence of online platforms have 

revolutionized how individuals, corporations, and governments work in the digital age. This 

shift has resulted in exceptional ease, efficiency, and connectedness. However, technology has 

also paved the path for a new type of criminal activity, known as cyber fraud. Cyber fraud, 

often known as cybercrime or online fraud, refers to a wide range of unlawful behaviours that 

use digital weaknesses to deceive, steal, or cause harm. Understanding the scope of cyber fraud 

is critical for developing effective strategies to combat this ever-evolving threat. Cyberfraud 

has serious financial consequences for both individuals and businesses. It covers both direct 

financial losses from theft and fraud, as well as indirect expenses like legal bills, regulatory 

fines, and reputational damage. Understanding the scope allows entities to distribute resources 

effectively in order to prevent fraud and minimize financial losses. Organizations must follow 

a variety of rules and regulations governing data protection and cyber security. Understanding 

the magnitude of cyber fraud allows them to ensure that they meet these criteria, avoiding legal 

penalties and protecting company brand. It also aids in the development of rules that meet legal 

requirements while protecting sensitive information. The scope of cyber fraud evolves with 

technological advancements. Staying abreast of these changes is crucial for developing and 

implementing advanced security technologies. This includes utilizing encryption, multi-factor 

authentication, and AI-driven threat detection systems to combat sophisticated fraud attempts. 

Consumer trust is vital for the success of any business. A clear understanding of the scope of 

cyber fraud allows organizations to build and maintain trust by protecting consumer data and 

ensuring secure transactions. This trust is essential for maintaining customer loyalty and a 

positive brand image. Awareness and education are critical components in preventing cyber 

fraud. Understanding its reach allows training programs to be tailored to inform individuals 

and organizations about potential risks and preventive measures. This preventative approach 

lowers the risk of falling victim to cyber fraud. The enormous reach of cyber fraud needs 

collaboration and information exchange among various parties, such as enterprises, 

government organizations, and cybersecurity professionals. Understanding the scope allows 

for improved coordination and collaborative efforts to address cyber threats more effectively. 

In the event of a cyber fraud incident, having a clear understanding of its scope is crucial for 

effective crisis management and response. It enables organizations to quickly identify the 

extent of the breach, contain the damage, and implement recovery procedures to restore normal 

operations. On a larger scale, the prevalence of cybercrime has the potential to undermine 

economic stability. Widespread fraud can destroy trust in digital systems and financial 
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institutions, potentially leading to far-reaching economic consequences. Addressing the 

breadth of cyber fraud is therefore critical for ensuring a stable economic environment. In 

conclusion, understanding the depth of cyber fraud is critical to managing the complex risks 

involved with digital interactions. It has an impact on how organizations approach 

cybersecurity, allocate resources, comply with legislation, and educate stakeholders, ultimately 

leading to a more secure and resilient digital ecosystem. 
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2.3 HISTORICAL CONTEXT OF CYBER FRAUD 

 
Studying the history of cyber fraud is important for a variety of reasons, including 

understanding developing risks and informing future cybersecurity strategies. By examining 

past cyber fraud incidents, we can identify patterns and trends in criminal behaviour. This helps 

predict future threats and prepare accordingly. Historical study shows how fraudsters' strategies 

have developed, allowing cybersecurity professionals to anticipate new tactics and devise 

responses. Detailed investigations into previous breaches and fraud cases reveal vulnerabilities 

and flaws in security measures. Organizations can learn from these blunders and improve their 

defences. Success stories in cyber fraud prevention teach vital insights and best practices that 

may be duplicated and adapted. Understanding the history of cyber fraud helps policymakers 

create educated rules and laws that address present and emerging threats. Historical knowledge 

assists firms in understanding the basis for current regulations, resulting of improved 

compliance and risk management. Studying how cyber fraud has adapted to technological 

changes can inspire new innovations in cybersecurity technology, driving the development of 

more robust defences.  

Understanding historical incidents encourages the development of proactive security measures 

rather than reactive remedies. Historical incidents of cyber fraud can be incorporated into 

cybersecurity professional training programs to improve their abilities and preparation. 

Educating the public about previous fraud instances promotes awareness allowing people to 

spot and avoid potential schemes Historical data on cyber fraud helps firms discover possible 

risks and vulnerabilities, resulting in more effective risk management methods. Understanding 

the types and consequences of previous fraud allows businesses to deploy resources more 

efficiently to areas that are more likely to be targeted.  

Knowledge of previous cyber fraud instances encourages information exchange between 

enterprises, industries, and governments, creating a collaborative approach to cybersecurity. 

Cyber fraud is a global issue. Learning about its history helps you grasp the international 

implications of cyber threats and the importance of cross-border collaboration. Historical 

incidents serve as prototypes for good incident response strategies, allowing organizations to 

respond more quickly and effectively to future threats. Learning from previous crises improves 

crisis management skills, resulting in improved handling of future cyber fraud events. 

Historical data is used to estimate the economic impact of cyber fraud, that lead cybersecurity 
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investments to reduce financial losses. Understanding the financial consequences of previous 

incidents helps to justify the return on investment (ROI) for cybersecurity applications.  

Studying the history of cyber fraud provides insights into cybercriminals' motivations and 

behaviours, which aids in the development of psychological profiles and deterrent tactics. 

Observing how cyber fraud has influenced and been influenced by cultural shifts aids in 

understanding the broader societal implications and modifying cultural awareness 

programmes. The history of cyber fraud provides a wealth of information that improves our 

understanding of cyber dangers and guides the development of profitable cybersecurity 

measures. Learning from the past allows companies and people to better protect themselves 

against the constantly evolving world of cybercrime. 

Now if we see the chronological overview of the development of cyber fraud: 

1) Old Days (1960s–1970s) 

The concept of cyber fraud began with the advent of mainframe computers. During this 

time, fraud was largely limited to physical tampering and unauthorized access to computer 

systems. The first cases of network-based fraud appeared with the advent of the ARPANET 

(the forerunner to the internet). This includes hacking into systems to steal or modify data. 

 

2) At the time of personal computers developed in the 1980s. 

The rise of personal computers brought new opportunities for cybercriminals. Fraud during 

this period often involved simple hacking, such as exploiting weak passwords to gain 

unauthorized access. The development of computer viruses began to pose significant 

threats. The first well-known virus, the Morris Worm, appeared in 1988, disrupting a large 

number of computers connected to the internet. 

 

3) The Internet Age (1990s) 

The commercialization of the internet led to increased online activities, including e-

commerce. This period saw the birth of phishing attacks, where cybercriminals tricked 

users into revealing personal information through fake emails or websites. Online fraud 

methods, such as credit card fraud, grew more common. Cybercriminals took advantage of 

the increased volume of online transactions to obtain credit card information: The first big 

denial-of-service (DoS) assaults occurred, disrupting systems and resulting in financial 

losses for enterprises.  
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4) Growth of Online sales and Modernity (2000s) 

The dot-com boom resulted in a surge in internet business, as well as an increase in cyber 

fraud. Identity theft and financial fraud have become more sophisticated, with criminals 

deploying malware and spyware to obtain sensitive information. The advent of social media 

platforms created new opportunities for cyber fraud. Scams and phishing assaults are 

increasingly targeting users of these platforms. Advanced Persistent Threats (APTs) have 

become a major issue, with cybercriminals targeting specific businesses for long-term 

exploitation. 

 

5) Development of Portable and Cloud Technologies (2010s). 

New forms of fraud, such as mobile malware and SMS phishing, have been brought about 

by the increasing use of cell phones and mobile banking (smishing). Data breaches are 

becoming increasingly frequent as a result of vulnerabilities brought about by cloud 

computing. With high-profile cases like the WannaCry attack in 2017, ransomware attacks 

started to increase. The victims' data was encrypted in these attacks, and payment was 

required to unlock it. The number of Business Email Compromise (BEC) scams has 

increased dramatically. These scams aim to transmit money fraudulently to finance 

departments and business officials. 

 

6) The latest trends of Nowadays (2023) 

The COVID-19 pandemic hastened the digital shift, making it easier for cybercriminals to 

operate. Cybercriminals now primarily target digital transactions and remote work 

situations. New types of fraud, such as ransomware that demands payment in digital 

currencies, cryptocurrency theft, and frauds, were brought about by the rise of 

cryptocurrencies. Additionally, deepfake technology started to be utilized fraudulently, 

making identifying fraud more difficult. The evolution of cyber fraud is in line with 

technological improvements. These days, fraudsters employ artificial intelligence and 

machine learning to conduct increasingly complex attacks, and defenders use them to 

identify and lessen fraud.  
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2.4 TYPES OF CYBER FRAUD 

 
1) Phishing 

 

Phishing is an online fraud tactic that entails deceiving people into divulging private 

information, including credit card numbers, usernames, and passwords. This is usually 

accomplished by means of tricking emails, websites, or text messages that seem authentic but 

are really meant to get the victim's personal data for malevolent intent. Understanding 

phishing's workings, background, and effects is essential to creating countermeasures against 

one of the most common and potent tactics available to hackers today. Phishing takes advantage 

of social engineering strategies, which coerce people into doing things or disclosing private 

information. In contrast to direct hacking, which takes use of technological flaws, phishing 

depends on taking advantage of psychological traits in people. This makes it especially 

hazardous as, if people are not careful, it may get past even the most sophisticated security 

measures. Phishing has a relatively recent history, emerging as a notable threat in the mid-

1990s. In the year 1990 Hackers who were "fishing" for users' credentials by imitating 

reputable websites and communication channels gave rise to the term "phishing". Early 

phishing attempts frequently tricked users of America Online into disclosing their login 

information. In early and mid-period of 2000 Phishing attacks grew more common as emailing 

became the primary means of communication. Mass emails were sent by scammers posing as 

legitimate companies, such banks or online businesses, requesting that the recipients update 

their account information or confirm their identity and on the dark web, phishing kits became 

accessible, enabling even non-technical criminals to start phishing campaigns. Attack volume 

and sophistication significantly increased as a result of the phishing tools' democratization. 

Phishing tactics have evolved to include spear phishing and whaling (targeting high-profile 

individuals such as executives). Social media and professional networks have also become 

popular sites for phishing. Cybercriminals began to employ increasingly advanced techniques, 

such as leveraging HTTPS to make phishing sites look safe and imitating the identical design 

of authentic websites. Multi-stage assaults also arose, with early phishing emails used to install 

malware that enabled subsequent attacks. After this period there was massive development take 

place in the time of Phishing attempts increased during the COVID-19 outbreak, taking 

advantage of public anxiety and uncertainty. Themes relating to the pandemic, such as health 

updates or remote work recommendations, were frequently exploited as baits, while the 
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emergence of cryptocurrency offered new phishing vectors, namely targeting crypto wallet and 

exchange users. Furthermore, fraudsters have used AI and machine learning to boost the 

sophistication and customization of phishing assaults. If we talk about the evolution of phishing 

in India we can see from period of 2000s as India adopted the internet in the early 2000s, 

phishing emerged. The first assaults were simple, including bogus emails from banks 

requesting consumers to update their information. During this time, knowledge of cyber risks 

was low. Many people were new to the internet; therefore, they were ideal targets for phishing 

schemes. After this the major development in phishing crime take place when the use of online 

banking services grew, creating a fertile environment for phishing attempts. Fraudsters took 

advantage of individuals' unfamiliarity with internet security standards. And by the early 2010s, 

phishing assaults become increasingly focused and sophisticated. Cybercriminals began 

employing spear phishing methods to target specific persons or groups, frequently posing as 

trusted connections or institutions. With the rise of cell phones and social media, phishing 

assaults have spread to these channels. SMS phishing (smishing) and social media phishing 

have arisen as new dangers, taking advantage of India's rising mobile internet user base. In 

2015, Indian authorities, in collaboration with international agencies, busted Operation 

Sunbird, which targeted Indian nationals through phishing attacks to steal sensitive banking 

information. In 2018, phishing emails impersonating official government communications 

increased, particularly surrounding the implementation of the Goods and Services Tax (GST) 

and other digital efforts, deceiving people into disclosing financial information. Phishing 

attempts are most often aimed at the banking industry. Con artists often pretend to be banks or 

payment services in order to steal customers' information and take their money. This problem 

is even worse now that more people bank and pay for things online. India is still at risk of 

phishing because the country is becoming more digital quickly and people aren't very aware of 

safety. Even though some high-profile events have shown how bad the problem is, the risk can 

be lowered by working together with the government, companies, and people. India can protect 

its digital future and make its people more aware of hacking threats by putting in place strong 

laws, better security measures, and more public education.  

2) Identity Theft 

Theft of identity is a criminal offense that occurs when the personal information of an 

individual is taken without their consent and exploited for improper purposes, most often 

for financial gain. The proliferation of digital technology has led to an exponential increase 

in the scope of this illegal activity, which now affects millions of individuals all over the 
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globe every year. Identity theft may have serious effects, including the loss of financial 

resources, the destruction of credit, and a significant amount of stress for the individuals 

who are victimized by it. Identity theft rapidly rising in the digital era. It involves the 

stealing of personal information about persons and the use of that information without their 

knowledge, often for the goal of financial gain or other objectives that are illegal. The 

unlawful collection and use of personal data, including names, Social Security numbers, 

credit card numbers, and other sensitive information, is the crime that is being referred to 

here. There are many different manifestations of identity theft, such as financial identity 

theft, which occurs when the thief uses the victim's credit or bank accounts; medical identity 

theft, which involves the misuse of medical insurance or records; and criminal identity 

theft, which occurs when the perpetrator provides the details of another person during 

interactions with law enforcement. Identification theft may have serious repercussions, 

including large financial losses, harm to credit scores, mental pain, and legal issues for the 

victims. These are just some of the potential outcomes. Identity theft has become a 

ubiquitous problem as a result of the growing dependence on digital transactions and online 

services. In order to safeguard people and organizations from the disastrous effects of 

identity theft, it is necessary to implement stringent security measures, raise public 

awareness, and establish thorough regulatory frameworks. 

 

There are 4 main types of identity theft: - 

 

a) Financial Identity Theft - It is a situation in which one individual utilizes the financial 

information of another individual, such as credit card numbers, bank account data, or 

Social Security numbers, without the authorization of the original owner in order to 

conduct activities that are not permitted or to create new accounts. Due to the fact that 

the thief may rack up charges, withdraw cash, or take out loans in the victim's name, 

this sort of identity theft may result in severe financial loss for the victim. In many 

cases, victims are left with impaired credit ratings, which makes it harder for them to 

get loans or credit in the future. The consequences may be long-lasting and distressing, 

and it takes time and effort to address false charges and recover one's financial position. 

Therefore, it is important to take action. Among the preventative actions that may be 

taken include doing frequent checks on financial records, making use of robust 

passwords, and exercising caution when it comes to revealing personal information. 
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b) Medical identity theft- It occurs when someone fraudulently uses another person's 

personal information, such as their name, insurance number, or medical history, to 

receive medical services, obtain drugs, or file false insurance claims. This type of 

identity theft can lead to inaccurate medical records, inappropriate medical treatment, 

and significant financial losses for the victim. It can also result in denied insurance 

claims, higher premiums, and potential legal issues. Protecting personal medical 

information and regularly reviewing medical and insurance statements are crucial steps 

in preventing medical identity theft. Awareness and vigilance are key to safeguarding 

one's medical identity in an increasingly digital healthcare environment. 

 
c) Criminal identity theft- It is a criminal offense that happens when one individual 

provides the personal information of another individual to law authorities during an 

investigation or arrest. This information may include the individual's name, date of 

birth, or Social Security number. There is a possibility that the person who is really the 

victim may get embroiled in legal matters, which may include warrants, penalties, or 

even wrongful imprisonment for crimes that they did not commit. It is possible for the 

resolution of criminal identity theft to be a difficult and time-consuming procedure. In 

order to do so, the victim must demonstrate their innocence and remove their name 

from any criminal records. Not only can this kind of identity theft result in major stress 

and legal complications, but it also taints the victim's reputation and has the potential 

to have long-lasting ramifications on both their personal and professional lives. 

 
d) synthetic identity theft: It is more complex kind of identity theft; offenders establish a 

new identity that is completely fabricated by merging actual and fraudulent information 

by combining the two. Unlike traditional identity theft, which involves using the stolen 

personal information of a single victim, synthetic identity theft frequently involves the 

use of elements such as a real Social Security number (which frequently belongs to a 

minor or a deceased individual) combined with fabricated details such as a fake name, 

date of birth, and address. After that, this fabricated identity is used in order to create 

bank accounts, acquire credit cards, and get loans respectively. It is possible that the 

identity is more difficult to discover due to the fact that it is not connected to a genuine 

person who has a historical credit history. Theft of synthetic identities has substantial 

repercussions, including the loss of financial resources for creditors and lenders, as well 

as the possibility of serious repercussions for the persons whose Social Security 
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numbers were exploited. The intricacy and stealthiness of this crime make it a difficult 

problem to solve for both the victims and the law enforcement authorities who are 

tasked with addressing it. 

 

To avoid and limit the effects of identity theft, which is a common and ever-evolving crime, it 

is necessary to maintain vigilant and take preventative actions. Individuals and organizations 

may improve the measures they take to secure their personal information by first gaining an 

awareness of the many types of identity theft, then identifying the tactics that criminals use, 

and then putting in place thorough security procedures. Legal frameworks and measures taken 

by the government play an important part in this battle; nonetheless, continual education and 

awareness are essential in order to minimize the consequences of identity theft in our 

increasingly digital society. 

 

3) Ransomware attack 

 

The emergence of ransomware attacks as a particularly insidious kind of cyber fraud has 

resulted in a huge danger to people, organizations, and vital infrastructure all around the globe. 

A sort of harmful software known as ransomware is used in the context of cyber fraud. This 

type of malware encrypts the files of a victim, making them unavailable until the attackers 

receive a ransom payment, which is often taken in the form of bitcoin. Phishing emails, 

malware downloads, or exploiting flaws in software are often the starting points of these 

assaults. These methods enable hackers to sneak into a system without being discovered. The 

ransomware, after it has gained access to the system, will then propagate across the network, 

locking files and sometimes stealing crucial information. When victims are faced with the twin 

danger of data loss and exposure, they are put under a tremendous amount of pressure to 

comply with the ransom demands. There has been a significant increase in the level of 

complexity and volume of ransomware attacks, with cybercriminals increasingly targeting not 

just personal devices but also huge organizations, healthcare institutions, and government 

entities. The consequence is catastrophic, resulting in interruptions to operations, severe 

financial losses, and the possibility of critical information being compromised. As a result of 

the worldwide nature of these assaults, the response and mitigation efforts are made more 

difficult. Cybercriminals sometimes operate from nations that have poor cybersecurity 

legislation, which makes it difficult for authorities to catch them. With the proliferation of 

ransomware as a service (RaaS), access to these tools has been further democratized, making 
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it possible for even low-skilled hackers to conduct assaults that are really successful. Because 

of this expanding danger, it is more important than ever to have effective cybersecurity 

measures, thorough incident response strategies, and international collaboration in order to 

battle the growing threat of ransomware in the arena of cyber fraud. The number of ransomware 

attacks that have occurred in India has increased significantly over the last few years, which is 

a worldwide trend that highlights the changing nature of the cyber threat environment. 

Ransomware, which is a sort of malicious software that is meant to prevent access to a 

computer system until a certain amount of money is paid, has become a technique that 

cybercriminals choose to use. The “AIDS Trojan”, also known as the “PC Cyborg Virus”, was 

the first documented ransomware assault. It was first discovered in the year 1989. Dr Joseph 

Popp was the one who came up with the idea, and it was delivered via floppy disks. Following 

the encryption of filenames on the victim's computer, the virus requested a ransom payment of 

$189 to be sent to a post office box located in Panama. In spite of the fact that it was basic by 

today's standards, this assault was crucial in laying the framework for subsequent ransomware 

attacks. In the beginning, ransomware operations used straightforward symmetric encryption 

techniques, which made it simpler for victims and cybersecurity professionals to decrypt 

information without having to pay the demanded ransom. As cybersecurity defences became 

more advanced, ransomware encryption techniques also advanced, shifting to increasingly 

complicated asymmetric encryption algorithms. These approaches are far more difficult to 

crack without the decryption key. The next development in the ransomware attack held in 

modern era in the year 2013 when the introduction of crypto Locker marks a crucial turning 

point in the history of ransomware. It was one of the first types of ransomwares to employ RSA 

encryption, which made it very difficult, if not impossible, to decrypt data without the private 

key that was possessed by the attackers. The ransomware known as crypto Locker, which was 

distributed via email attachments and exploit kits, succeeded in infecting more than 250,000 

computers and generating millions of dollars in ransom payments before being taken down by 

a concerted effort by law enforcement and cybersecurity companies. If we see the working of 

ransomware, we can find that it works in 4 steps which are: - 

 

a) Infection 

This is the first step of a ransomware assault is known as the infection phase. During this 

stage, the malicious software infiltrates the system of the victim. During this step, the 

groundwork is laid for the succeeding phases of encryption and ransom demand, making it 

a very important stage. 



28 
 

b) Execution 

Once the virus has successfully penetrated the system that is the target of the assault, the 

next step in the execution process is for the malware to activate its payload. This stage is 

often characterized by the ransomware taking advantage of system vulnerabilities in order 

to acquire elevated privileges. This gives it the ability to execute instructions with higher 

access levels. After then, the malicious software starts to perform a systematic scan of the 

system, during which it identifies and targets certain file types for encryption. This assures 

that vital and important data is made unavailable, so laying the groundwork for the 

following demand for ransom. In order for the ransomware to have the most possible impact 

and to improve the possibility that the victim would pay the ransom, it is essential that it be 

executed well. 

c) Encryption 

During the stage of the ransomware assault known as the encryption process, the malicious 

software searches the machine that has been infected for certain file kinds. These particular 

file types include databases, pictures, and documents. After that, it employs a robust 

encryption method to encrypt these files, rendering them unavailable to the user. In order 

to prevent recovery without the decryption key, the original files are often erased or buried. 

This ensures that the victim is effectively prevented from accessing their own data. The 

data is rendered worthless as a result of this encryption until the victim pays the ransom 

and gets the decryption key from the attackers, supposing that they choose to deliver it. 

d) Ransom Demand 

During the ransom demand stage of a ransomware attack, the attackers present a message 

to the victim, informing them that their files have been encrypted and are inaccessible. This 

ransom note typically appears on the victim's screen and provides detailed instructions on 

how to pay the ransom, usually specifying a cryptocurrency like Bitcoin to ensure 

anonymity. The note often includes a deadline, threatening that the ransom amount will 

increase or that the decryption key will be permanently destroyed if the payment is not 

made in time. This stage is critical as it puts pressure on the victim to comply quickly to 

restore their data and avoid further consequences. 

e) Payment and Decryption 

In the stage of a ransomware assault known as Payment and Decryption, the victim is given 

instructions to pay a ransom, which is often sent in the form of cryptocurrency, in order to 

get a decryption key. The ransom notes, which is shown by the ransomware, offers 

information on the payment procedure and often establishes a deadline. After the deadline, 
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the ransom price may escalate or the decryption key may be destroyed. It is possible that 

the attackers may supply the decryption key or software required to restore the encrypted 

data after the ransom has been paid. However, there is no assurance that the files will be 

restored since there is a possibility that some of the attackers will not come through with 

the deal. 

In this day and age, ransomware attacks are a huge and ever-evolving danger that the digital 

era presents. For the purpose of establishing effective methods to avoid and lessen the effects 

of these phenomena, it is essential to have a solid understanding of their mechanisms, history, 

and consequences. Ransomware is always evolving, and as a result, the tactics and technology 

that are used to battle it must also continue to advance. This highlights the need of maintaining 

a state of constant awareness and innovation in cybersecurity operations. 

 

4) Online Scams and Frauds 

The digital era has brought about significant changes in the ways in which we 

communicate, buy, finance, and do business. The growing dependence on the internet has 

resulted in the proliferation of online frauds, which pose a considerable risk to both ordinary 

people and commercial enterprises. Phishing emails and bogus websites are only two 

examples of the many ways that these scams may be perpetrated. More advanced schemes, 

such as ransomware and social engineering assaults, are also included. The purpose of this 

page is to provide a comprehensive overview of the widespread problem of internet scams, 

including their history, different varieties, the effects they have, and how they may be 

avoided. As the digital era has progressed, one of the most significant problems that has 

developed is that of online fraud. Because of the increasing reliance that we have on the 

internet for a variety of activities, including shopping, banking, and social networking, the 

likelihood that we may become victims of fraudulent schemes is also increasing. A broad 

variety of dishonest operations that are carried out with the intention of fooling persons and 

organizations in order to get access to sensitive information and financial resources are 

included in the category of online fraud. In this article, a full review of online fraud is 

presented, including an examination of its history, different forms of fraud, the 

repercussions of fraud, and solutions for preventing and protecting fraud. Since the early 

days of the internet, there has been a major evolution in the nature of online frauds. In the 

beginning, they were not very complicated. For example, there were the notorious emails 

sent by the Nigerian Prince, in which con artists offered to provide them significant 

quantities of money in return for a little payment up front. Additionally, the sophistication 
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and diversity of scams have increased in tandem with the progression of technology. Online 

fraud has developed in tandem with the progression of technology and the shifts in internet 

use habits. In the early days of the internet, con artists would use straightforward methods 

to deceive naïve victims. These methods included sending messages that were not genuine 

or creating websites that were not legitimate. Fraudsters developed more complex 

techniques to circumvent defences and take advantage of holes throughout the course of 

time, as users got more knowledgeable and security measures became more advanced. 

Scams that are perpetrated online nowadays are more skilled and more difficult to identify. 

These cybercriminals use sophisticated methods like as ransomware, which encrypts the 

data of its victims and then demands money in exchange for the key to decode the data. In 

addition, social engineering assaults, in which con artists use psychological manipulation 

to coerce victims into giving personal information, have grown more common. The use of 

artificial intelligence and machine learning has made it possible for con artists to create 

fake websites and emails that are more convincing. This has made it even more difficult for 

individuals to differentiate between legitimate and fraudulent communications. 

Furthermore, if we consider the online fraud that has been observed in recent years, the 

proliferation of mobile devices and the Internet of Things (IoT) has expanded the scope of 

online fraud. For the purpose of carrying out their plans, cybercriminals increasingly take 

use of vulnerabilities in mobile applications, smart devices, and cloud services. Fraudsters 

have further upped the complexity of their assaults by using artificial intelligence (AI) and 

machine learning (ML), which has made it more difficult to identify and prevent them. 

Online scams are a growing threat in the digital age, with increasingly sophisticated tactics 

that can affect anyone. The financial, emotional, and operational impacts are significant, 

but through education, vigilance, and robust security measures, individuals and businesses 

can protect themselves. Combating online scams requires a collaborative effort between 

individuals, organizations, and governments to stay ahead of cybercriminals and create a 

safer online environment. The digital age has brought forth a persistent and ever-evolving 

menace in the form of online fraud, which has huge repercussions in terms of finances, 

emotions, and operations. Individuals and businesses alike are confronted with difficulties 

as a result of the proliferation of sophisticated fraud schemes, which is driven by advanced 

technological capabilities. It is possible to defend oneself from becoming a victim of online 

fraud by educating oneself, being vigilant, and implementing stringent security measures. 

Scams and fraud committed online have become as major challenges in India, which is a 

reflection of the country's quick transition to digital technology and its growing internet 
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use. Cybercriminals have discovered a fertile field for their operations as the number of 

Indians who use internet services for banking, shopping, and communication continues to 

rise. Fake e-commerce websites, which trick customers into paying for products that do not 

exist; lottery and job scams, which promise large rewards or employment opportunities in 

exchange for upfront fees; and phishing attacks, which involve fraudsters impersonating 

legitimate entities in order to steal sensitive information are all examples of common scams. 

An increase in the number of mobile-based scams, such as fraudulent calls and SMS 

messages, has occurred concurrently with the development in the use of mobile internet. 

There is a significant effect that these frauds have, since they result in monetary losses, 

emotional suffering, and a loss of faith in digital platforms. In order to counteract this rising 

danger, the government of India and a number of regulatory authorities have adopted 

measures such as the Indian Computer Emergency Response Team (CERT-In) and 

initiatives to raise awareness about cybersecurity. However, in order to reduce the dangers 

that are connected with online scams and fraud in India, it is necessary to make consistent 

efforts in public education, to implement effective cybersecurity measures, and to establish 

rigorous regulatory frameworks. 
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2.5 KEY ACTORS IN CYBER FRAUD 
 

The landscape of cyber fraud is comprised of a complex network of essential individuals, each 

of whom plays a unique role in both the commission of fraudulent actions and the prevention 

of such crimes. There are cybercriminals, who may vary from individual hackers to highly 

organized crime syndicates. On the one hand, we have online criminals. In order to automate 

and expand their fraudulent activities, these actors make use of sophisticated methods, often 

using cutting-edge technology such as artificial intelligence and machine learning. There are a 

variety of professionals that fall under this category. These specialists include phishing experts, 

who build false emails in order to steal personal information; malware writers, who create 

software in order to penetrate systems; and financial fraudsters, who manipulate payment 

systems and abuse financial institutions. Governmental authorities, law enforcement agencies, 

cybersecurity corporations, and non-governmental groups are all examples of institutions that 

are defenders against cyber fraud. The Federal Bureau of Investigation (FBI) and Interpol are 

two examples of agencies that work on a global scale to track down and prosecute 

cybercriminals. On the other hand, organizations such as the Federal Trade Commission (FTC) 

and the European Union Agency for Cybersecurity (ENISA) concentrate on regulatory 

measures and public awareness campaigns. Firms that specialize in cybersecurity, such as 

Symantec and McAfee, are responsible for the development and deployment of technology that 

can identify and neutralize attacks, therefore offering essential defences against cyber fraud. In 

addition, non-governmental organizations and advocacy groups play an important part in 

educating the general public and campaigning for more stringent regulations and practices 

around cybersecurity. In order to successfully resist this ever-evolving danger, it is necessary 

for all parties to maintain a state of constant alert, creativity, and teamwork. This nuanced 

interaction between offenders and guardians is what characterizes the continuing struggle in 

the arena of cyber fraud. 

 

1) Individual hackers as key actors in cyber fraud. 

 

The environment of cyber fraud is very complicated and constantly changing, and 

individual hackers play a crucial part in this landscape. Cybercriminals, who often operate 

alone or in small groups with just a tenuous connection to one another, make use of their 

technical skills to exploit weaknesses in digital systems for the purpose of gaining personal 
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advantage. Individual hackers have emerged as key participants in the realm of cybercrime, 

engaging in activities such as hacking business networks, committing financial fraud, and 

stealing identities. Ransomware assaults are other examples of these activities. This piece 

examines the reasons for the danger presented by individual hackers, as well as the tactics, 

effects, and necessary countermeasures that are required to combat this threat. 

Understanding the motivations behind individual hackers' activities is crucial in addressing 

cyber fraud. While financial gain is a primary driver for many, other factors also contribute 

to their engagement in cybercrime. The one of the motivations for individual hacker are: - 

a) Ideological Beliefs: Some hackers, often referred to as hacktivists, are motivated by 

political, social, or ideological beliefs. They use their skills to promote their causes, 

disrupt services, or protest against organizations or governments. 

b) Challenge and Curiosity: For some, hacking is about the intellectual challenge and the 

thrill of overcoming security measures. These individuals are driven by curiosity and 

the desire to test their skills. 

c) Revenge and Personal Grudges: Hackers may also be motivated by personal vendettas. 

Disgruntled employees or individuals seeking revenge can use their knowledge to cause 

harm to specific targets. 

d) Recognition and Status: A great amount of motivation may be found within the hacking 

community in the form of recognition and prestige. Hacks that are successful may raise 

a person's position among their contemporaries, as well as provide them with a feeling 

of achievement and increased reputation. 

Individual hackers are key actors in the realm of cyber fraud, leveraging their skills and 

motivations to exploit vulnerabilities and commit various types of cybercrime. Their activities 

have significant financial, operational, and psychological impacts on victims, underscoring the 

need for comprehensive strategies to mitigate their threat. By adopting robust cybersecurity 

practices, raising awareness, enhancing regulatory frameworks, and leveraging advanced 

technologies, we can better protect against the dangers posed by individual hackers and create 

a safer digital environment for all. 

2) Organized Cybercrime Groups as key actors in cyber fraud. 

As a result of the extraordinary technological developments brought about by the digital 

era, our ways of living, working, and communicating have been fundamentally altered. On 

the other hand, this digital change has also resulted in the emergence of new dangers, 
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notably in the field of illicit online activity. In this sector, organized cybercrime gangs are 

among the most prominent entities that one might encounter. These organizations work 

with a degree of skill and coordination that is far higher than the capabilities of individual 

hackers. As a result, they pose significant hazards to people, corporations, and governments 

all over the globe. The nature, activities, and effect of organized cybercrime organizations 

are investigated in depth in this article, with a particular focus on the role that these groups 

play as essential players in cyber fraud. Groups that engage in organized cybercrime are 

sophisticated entities that often have structures that are comparable to those of regular 

criminal organizations. They are made up of specialized teams that are responsible for 

handling various areas of their activities, ranging from financial fraud and money 

laundering to hacking and the production of different types of malwares. Because of their 

high level of organization, which includes distinct hierarchies and duties, these 

organizations are able to carry out cyber assaults that are both highly sophisticated and on 

a massive scale. The capacity of these groups to change and develop is one of the 

characteristics that sets them apart from other groups. As cybersecurity measures continue 

to advance, the strategies and technology that cybercriminals use continue to advance as 

well. since of this ongoing development, organized cybercrime organizations pose a 

particularly significant threat since they are always searching for new weaknesses that they 

can attack. In the arena of cyber fraud, organized cybercrime organizations in India have 

emerged as formidable important players. These groups are able to commit a broad variety 

of illegal operations by using their complex structures and extensive technical knowledge. 

The operations of these organizations are carried out with a great degree of organization 

and coordination, and they often resemble classic criminal businesses, but with a digital 

twist. Individuals as well as huge companies are the targets of their involvement in a variety 

of cyber fraud schemes, which include money fraud, identity theft, and ransomware 

assaults. Through the use of cutting-edge technology such as artificial intelligence, machine 

learning, and blockchain, these hackers are able to design intricate schemes that are difficult 

to detect and can be carried out on a large scale. The hacking of banking systems, the 

making of illicit transactions, and the establishment of phony bank accounts specifically 

for the purpose of money laundering are all examples of strategies that might be used to 

commit financial fraud. In a similar vein, identity theft operations often include huge data 

breaches, in which personal information is taken and then sold on the dark web. 

Additionally, these organizations make use of social engineering techniques, which include 

deceiving victims into divulging critical information by means of phishing emails, bogus 
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customer service calls, or websites that are intentionally misleading. Their activities are not 

limited to the boundaries of a single country; rather, they operate in conjunction with 

multinational networks, which makes it much more difficult to hunt them down and destroy 

them. Initiatives such as the National Cyber Crime Reporting Portal and cyber forensics 

training for police forces are examples of the ways in which the Indian government, 

together with a variety of cybersecurity organizations and law enforcement entities, is 

actively striving to combat these dangers. Nevertheless, the sophistication and 

resourcefulness of these organized cybercrime groups present significant challenges. In 

order to effectively combat their pervasive influence in the landscape of cyber fraud, it is 

necessary to make continuous advancements in cybersecurity measures, to cooperate with 

international organizations, and to raise public awareness.  
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2.6 Legal and Regulatory Framework on cyber fraud 

As the digital world continues to develop and cyber dangers continue to enhance their level of 

sophistication, the legal and regulatory framework pertaining to cyber fraud has become more 

important. The safety of persons, organizations, and national security is ensured by this 

framework, which incorporates a wide range of laws, rules, and guidelines that are meant to 

prevent, identify, and react to instances of cyber fraud. Legislation at the national and 

international levels, regulatory agencies, and industry standards are all essential elements that 

make up this framework. At the national level, a number of nations have established specialized 

cybercrime laws that define and sanction different types of cyber fraud. These laws include 

identity theft, financial fraud, and illegal access to computer systems, among others. As an 

example, the Computer Fraud and Abuse Act (CFAA) and the Cybersecurity Information 

Sharing Act (CISA) in the United States of America provide a legal foundation for the 

prosecution of cybercriminals and the improvement of information sharing between the private 

and public sectors. In a similar vein, the General Data Protection Regulation (GDPR) of the 

European Union establishes stringent rules on data protection and breach reporting, therefore 

making corporations liable for the protection of personal information. Regulatory bodies such 

as the Federal Trade Commission (FTC) in the United States, the Information Commissioner's 

Office (ICO) in the United Kingdom, and the Indian Computer Emergency Response Team 

(CERT-In) in India play crucial roles in the enforcement of these laws, the issuance of 

guidelines, and the investigation of incidents involving cyber fraud. In addition, in order to 

avoid fraudulent activity, businesses that deal with credit card information are required to 

implement security measures in accordance with industry-specific rules, such as the Payment 

Card Industry Data Security Standard (PCI DSS). The importance of international cooperation 

cannot be overstated. Treaties and agreements that facilitate cross-border coordination in the 

pursuit and prosecution of cybercriminals will be of great assistance. While frameworks such 

as the Budapest Convention on Cybercrime provide common norms for law and collaboration, 

organizations such as INTERPOL and Europol are responsible for coordinating worldwide 

efforts to fight cybercrime. This diverse legal and regulatory framework is crucial for the 

creation of a safe digital environment; nonetheless, it needs ongoing development in order to 

keep up with the ever-changing strategies used by cybercriminals and the advent of new 

technology. It is possible for governments, regulatory agencies, and industry players to 

successfully manage the risks associated with cyber fraud if they create a strategy that is both 

broad and adaptable. 
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2.6.1 International framework and regulations on cyber fraud 

The worldwide legal and regulatory framework on cyber fraud is a terrain that is both 

complicated and constantly growing. Its purpose is to address the global character of 

cybercrime and to encourage collaboration among governments. Due to the fact that cyber 

fraud is a phenomenon that crosses national lines, it is very necessary for nations to work 

together and synchronize their legislative actions. The Budapest Convention on Cybercrime is 

a significant international instrument. It is the first international convention that aims to combat 

internet and computer crime by facilitating the harmonization of national laws, the 

improvement of investigative procedures, and the increase of collaboration among 

governments. Furthermore, the General Data Protection Regulation (GDPR) of the European 

Union plays a crucial role in the establishment of severe data protection and privacy standards. 

These regulations aim to fight cyber fraud in a roundabout way by imposing high fines on 

businesses that fail to secure user data. The international law enforcement agencies Interpol 

and Europol play a crucial role in promoting international law enforcement cooperation, 

allowing the exchange of information and best practices, and organizing joint operations to 

destroy cybercriminal networks. The United States Cybersecurity Framework and India's 

National Cyber Security Policy are two examples of national cybersecurity policies that place 

an emphasis on international cooperation and conformity with global norms. In addition, 

international organizations such as the United Nations and the Group of Twenty (G20) have 

acknowledged the significance of cyber security and have advocated for more international 

collaboration in order to resist cyber threats. The fact that various nations have differing degrees 

of political will, resources, and legal maturity makes it difficult to overcome the obstacles that 

have been presented despite these attempts. There are a number of issues that are outpacing 

legislative procedures, including inconsistencies in jurisdictional boundaries, variances in legal 

definitions, and the rapid rate at which cybercrime grows. For this reason, it is essential to have 

an ongoing discussion, establish mutual legal assistance treaties (MLATs), and implement 

programs that create capacity in order to strengthen the international legal and regulatory 

framework. This will ensure that the system is strong enough to successfully address the 

constant and borderless danger of cyber fraud. 

2.6.2 National framework and regulations on cyber fraud 

In response to the ever-increasing threat posed by cybercrime in India, the legal and regulatory 

framework pertaining to cyber fraud has undergone a gradual process of strengthening. This 
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framework is primarily based on the “Information Technology Act of 2000” (IT Act), which is 

the fundamental piece of law that governs actions that take place online in India. During the 

year 2008, the Information Technology Act was revised in order to include more harsh rules 

against cyber fraud. These provisions included fines for identity theft, cyber terrorism, and 

breaches in data protection. In particular, sections such as 66C (which addresses identity theft), 

66D (which addresses cheating by personation utilizing computer resources), and 43A (which 

addresses compensation for failing to secure data) are designed to address different aspects of 

cyber fraud. The “Indian Penal Code” (IPC) has provisions that target fraudulent crimes that 

are carried out by electronic methods. These sections are intended to complement the 

Information Technology Act. Through the issuance of recommendations on cybersecurity 

measures for banks and payment systems, the mandate of frequent audits, and the reporting of 

incidents, regulatory authorities such as the Reserve Bank of India (RBI) play a significant role 

in the reduction of cybercrime within the financial industry. Furthermore, the creation of the 

“Indian Computer Emergency Response Team” (CERT-In) under the Ministry of Electronics 

and Information Technology (MeitY) would serve as a nodal organization for the purpose of 

coordinating events related to cybersecurity and improving the resilience of India's cyber 

infrastructure. The government has also initiated programs like as the “Cyber Swachhta 

Kendra”, which stands for the Botnet Cleaning and Malware Analysis Centre. These programs 

are designed to provide users with assistance in protecting their computers from malware and 

other forms of cyber dangers. In addition, the Personal Data Protection Bill, which is now in 

the process of being drafted, intends to strengthen data privacy and security, therefore 

establishing a solid legal framework to combat cybercrime. In order to combat cyber fraud in 

a more efficient manner, law enforcement agencies are undergoing training in cyber forensics 

and investigative methods. Additionally, specialist cybercrime cells have been formed at both 

the state and national levels. The dynamic nature of cyber fraud demands constant changes to 

laws and regulations, better international collaboration, and increased public awareness in order 

to protect people and businesses from the ever-changing danger environment. This necessity 

exists despite the fact that these actions have been taken. 

2.6.3 Law Enforcement Agencies in India and Their Role in cyber fraud cases 

When it comes to countering cyber fraud, law enforcement agencies in India play a crucial role. 

They do this by using their experience, resources, and coordinated efforts to handle the myriad 

of obstacles that are provided by cybercriminals. The “Central Bureau of Investigation” (CBI) 

is an important agency among these organizations since it includes a specialist cybercrime team 
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that is committed to researching complicated cyber fraud cases that often transcend many 

countries. As a reflection of the worldwide nature of cyber fraud, the Central Bureau of 

Investigation works in conjunction with international authorities to combat foreign-border 

cybercrime. Additionally, the “Intelligence Bureau” (IB) and the “National Investigation 

Agency” (NIA) play a significant role in the fight against cyber threats that are associated with 

national security. These dangers include cyber terrorism and cyber espionage on the internet. 

Local police departments have formed cybercrime cells, which are staffed with trained 

individuals and equipped with modern forensic technologies, in order to deal with occurrences 

of cyber fraud that occur within their jurisdiction. These cells play a crucial role in the process 

of conducting investigations on the ground, collecting digital evidence, and apprehending those 

responsible for the crime. The Indian “Cyber Crime Coordination Centre” (I4C), which offers 

a centralized structure for monitoring, capacity development, and spreading awareness about 

cybercrime, is the vehicle through which the “Ministry of Home Affairs” (MHA) lends its 

assistance to these activities. Another significant entity is the “Indian Computer Emergency 

Response Team” (CERT-In), which operates under the “Ministry of Electronics and 

Information Technology” (MeitY) and functions as the national nodal agency for responding 

to cybersecurity incidents, offering critical support to law enforcement during cyber fraud 

investigations. The technological skills of law enforcement professionals are continually 

improved via the implementation of training programs and seminars. This helps to ensure that 

these individuals continue to be capable of dealing with advanced cyber threats. Furthermore, 

the judicial system in India plays a significant part in the prosecution of instances involving 

cyber fraud. In order to speed up the process of criminal prosecution, specialized cybercrime 

courts have been established. It is very necessary for organizations from the commercial sector, 

regulatory authorities, and law enforcement to work together in order to share information and 

best practices. The quickly changing environment of cyber fraud demands continuing 

breakthroughs in investigative methods, legislative backing, and international collaboration in 

order to successfully combat the rising threat of cybercrime in India. This is the case 

notwithstanding the concentrated efforts already mentioned. 
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SOCIO-LEGAL IMPACT OF COVID-19 ON CYBER FRAUD 
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3.1 INTRODUCTION 

3.1.1 Overview 

The pandemic caused by COVID-19 has had a significant influence on digital activity, bringing 

about fundamental changes in the manner in which people, corporations, and governments 

participate and interact with one another online. There was a trend toward remote labour, online 

schooling, and digital commerce that had never been seen before as a result of the 

implementation of lockdowns and social distancing measures on a worldwide scale. The quick 

move to digital platforms resulted in an increase in internet use, with millions of individuals 

depending on digital tools and services for their day-to-day activities, communication, and 

financial transactions. Collaboration technologies like as Zoom, Microsoft Teams, and Slack 

have become more popular as a result of the growing acceptance of remote work, which has 

become the standard in many different sectors. Online learning environments have become 

more popular among educational institutions, which have adopted the use of platforms such as 

Google Classroom and Canvas. Customers are increasingly turning to online shopping to 

satisfy their requirements, which has led to a dramatic increase in the use of platforms such as 

Amazon and Flipkart, as well as local delivery services. This has resulted in a big boom for the 

e-commerce industry. Additionally, there was a significant rise in the use of digital payment 

systems, as the use of contactless transactions became increasingly necessary in order to limit 

the amount of physical touch. On the other hand, this fast digital transition also revealed 

weaknesses and opened up possibilities for hackers. They were more susceptible to cyber fraud 

and phishing assaults as a result of their greater dependency on digital platforms, which, when 

paired with the increased stress and uncertainty that people were experiencing, rendered them 

more vulnerable. Fraudulent pharmaceutical items, bogus COVID-19 monitoring applications, 

and impersonation of government institutions were among of the sophisticated assaults that 

cybercriminals launched in order to take advantage of the situation and steal important 

information. Businesses, too, were confronted with increased cybersecurity dangers, including 

a surge in ransomware attacks and data breaches, as they shifted to remote working 

environments without putting proper security measures in place. Enhancing cybersecurity 

frameworks and raising public awareness about digital safety were two of the first responses 

that governments and regulatory organizations needed to take in order to meet the problems 

that were presented. In general, the COVID-19 epidemic has considerably hastened the digital 

transition, which has brought both benefits as well as concerns in the sphere of digital activity 

and cybersecurity. 
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3.1.2 Understanding the increase in digital activities due to COVID-19 

The COVID-19 epidemic has fuelled a significant growth in digital activity across all areas of 

society. As governments throughout the globe implemented lockdowns and social distancing 

measures to combat the virus's spread, companies, educational institutions, healthcare 

providers, and even social interactions quickly shifted to virtual platforms. This change was 

critical not just for sustaining continuity under enormous interruptions, but also for 

guaranteeing safety. Remote work became the norm rather than the exception, resulting in an 

increase in the usage of digital communication tools such as video conferencing software, 

whose user base grew exponentially. Schools and colleges shifted to online learning, requiring 

educators and students to quickly adjust to digital teaching and evaluation methods. 

Telemedicine has become essential in the healthcare industry, increasing access to medical 

consultations that might otherwise be postponed or cancelled. Furthermore, with individuals 

confined to their houses, there was a significant increase in online shopping, digital 

entertainment, and the usage of social media platforms as key methods of communicating with 

others and staying informed. This abrupt and broad expansion in digital dependency brought 

to light critical difficulties such as cybersecurity dangers, data privacy concerns, and the digital 

divide, which exposed disparities in access to technology and internet connection. As a 

consequence, the pandemic has not only changed the way we use technology in our everyday 

lives, but it has also highlighted the crucial need for strong digital infrastructure and equal 

access to guarantee that everyone can benefit from digital prospects. This background of rapid 

digital change caused by the COVID-19 pandemic highlights a watershed point in technology 

integration across all aspects of human existence. This surge was clearly reflected in statistics 

issued by the National Crime Records Bureau (NCRB), which revealed a significant increase 

in cybercrime events. For example, the NCRB stated that recorded cybercrime instances in 

India increased by about 12% in 2020 compared to 2019. This surge may be linked to a number 

of pandemic-related variables, including the fast move to remote work settings, in which many 

workers used unsecured home networks and personal devices with insufficient security 

precautions. Furthermore, the pandemic's widespread concern and uncertainty rendered people 

more vulnerable to phishing schemes, with fraudsters sending COVID-19-themed emails and 

texts to deceive victims into disclosing important information. These events demonstrate how 

cultural and technical changes during the pandemic produced a perfect storm for cyber fraud, 

underlining the critical need for improved cybersecurity safeguards and increased awareness 

of cyber dangers. 
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3.2 Increase in Cyber Fraud Incidents 

3.2.1 Statistical analysis of cyber fraud cases pre- and post-COVID-19 

The statistical examination of cyber fraud cases before and after the COVID-19 pandemic 

reveals a significant rise in such instances, which corresponds closely to increased digital 

engagement required by lockdowns and other pandemic-related limitations. The National 

Crime Records Bureau (NCRB) is India's major and most reliable source of statistics on 

cybercrimes, including cyber fraud. The NCRB, which reports to the Ministry of Home Affairs, 

collects information on crime and offenders in order to improve policing, planning, and 

associated governance. It gathers and analyses crime data throughout India and produces yearly 

crime statistics that are used to guide policy and enforcement efforts. The statistical study of 

cyber fraud instances that occurred before and after the beginning of the COVID-19 pandemic 

reveals a significant rise in the number of such events. This increase is directly associated with 

the higher degree of digital engagement that was required as a result of lockdowns and other 

limitations linked to the pandemic. The National Crime Records Bureau (NCRB) is the major 

and most reliable source of information on cybercrimes, including cyber fraud, in India. This 

includes the data that is collected. The National Crime Records Bureau (NCRB), which is a 

department of the Ministry of Home Affairs, acts as a repository of information on offenders 

and criminal activity with the purpose of enhancing the planning, planning, and administration 

of connected matters. Data on criminal activity is gathered and analysed throughout the whole 

of India, and yearly statistical reports on criminal activity are published. These reports are then 

used to drive policy and enforcement initiatives. According to the statistics provided by the 

NCRB, there was a discernible rise in the number of incidents of cyber fraud that were reported 

as the epidemic gained momentum. In the year 2020, for instance, there was a roughly 12% 

rise in the number of complaints of cybercrime compared to the year 2019, which highlights 

the influence that the digital transformation brought about by the pandemic has had on cyber 

security risks. This data is especially relevant because it offers a formal statistical perspective 

on the patterns and trends of cybercrime in India. Not only does it illustrate the rise in the 

number of occurrences of cybercrime, but it also has the ability to guide targeted actions by 

law enforcement and politicians. Given that the National Crime Records System (NCRS) is the 

only complete, countrywide source of recorded crime data, which includes specific 

classifications of all forms of cyber fraud, the trustworthiness of the data collected by the NCRS 

is of the utmost importance for comprehending the entire scale of cyber fraud in India. For 

anybody who is interested in understanding the panorama of cyber threats during and after the 
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COVID-19 pandemic, this knowledge is essential. It serves as a basis for strategic planning 

and resource allocation, which are both necessary in order to successfully battle cybercrime. 

The extracted data from the National Crime Records Bureau (NCRB) report provided in the 

ANNEXURE 1 & 2 provides information on cybercrime cases across different states and union 

territories in India for the years 2018, 2019, and 2020. To analyse the pre- and post-COVID-

19 period and compare the increase in cyber fraud, let's focus on the data for these three years. 

 

ANNEXURE 1 

 

ANNEXURE 2 

 

 

22%

37%

41%

CYBER FRAUD CASES

2018

2019

2020
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Pre-COVID-19 Period (2018-2019): 

 From 2018 to 2019, the data reveals that there was a substantial rise in the number of 

incidents of cybercrime throughout the majority of states and union territories. 

 As an example, the number of incidents of cybercrime in the state of Karnataka 

increased by more than 100%, going from 5839 in 2018 to 12020 in 2019. 

 A similar trend was seen in Uttar Pradesh, where the number of cases rose from 6280 

in 2018 to 11416 in 2019. 

 

Post-COVID-19 Period (2019-2020) 

 The year 2020, marked by the COVID-19 pandemic, saw further increases in 

cybercrime cases in many regions 

 10741 instances were recorded in Karnataka in 2020, which is a minor drop when 

compared to 2019 but is still substantially higher than the number of cases reported in 

2018. 

 Uttar Pradesh reported 11097 cases in 2020, slightly lower than in 2019 but again much 

higher than in 2018. 

 Telangana had a significant increase, going from 2691 cases in 2019 to 5024 cases in 

2020. 

 Maharashtra also saw an increase from 4967 cases in 2019 to 5496 in 2020. 

 With a total of 50,035 incidents recorded throughout the nation in the year 2020, India 

had a considerable increase in the number of cybercrimes that were committed. When 

compared to prior years, this is an increase, which is reflective of the increased 

susceptibility that occurred during the pandemic, when internet activity was high. 

 Karnataka, Maharashtra, and Uttar Pradesh are among the states that have recorded the 

largest number of occurrences of cybercrime, which indicates that these states are 

regional hotspots for activities related to cyber fraud.  

 A number of different sorts of cybercrime are outlined in the paper. These include 

ransomware, identity theft, and cheating by personation utilizing computer resources. 

It is noteworthy that identity theft and cheating by personation were especially 

widespread, which suggests that these were prominent strategies used by fraudsters 

throughout the epidemic. 

 The data reveals a concerning surge in cybercrime that coincides with the epidemic. 

This growth is primarily driven by a growing reliance on digital technology for carrying 
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out distant job, engaging in online commerce, and engaging in social contacts. Phishing 

attempts, scams relating to COVID-19, and other types of fraud were carried out during 

this time period by criminals who took advantage of the concerns and uncertainties that 

were associated with the epidemic. 

 

The data from NCRB shows a marked increase in cyber fraud cases from 2018 to 2020, with a 

significant impact observed during the COVID-19 pandemic. NCRB in their 2022 report says 

“A total of 65,893 cases were registered under Cyber Crimes, showing an increase of 24.4% in 

registration over 2021 (52,974 cases). Crime rate under this category increased from 3.9 in 

2021 to 4.8 in 2022. During 2022, 64.8% of cyber-crime cases registered were for the motive 

of fraud (42,710 out of 65,893 cases) followed by Extortion with 5.5% (3,648 cases) and Sexual 

Exploitation with 5.2% (3,434 cases)2” This trend underscores the importance of adaptive 

cybersecurity strategies and proactive measures to protect individuals and organizations in an 

increasingly digital world. Continuous monitoring, updated legislation, and international 

cooperation are essential to mitigate the growing threat of cyber fraud.  Since it is the major 

source of this data, the National Crime Records Bureau (NCRB) plays an essential part in the 

process of collecting and analysing data pertaining to criminal activity throughout the whole 

of India. It is an essential resource for having a knowledge of the patterns of criminal activity, 

as well as for planning, monitoring, and putting into action effective actions to prevent criminal 

activity, including cyber fraud.  

 

 

 

 

 

 

 

 

 

 

 

 

 
2 “Crime in India – 2022.” NATIONAL CRIME RECORD BUREAU, NCRB, 2022. 
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3.3 Analysis of various types of cyber fraud case increase during covid-19 in 

India 

 
Not only in terms of health, but also in the digital arena, the COVID-19 pandemic has caused 

a significant change in the global landscape, which has resulted in an unprecedented increase 

in the number of activities that take place online. The change to remote labour and digital 

transactions in India provided cybercriminals with an opportunity to exploit loopholes, which 

they used to their advantage. The purpose of this section is to provide an understanding of the 

many forms of cyber fraud that were prevalent in India during the epidemic and to provide a 

deeper look into their methods of operation. 

 

1) Phishing Attacks 

Across the globe, phishing assaults have emerged as one of the most widespread and 

perilous types of cybercrime, and India is not an exception to this global trend. In recent 

years, there has been a significant increase in the number of these assaults, which entail 

deceiving victims into supplying personal information such as usernames, passwords, and 

credit card numbers. This danger has been further worsened by the COVID-19 epidemic, 

which has suddenly shifted its focus to behaviours that take place online. An examination 

of the nature and effect of phishing assaults in India is presented in this article. A 

comparison is made between the pre-COVID-19 and post-COVID-19 eras, and the actions 

that are required to address this expanding threat are discussed. As we know that the 

Phishing is a kind of social engineering assault in which hackers pose as trustworthy 

institutions in order to successfully obtain personal and financial information from victims. 

Typically, communications sent by email or text message, as well as bogus websites that 

look to be real, are used to carry out these assaults. Spear phishing, whaling, and smishing 

are all examples of different types of phishing. Spear phishing is a targeted attack, whaling 

is when high-profile persons are targeted, and smishing is phishing via text message. Before 

the pandemic, India was already grappling with a significant number of phishing attacks. 

The rapid adoption of digital technologies and the growing use of online services for 

banking, shopping, and communication provided fertile ground for cybercriminals.  
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In the course of the pandemic, the following are some of the primary contributors to the 

increase in phishing: 

 There are vulnerabilities associated with remote work because many firms were 

unprepared for the sudden switch to remote work and did not have proper security 

measures in place. Phishing assaults were more likely to be successful against 

employees who worked from home because they often utilized their own personal 

devices and connected to insecure networks. 

 Scams centring on the COVID-19 virus Cybercriminals took advantage of the epidemic 

by creating phishing emails that were connected to the COVID-19 virus. Fake health 

warnings, calls for rescue funds, and offers of counterfeit vaccines were among the 

items that were included in this category. These emails took advantage of consumers' 

fears and sense of urgency, leading them to click on links that led to dangerous websites. 

 As a result of the implementation of lockdowns and other social distancing measures, 

there was a significant increase in the number of digital transactions, including online 

buying and digital payments. For the purpose of stealing financial information, phishing 

scammers took advantage of this trend by developing bogus websites and payment 

gateways of their own. 

 The availability of phishing kits and automation tools on the dark web makes it simpler 

for less competent attackers to run large-scale phishing campaigns. This was made 

possible by the availability of these tools. By providing templates for bogus websites 

and emails, these kits contributed to an increase in the number of assaults as well as 

their level of complexity. 

 

 If the pre-COVID-19 and post-COVID-19 time periods are compared, it is plain to see that the 

frequency and level of complexity of phishing attempts in India have significantly increased. 

Since the beginning of the year 2020, there has been a discernible increase in the number of 

phishing occurrences, as stated by a number of publications on cybersecurity. 

 

Some of the key trends observed include: 

 The volume of phishing emails and SMS messages increased significantly during the 

pandemic. For instance, a report by Check Point Research indicated a 600% rise in 

COVID-19 related phishing attacks globally, with India being one of the hardest-hit 

countries. 
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 Post-COVID-19 phishing attacks became more sophisticated, with cybercriminals 

using advanced techniques such as spoofing legitimate websites and employing AI to 

craft convincing phishing emails. 

 In spite of the fact that banking and online commerce continued to be the principal 

targets, there was a rise in the number of phishing attempts that targeted industries such 

as healthcare, education, and government services. These sectors saw increased online 

activity as a result of the epidemic. 

 The rise in phishing attacks during the pandemic led to greater awareness among 

individuals and organizations. There was an increase in reporting of phishing incidents, 

and many organizations stepped up their cybersecurity efforts, including employee 

training and deploying advanced security solutions. 

 Phishing attacks have become a significant cybersecurity threat in India, with a marked 

increase observed during the COVID-19 pandemic. The shift to online activities and 

remote work created new vulnerabilities that cybercriminals were quick to exploit. 

Comparing the pre- and post-COVID-19 periods reveals an alarming rise in the volume and 

sophistication of phishing attacks. To combat this growing menace, a comprehensive approach 

involving public awareness, enhanced security measures, employee training, reporting, 

regulatory frameworks, and technological solutions is essential. By staying vigilant and 

proactive, individuals and organizations can protect themselves against phishing and contribute 

to a safer digital environment. 

2) UPI Scams 

A smooth and quick payment system that combines various bank accounts into a single 

mobile application has significantly altered the financial landscape in India. This has been 

made possible by the “Unified Payments Interface” (UPI), which has changed the financial 

landscape in India. In 2016, the “National Payments Corporation of India” (NPCI) 

introduced the “Unified Payments Interface” (UPI), which soon gained popularity owing 

to its user-friendliness and its ability to be interoperable. But just like any other digital 

invention, the growth of UPI has also led to an increase in fraudulent operations. This is 

something that has happened. As part of its investigation on the nature of UPI frauds in 

India, this article looks at the patterns and effects that occurred both before and after the 

COVID-19 outbreak. Before getting into the mechanics of UPI frauds, it is vital to have a 

solid understanding of the fast acceptance and expansion of UPI in India. By the year 2018, 
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the Unified Payments Interface (UPI) has already established itself as a crucial component 

of India's digital payment ecosystem, hosting millions of transactions on a daily basis. One 

of the most important factors that contributed to the general adoption of the system was its 

ease of use, its security features, and the government's promotion of it. The true boom in 

the use of UPI, on the other hand, occurred during the COVID-19 epidemic, when 

lockdowns and social distancing measures was implemented, which resulted in an 

exponential increase in the number of digital transactions. Before the pandemic, UPI scams 

were already a growing concern. Cybercriminals exploited the lack of awareness among 

users and the novelty of the platform to execute various fraudulent activities 

UPI frauds that were common during COVID-19 pandemic includes: - 

 Fraudsters built bogus UPI applications that were designed to seem like the real 

thing. When consumers downloaded these applications without realizing what they 

were doing, the apps subsequently gathered their bank information and UPI 

credentials. 

 QR codes would be sent out by fraudsters, who would claim that scanning them 

would make it easier to make payments. In actuality, scanning these codes would 

allow money transfers to be made from the account of the victim to the account of 

the fraudster. 

 The perpetrators of the fraud would make payment requests to users, and when the 

victims accepted the requests, they would unintentionally give money to the 

criminals.  

Under the influence of the COVID-19 epidemic, the landscape of UPI transactions in 

India was substantially impacted. With the increasing prevalence of physical distance, 

digital payment methods had a boom that was unparalleled. By October 2020, the 

number of transactions conducted over the UPI had increased to nearly 2.7 billion, 

having increased from 1.3 billion in January 2020. A comparable growth in fraudulent 

operations, on the other hand, occurred concurrently with this precipitous increase. 

The rise of UPI has brought significant benefits to India's economy and financial 

inclusion efforts. However, it has also introduced new challenges in the form of cyber 

fraud. The COVID-19 pandemic exacerbated these challenges, leading to a surge in 

UPI scams. While the response from the government, financial institutions, and UPI 

service providers has been robust, ongoing vigilance and adaptation are necessary to 
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safeguard users in the ever-evolving digital landscape. By staying informed and 

cautious, users can enjoy the benefits of UPI while minimizing the risks associated with 

digital transactions. 

3) E-commerce Fraud 

In spite of the fact that fraud in online commerce has been a persistent problem in India, its 

incidence and level of expertise have risen significantly over the course of time. The fast 

adoption of digital technology and the growing number of people who have access to the 

internet have made e-commerce platforms an indispensable resource for both consumers 

and enterprises. On the other hand, this expansion has also attracted hackers who take 

advantage of weaknesses in order to execute a variety of fraudulent activities. In addition 

to accelerating the trend toward online buying, the COVID-19 pandemic also brought about 

new obstacles and an increase in the amount of fraudulent activity that occurs in online 

commerce. The nature of e-commerce fraud in India is investigated in depth in this article. 

The pre- and post-COVID-19 eras, the effect of the fraud, and the actions that have been 

taken to counteract this expanding menace are all discussed. Before the COVID-19 

pandemic, e-commerce fraud in India primarily involved traditional schemes such as fake 

websites, phishing attacks, and payment fraud. Consumers were often targeted through 

phishing emails and messages that lured them to fake websites designed to steal personal 

and financial information. Fraudsters also used stolen credit card information to make 

unauthorized purchases, resulting in significant financial losses for consumers and 

businesses. With the rise of digital payment methods and mobile wallets, fraudsters adapted 

their tactics to exploit these new technologies. They developed sophisticated techniques to 

bypass security measures, including the use of advanced malware and social engineering 

tactics. Despite the growing awareness and implementation of security measures, e-

commerce platforms continued to face challenges in preventing fraud. Changes in 

consumer behaviour and corporate operations that had never been seen before were brought 

about by the beginning of the COVID-19 pandemic in the beginning of the year 2020. As 

customers resorted to e-commerce platforms for their day-to-day necessities, there was a 

boom in the amount of online buying that occurred as a result of lockdowns and social 

distancing tactics. As a result of the fast growth in the number of transactions conducted 

online, fraudsters were able to swiftly alter their techniques in order to take advantage of 

the circumstances presented to them. During the pandemic, another notable trend that 

emerged was the growth of bogus websites that were used for online trade. The websites 



52 
 

gave the impression that they were real online retailers, and they offered popular items at 

rates that were appealing. Following the completion of the payment process, customers 

either got counterfeit goods or nothing at all. Criminals that commit fraud have been 

focusing their attention on weaknesses in payment systems as the usage of digital payment 

methods has expanded. The use of fraudulent methods such as card-not-present fraud, in 

which criminals make use of stolen credit card information to make transactions online, 

grew increasingly widespread. In addition, counterfeit QR codes and payment links were 

used in order to deceive customers into sending money to the accounts of the individual 

who committed the scam. 

Comparison of Pre- and Post-COVID-19 Periods: -  

Pre-COVID-19 Period: 

 Fraud in online commerce remained generally consistent, with typical tactics such as 

phishing and money fraud being the most prevalent types of fraudulent activity. 

 Fraudsters primarily targeted consumers through emails and messages, directing them 

to fake websites or using stolen card information for unauthorized purchases. 

 Businesses had started to implement security measures, but the awareness and 
sophistication of these measures varied across different sectors. 

Post-COVID-19 Period: 

 When it comes to e-commerce fraud, there has been a discernible rise in both the 

incidence and complexity of crimes. In the wake of the increasing move toward online 

purchasing, fraudsters have been presented with new options. 

 Phishing attempts with a COVID-19 theme and bogus e-commerce websites were 

widespread, taking advantage of the increasing demand for critical supplies. 

 New vulnerabilities have been established as a result of the proliferation of digital 

payment methods, with fraudsters using sophisticated methods to circumvent security 

safeguards. 

 During the interruptions in the supply chain, fraudsters took advantage of the delays 

and shortages to provide counterfeit goods and services. This gave extra opportunities 

for fraudulent activity. 

E-commerce fraud in India has evolved significantly over the years, with the COVID-19 

pandemic accelerating its prevalence and sophistication. The rapid shift towards online 

shopping and digital payments created new opportunities for fraudsters, resulting in increased 
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financial losses and challenges for consumers and businesses. Combating e-commerce fraud 

requires a comprehensive approach involving consumer education, enhanced security 

measures, collaboration, regulatory frameworks, and technological innovation. By addressing 

these aspects, India can create a safer e-commerce environment and protect against the growing 

threat of online fraud. 

4) Loan fraud 

Throughout India's history, loan fraud has been an ongoing issue that has affected both 

individuals and established financial organizations. Fraudsters have adapted to changing 

conditions over the years, which has resulted in the development of new tactics and 

technology. The dynamics of loan fraud have increased dramatically over the years. The 

pandemic caused by the COVID-19 virus, in particular, has had a significant influence on 

the landscape of loan fraud in India. The purpose of this article is to offer a complete 

examination of loan fraud in India. It does so by analysing the historical period before to 

the COVID-19 epidemic, the changes that were noted during the pandemic, and the ongoing 

issues that have arisen after the pandemic. Before the outbreak of COVID-19, banking and 

other financial institutions in India were already facing a significant challenge in the form 

of loan fraud. Among the most common methods of loan fraud were the theft of identity, 

the fabrication of papers, and the misrepresentation of income or financial condition. In 

order to get loans that they would later fail to repay, fraudsters would often use stolen or 

phony identities to apply for loans. Additionally, they would overstate their income and 

offer fraudulent papers in order to successfully obtain loans. There were a variety of 

procedures that banks and other financial organizations have created in order to identify 

and prevent loan fraud. A number of them involved tight verification procedures, credit 

scoring systems, and partnerships with credit bureaus in order to monitor the applicants' 

credit histories. Because of the vast number of loan applications and the creativity of those 

who commit fraud, loan fraud continued to be a serious concern despite the implementation 

of these procedures. An unusual level of economic upheaval was brought about by the 

COVID-19 pandemic, which resulted in the loss of a large number of jobs, the closure of 

businesses, and financial instability. Through this, a climate was established in which 

people as well as corporations were more susceptible to being defrauded. Lockdowns and 

other social distancing measures prompted banks to move their activities online, which 

hastened the digital transformation of financial services. The pandemic also sped the 

process of digital transformation. This change to digital technology made it easier for 
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people to continue to access financial services; but it also offered up new opportunities for 

fraudsters to take advantage. There has been a considerable rise in the number of digital 

loan applications as a result of the fact that the physical branches of banks have either been 

shuttered or are functioning with a restricted staff. In order to circumvent digital 

verification procedures, fraudsters took advantage of this transition by using clever ways. 

Among these methods were the use of stolen identities, deepfake technology, and 

sophisticated hacking techniques in order to influence online loan application computer 

systems. Loan fraud in India has evolved significantly from the pre-COVID-19 period 

through the pandemic and into the post-COVID-19 era. The economic disruptions caused 

by the pandemic created new opportunities for fraudsters, leading to an increase in digital 

loan fraud and exploitation of relief schemes. In response, financial institutions and 

regulatory bodies have strengthened their cybersecurity measures, enhanced their fraud 

detection capabilities, and increased public awareness efforts. However, the fight against 

loan fraud is ongoing, and continuous innovation, collaboration, and vigilance are essential 

to protect individuals and the financial sector from this pervasive threat. As India continues 

to embrace digital banking, addressing the challenges posed by loan fraud will remain a 

critical priority for ensuring a secure and resilient financial ecosystem. 

Starting with the time before COVID-19, continuing during the epidemic, and continuing 

into the post-COVID-19 era, loan fraud in India has seen tremendous development. 

Fraudsters were able to take advantage of new chances that were made available to them 

as a result of the economic disruptions that were produced by the epidemic. This led to an 

increase in the abuse of assistance programs and digital loan fraud. In reaction to the 

situation, regulatory organizations and financial institutions have upgraded their 

cybersecurity measures, improved their skills to identify fraud, and boosted their efforts to 

raise public awareness. On the other hand, the battle against loan fraud is a continuing 

process, and it is vital to maintain a state of constant innovation, teamwork, and awareness 

in order to safeguard people and the financial industry from this constantly evolving danger. 

As the country of India continues to embrace digital banking, tackling the issues that are 

presented by loan fraud will continue to be a vital priority for the purpose of creating a safe 

and resilient financial ecosystem overall. 
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3.4 Conclusion 

However, hackers who take advantage of the situation have benefited greatly from the 

epidemic, which has been a driving force behind the digital transition. Having a solid 

understanding of these frequent forms of fraud and the tactics that are used to commit them 

is essential for both people and corporations. Both awareness and the implementation of 

comprehensive cybersecurity measures are essential components of an effective defence 

against these widespread threats. Keeping ourselves aware and attentive is our greatest 

protection against the always shifting world of cyber fraud, which we will continue to 

navigate as we continue to navigate through the aftermath of the epidemic. 
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CYBER FRAUD IN DELHI NATIONAL CAPITAL REGION 
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4.1 Introduction 
4.1.1 Overview 

The Delhi National Capital Region (NCR), which is a crucial economic and political centre 

in India, has seen a considerable increase in the number of instances of cyber fraud. This 

trend was further highlighted during the COVID-19 epidemic, when digital contacts 

became the norm. Given that it is one of the most technologically sophisticated and highly 

inhabited locations in the nation, the National Capital Region (NCR) of Delhi provides an 

attractive target for cybercriminals. This region, which includes not only the capital city 

but also the regions that are adjacent to it, has a high penetration of internet access and a 

vast user population that engages in online transactions, which makes it a breeding ground 

for activities that include cyber fraud. In this region, the most common kinds of cyber fraud 

are phishing schemes, fraudulent use of credit and debit cards, and ransomware attacks that 

are more complex and target essential infrastructure as well as major organizations. Cyber 

awareness and security measures have subsequently become a major concern for both law 

enforcement authorities and business sector players in Delhi National Capital Region 

(NCR) as a result of the confluence of a large population that is proficient in technology 

and considerable economic operations, which are conducted via digital platforms. In 

addition, the local government and cybersecurity specialists are constantly emphasizing the 

need of strengthening cyber defences and educating the general people in order to protect 

their data from the aforementioned risks. Not only is it difficult to combat these dangers, 

but it is also difficult to keep one step ahead of cybercriminals, who are continually 

developing new ways and approaches. This is a continuing struggle. 

4.1.2 Significance of cyber fraud study in the capital region 

As a result of the dense concentration of governmental, financial, and corporate activities 

that are becoming increasingly dependent on digital infrastructures, the study of cyber fraud 

in the capital region is of the utmost importance. This is especially true in a significant 

administrative and economic hub such as the Delhi National Capital Region (NCR). The 

region around the capital is an attractive target for hackers since it is the nerve centre of 

political and corporate activities. As a result, it is an essential location for doing 

comprehensive research on cyber fraud and developing effective preventive techniques. 

Not only do these studies assist in identifying the particular trends and patterns of cyber 

fraud that are unique to the area, but they also help in preventing future security breaches 
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that might have far-reaching effects for national security and economic stability. The value 

of these studies is multifaceted. Researchers and law enforcement agencies are able to 

better create effective countermeasures and regulatory frameworks by deconstructing the 

techniques and repercussions of cyber fraud. These frameworks may be adjusted to the 

specific issues that are encountered by the area. Furthermore, thorough cyber fraud 

investigations help to the larger aims of strengthening digital trust and safety. These studies 

ensure that both private consumers and governmental organizations are able to interact with 

technology improvements without the worry of being used maliciously. Given the rapid 

pace at which digital transformation is being integrated into operations in both the public 

and private sectors, the study of cyber fraud in Delhi National Capital Region is not only 

beneficial but essential for protecting the cybersecurity posture of the region and, by 

extension, the country against the increasingly sophisticated landscape of cyber threats. The 

adoption of this proactive strategy is very necessary in order to cultivate a digital 

environment that is trustworthy, robust, and safe, which is beneficial to the expansion and 

development of the capital area. 
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4.2 Trends and Statistics of cyber fraud in Delhi NCR region 

According to the findings of an investigation of cyber fraud patterns in the Delhi National 

Capital Region (NCR), the landscape of cybercriminal activities is both complex and constantly 

shifting. This landscape is reflective of wider national and worldwide trends. The National 

Capital Region (NCR) of Delhi has had tremendous development in internet use, e-commerce, 

and online banking, making it a perfect target for cyber-crime. One of the most digitally 

connected areas in India, Delhi NCR has experienced this rise. A wide variety of prospective 

victims may be found in the region's diversified population, which includes students, 

professionals, and companies. Fraudsters can use a variety of strategies to take advantage of 

this group. Cyber fraud in Delhi National Capital Region (NCR) has embraced a broad variety 

of schemes throughout the course of the last several years. These schemes include phishing, 

identity theft, online banking fraud, and e-commerce scams. These tendencies were further 

exacerbated by the COVID-19 pandemic, which occurred at a time when the widespread use 

of digital transactions and distant labour introduced additional vulnerabilities. Phishing attacks, 

in which hackers attempt to trick consumers into divulging personal information, have grown 

more sophisticated. These assaults often imitate reputable organizations. Examples of such 

organizations include banks and government institutions. In addition, the proliferation of 

financial technology (fintech) and digital payment systems has resulted in the introduction of 

new fraud vectors, which necessitates the ongoing development of cybersecurity measures. The 

cybercrime units of the Delhi National Capital Region have increased their efforts to address 

these threats by using cutting-edge technology and collaborating with other government 

agencies. On the other hand, the fast development of cyber fraud tactics calls for continuous 

monitoring, public awareness efforts, and powerful legislative frameworks in order to 

safeguard the citizens and enterprises of the area. This research seeks to give a complete 

overview of the present cyber fraud scenario in Delhi National Capital area (NCR). It will 

emphasize major trends, notable instances, and the efficacy of countermeasures that are already 

in place. As a result, it will provide insights into the continuing war against cybercrime in the 

area. 

4.2.1 Analysis of cyber fraud trends in Delhi NCR 

Initially, phishing emails and other simple methods were used by cybercriminals in Delhi 

NCR to deceive victims into disclosing personal information like credit card numbers and 

passwords. Identity theft was another popular strategy, in which thieves would use personal 
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information to fabricate identities and carry out fraud. The complexity of cyberfraud 

schemes increased in tandem with the growth of the region's digital infrastructure. More 

advanced methods, including ransomware, social engineering, and malware assaults, were 

used by cybercriminals. These methods included infiltrating networks with malicious 

software, encrypting data, and demanding ransom payments. Attacks using social 

engineering, in which con artists trick people into disclosing personal information, also 

increased in frequency. The number of occurrences of cyber fraud in Delhi National Capital 

Region (NCR) had already been on the increase prior to the epidemic, which is a reflection 

of the region's growing digitization and internet usage.  

The analysis of the “National Crime Records Bureau” (NCRB) data provides detailed 

insights into the trends of cyber fraud in Delhi and the National Capital Region (NCR) 

during the pre and post COVID-19 pandemic periods. The data offers a breakdown of 

cybercrime incidents reported over the years in districts of Delhi. It highlighting the impact 

of the pandemic on cyber fraud activities. Which can be clearly shown in Annexure 3  

 

ANNEXURE 3 
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An illustration of the distribution of cyber fraud cases in 2018 is shown in Annexure 4, which 

is broken down into five main categories. The fact that fraudulent use of credit and debit cards 

as well as ATMs accounts for a significant fraction of the total demonstrates the prevalence of 

problems associated with card-related security breaches. Fraud committed via online banking 

also accounts for a sizeable portion, which is a reflection of the vulnerabilities that exist within 

digital financial networks. However, although being the least significant category, identity theft 

raises significant issues about privacy and security. A broad range of cyber frauds that are not 

clearly characterized are included in the biggest group, which is referred to as "Other." This 

indicates that cybercriminals are using a wide variety of changing strategies that go beyond 

traditional approaches. The many different types of cyber fraud difficulties that were 

encountered in 2018 are shown in this figure, which also emphasizes the need of having strong 

and all-encompassing cybersecurity plans. 

 

ANNEXURE 4 

Annexure 5 displays a pie chart that illustrates the allocation of cyber fraud cases in 2019, 

categorized into five main groups. The 'Other' section, which encompasses a diverse range of 

unidentified cyber fraud kinds, highlights the intricate and diverse nature of cybercrimes that 

do not fit into conventional classifications. Credit/Debit Card Fraud constitutes a substantial 

proportion of the chart, confirming the persistent concerns over card security. Online Banking 

Fraud is also a significant concern, since it exposes weaknesses in online banking systems. The 

portions allocated to ATM crime and Identity Theft, albeit lower, remain significant areas of 

concern, underscoring the ongoing need for improved security measures and public awareness 

in order to counteract these particular forms of cybercrime. This graphic demonstrates the 

TYPES OF CYBER FRAUD CASES IN 
2018

CREDIT/DEBIT CARD
FRAUD

ATM FRAUD

ONLINE BANKING FRAUD

IDENTITY THEFT

OTHER



62 
 

changing characteristics of cyber threats and emphasizes the need of flexible cyber security 

techniques to counter the various methods used by hackers. 

 

ANNEXURE 5 

Annexure 6 displays the composition of cyber fraud cases in 2020 across various categories. 

The chart highlights a significant portion of cases categorized under "Other Cyber Fraud," 

which indicates a diverse range of fraud types not specifically outlined in traditional categories. 

This large segment suggests the emergence of new and varied cyber fraud tactics during the 

year. The "Online Banking Fraud" category constitutes the second largest segment, reflecting 

the increasing vulnerabilities and challenges in digital banking, likely exacerbated by the 

greater dependency on online financial services during the COVID-19 pandemic. The 

"Credit/Debit Card Fraud" slice remains substantial, pointing to ongoing issues with card 

security. In contrast, "ATM Fraud" and "Identity Theft" represent smaller proportions but are 

still notable for their impact on consumers' financial security.  

 

ANNEXURE 6 
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Annexure 7 provides a comprehensive analysis of cyber fraud cases in 2021, which are 

classified into five primary categories. The most extensive category, "Other Cyber Fraud," 

represents a substantial and varied number of cases that comprise a variety of cyber fraud types 

that are not explicitly defined in the other categories. This emphasizes the changing character 

of cyber threats and the emergence of novel fraud techniques. "Online Banking Fraud" is the 

subsequent significant category, which is indicative of the increased targeting of online 

platforms by cybercriminals and the persistent vulnerabilities in digital financial services. 

"Credit/Debit Card Fraud" continues to be a significant concern, emphasizing the ongoing 

security challenges associated with card transactions. In contrast, "ATM Fraud" and "Identity 

Theft" occupy smaller portions of the pie, suggesting that they remain present in the realm of 

cyber fraud, albeit to a diminished extent. In general, the distribution of cyber fraud cases in 

2021, as illustrated in Annexure 7, emphasizes the urgent necessity for improved security 

measures and vigilant surveillance across all digital transaction platforms. 

 

ANNEXURE 7 

The figures from the NCRB indicate that: - 

 In 2018, Delhi reported 189 cyber fraud cases 

 This number decreased slightly to 115 cases in 2019 potentially due to the lockdown 

imposed by government to prevent spread of covid-19 virus. 

 The increased susceptibility that was brought about by the pandemic was reflected 

in the fact that the number of cases grew to 168 in the year 2020. The fact that this 

occurred coincides with the beginning of the pandemic and demonstrates a huge 

spike in cyber fraud, which is a reflection of opportunistic behaviours by 
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cybercriminals who are taking advantage of the new norm of greater online 

activities. 

 The increase in cyber fraud cases in 2020, a direct result of the pandemic, showcases 

the challenges that arose from a rapid shift to digital platforms without equivalent 

increases in cybersecurity measures and awareness among the general populace and 

businesses. 

 The cybercrime rate per one lakh population in Delhi was relatively low at 0.8 in 

2020, reflecting both underreporting and the challenges in tracking cyber fraud. 

 The Central District has reported a relatively low occurrence of cyber fraud, with 

just a small number of occurrences. 

 The Special Cell of Delhi police registered a notably greater frequency of cyber 

fraud cases, suggesting either an increased level of cyber activity or improved 

reporting procedures. 

 The South District has also seen increased incidences of cybercrime, which may be 

attributed to the area's socioeconomic position and greater internet penetration. 

 There were multiple examples of identity theft recorded throughout a number of 

districts, making this an especially frequent crime. It gives the impression that the 

protection of someone's personal information is a serious problem. 

 

4.2.2 Conclusion  

After viewing and doing analysis we can say that, cyber fraud in Delhi National Capital 

Region (NCR) during the COVID-19 epidemic was widespread and varied among districts. 

This has important consequences for personal protection, business operations, and law 

enforcement. The findings highlight the need of implementing comprehensive 

cybersecurity measures, increasing public education on cyber dangers, and improving law 

enforcement capacities in order to successfully fight cyber fraud in the area. 
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4.3 Targeted Sectors of cyber fraud in Delhi NCR 

Certain industries have been especially susceptible to cyber fraud in Delhi National Capital 

area (NCR), an area that is characterized by its dynamic economic and digital environment. 

This vulnerability is a reflection of wider trends that have been impacted by the city's fast 

digitization and the sophistication of its customer base. Because of the enormous number of 

transactions and the sensitive nature of the data involved, the financial industry, which includes 

banks and online payment systems, stands out as a key target. This is because to the fact that 

the data involved is very sensitive. In order to steal credit card information or siphon off 

payments, cybercriminals take use of vulnerabilities in digital payment systems. These 

vulnerabilities are often exploited via phishing attacks, malware, or advanced persistent threats. 

Also commonly targeted is the retail and e-commerce industry, which is among the most 

important areas. Both the frequency of online purchasing and the incidence of fraud in these 

places are increasing at the same time. The creation of bogus websites, the beginning of sales 

of counterfeit products, and the use of online payment systems to reroute money are all 

examples of typical fraudulent operations. The vulnerability of this industry is exacerbated at 

times of heavy traffic, such as during promotional events or holiday sales, when hasty 

transactions and huge order quantities make it difficult to do careful verification. There has 

also been a considerable increase in the number of cyber-attacks that have been occurring in 

the healthcare sector in Delhi National Capital Region, particularly during the COVID-19 

epidemic. The healthcare business has become an attractive target for hackers who are 

attempting to profit on the pandemic-driven urgency and often insufficient security measures. 

This is because the healthcare industry is becoming more dependent on digital technology for 

patient data management and telemedicine. The ransomware attacks that have been carried out 

against healthcare institutions have been especially destructive. These assaults often render 

crucial systems inoperable and demand hefty ransoms. It is also important to note that the 

public sector and vital infrastructure are not immune to these disruptions. There are 

sophisticated cyber espionage and sabotage activities that are aimed at obtaining sensitive 

information or disrupting public services. These campaigns pose a danger to government 

organizations that manage citizen data and essential urban infrastructure. The industries that 

are being targeted in Delhi National Capital Region are representative of a cross-section of the 

economy that is becoming more digital-first yet is still susceptible to the schemes of cyber 

fraudsters. The fact that these industries are experiencing a convergence of high-stakes 

financial transactions, sensitive personal data, and critical infrastructure highlights the urgent 
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need for robust cybersecurity measures, comprehensive risk management strategies, and 

continuous monitoring and response systems in order to effectively mitigate these threats. 

4.3.1 Major sectors affected by cyber fraud  

A growing number of industries throughout the world are being impacted by cyber fraud, 

which has become an increasingly prevalent problem. Each of these industries has its own 

set of issues and risks. In the financial industry, which includes banks, credit card firms, 

and online payment platforms, hackers routinely take advantage of security flaws in order 

to carry out operations such as fraudulent transactions and data breaches. This sector is 

among the most affected. Because of its dependence on digital transactions, this industry is 

a prominent target for phishing, malware assaults, and advanced persistent threats that are 

designed to steal financial information. There is also a considerable vulnerability in the 

healthcare industry, which was brought to light by the COVID-19 pandemic, which saw an 

increase in ransomware attacks against hospitals and compromises of health data. These 

assaults not only pose a risk to the privacy of patients, but they also have the potential to 

interrupt essential medical services. They take advantage of the urgency and sensitivity of 

health data in order to commit fraud and extortion. In the same vein, retail and e-commerce 

have seen an increase in the number of instances of cyber fraud. Scammers have been 

constructing bogus websites, indulging in credit card fraud, and manipulating online 

transactions, especially during high-volume times such as the Christmas shopping season. 

Cybercriminals who are attempting to steal personal information or intercept financial 

transactions are more interested in the large amounts of consumer data that are acquired by 

these platforms. This is because the number of customers who are using the internet 

continues to increase. Another industry that is severely damaged is the telecommunications 

industry. Fraudsters take use of network infrastructures in order to intercept or redirect 

conversations, commit subscription fraud, or distribute malware via mobile apps. 

Furthermore, the public sector is not spared from this phenomenon; government databases 

and digital platforms are routinely targeted owing to the fact that they hold sensitive 

personal and national security information. Last but not least, the education industry has 

become an increasingly attractive target, particularly in light of the emergence of online 

learning platforms. These platforms have vulnerabilities that may be exploited to get access 

to the networks of educational institutions and sensitive student information. Cyber assaults 

in this industry not only pose a danger of losing research data and financial information, 

but they also pose a threat to the safety and privacy of both students and staff members. It 
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is necessary to implement robust cybersecurity strategies and vigilant protection measures 

in order to mitigate risks and protect sensitive data and infrastructure from the ever-

evolving tactics of cybercriminals. In conclusion, these sectors represent critical areas of 

the economy and public life that are impacted by cyber fraud.  
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CHAPTER 5 

EMPIRICAL RESEARCH FINDINGS  
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5.1 Overview of empirical research findings  

The empirical research study on the socio-legal effect of the COVID-19 pandemic on cyber 

fraud in the Delhi National Capital Region (NCR) gives a thorough evaluation of how the 

global health crisis has affected cybercriminal activities and the legal solutions to these issues. 

The study was conducted in the NCR. During the time when the pandemic was responsible for 

sweeping changes toward remote employment, e-commerce, and increasing digital 

communication, it also provided new vulnerabilities and possibilities for cyber fraudsters. 

According to the findings of the study, there has been an increase in a variety of cyber frauds, 

such as phishing attacks, identity theft, and financial scams. These sorts of frauds are especially 

prevalent in the highly populated and digitally active zones of the Delhi National Capital 

Region. The study makes use of a variety of research methods, including both quantitative and 

qualitative approaches, in order to provide a complete picture of the current state of cyber fraud. 

A variety of sources, including official criminal records, surveys with victims, and interviews 

with law enforcement authorities, cybersecurity experts, and legal professionals, were used to 

collect data. This technique not only measured the rise in the number of occurrences of cyber 

fraud, but it also revealed the complex manner in which these crimes were carried out.  

The results indicate that the legal frameworks and enforcement procedures that are now in place 

have been put under pressure as a result of the fast growth in cyber fraud. This highlights 

substantial weaknesses in the existing legal infrastructure that is capable of tackling such 

contemporary crimes. Furthermore, the paper analyses the societal ramifications of these 

crimes, pointing out that the psychological effect on victims as well as the economic costs to 

people and organizations are very significant and far-reaching. To fight cyber fraud in the area, 

one of the most important components of the study is to conduct an analysis of the answers and 

solutions that have been implemented. According to the findings of the research, despite the 

fact that there have been efforts made by a variety of stakeholders to strengthen cybersecurity 

measures and increase public awareness, there is still an urgent need for comprehensive 

legislation changes that are adapted to the ever-changing nature of cyber threats. For the 

purpose of developing cyber defences that are more resilient and legal and regulatory 

frameworks that are more robust, the recommendations that were derived from the research 

argue for a multi-stakeholder strategy that involves cooperation between government agencies, 

organizations from the commercial sector, and stakeholders from civil society.  

Not only does this empirical study highlight the heightened threat landscape of cyber fraud 

during the pandemic, but it also offers vital insights and recommendations that can be put into 
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action. These recommendations and insights could help policymakers, legal authorities, and 

cybersecurity professionals craft strategies that are proactive rather than reactive. To ensure 

that citizens of Delhi National Capital Region have access to a more secure digital environment, 

the overriding objective is to reduce the socio-legal effects of cyber fraud in a society that has 

recovered from a pandemic. 

 

5.1.1 Methodology Recap 

The study on the socio-legal effect of COVID-19 on cyber fraud in Delhi NCR utilizes a digital 

research technique, using online technologies to collect data from a wide and varied population 

within the area. The study was specifically done using a Google Forms survey, which was 

intentionally intended to be simple and easy to use. The survey consisted of 10 multiple-choice 

questions (MCQs). The questions were meticulously designed to elicit pertinent information 

on the experiences, views, and knowledge of respondents about cyber fraud throughout the 

epidemic. The survey was disseminated in a random manner using internet channels in order 

to get a sample that accurately represents the population, taking into account several 

demographic factors such as age, occupation, and location within the Delhi NCR region. The 

selection of this random sample strategy was made in order to guarantee a diverse array of 

inputs and to mitigate any potential bias that may impact the results of the research. The 

survey's digital format facilitated the swift gathering of results, a critical factor in a rapidly 

changing scenario such as the COVID-19 epidemic, where the cyber fraud environment may 

undergo rapid transformations. In addition, administering the survey online provided a secure 

and effective method of gathering data at a time when social distancing measures were 

implemented, therefore complying with health protocols while yet reaching a substantial 

number of participants. Utilizing an online platform for this study not only improved the extent 

and effectiveness of the data gathering procedure but also facilitated the smooth incorporation 

and examination of data, offering immediate observations into the consequences and 

difficulties of cyber fraud during a crucial era. 
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5.2 Data analysis of empirical research 
5.2.1 Designed questionnaire 

The survey that was designed for the dissertation titled "Socio-Legal Impact of COVID-19 

Pandemic on Cyber Fraud in Delhi National Capital Region: Study on Issues, Challenges, and 

Remedies" consists of ten multiple-choice questions (MCQs) that were carefully constructed 

in order to collect information on the public's perceptions and experiences with regard to cyber 

fraud during the pandemic.  

The following is an outline of each question and the purpose behind it: 

 Questionnaire no.1 

Have your online habits or behaviour changed in any way since the start of the 

COVID-19 pandemic? 

This question seeks to get an understanding of whether or whether the pandemic has 

impacted the online activity of respondents, which may have an impact on the extent to 

which they are exposed to cyber dangers. Increasing the amount of time spent on online 

job or school activities, as well as increasing the amount of time spent on leisure or new 

online hobbies, are all options. 

 Questionnaire no.2 

How much do you do online transactions now that the pandemic is over, such as 

banking or shopping?  

For the purpose of determining the frequency with which respondents participate in 

online transactions, a crucial area for the possibility of cyber fraud, this question 

includes alternatives ranging from practically never to almost usually. 

 Questionnaire no.3 

Have you or anyone you know been a victim of cyber fraud during the pandemic 

period in DELHI NCR REGION? 

Respondents are asked whether they or someone they know has been a victim of 

cyber fraud during the pandemic, helping to gauge the direct impact of such crimes 

within the Delhi NCR. 

 Questionnaire no.4 

Which kinds of cybercrime do you think have been most common in your 

surroundings since the pandemic started?  



72 
 

This question seeks insights into which types of cybercrimes (e.g., cyber fraud, attacks, 

identity theft, or cyberstalking) respondents believe were most prevalent around them 

during the pandemic. 

 Questionnaire no.5 

Do you feel that the COVID-19 pandemic has made individuals more vulnerable 

to cyber fraud? 

Respondents consider whether the pandemic has made individuals more susceptible to 

cyber fraud, with responses reflecting varying levels of perceived risk. 

 Questionnaire no.6 

To what extent do you believe that law enforcement authorities will be able to 

handle cyber fraud issues after pandemic? 

The public's belief in the competence of law enforcement to handle cyber fraud 

concerns as the epidemic winds down is evaluated using this method, with choices 

ranging from extremely competent to unsure. 

 Questionnaire no.7 

Have you observed any changes in the level of awareness or education regarding 

cyber fraud prevention and protection measures in the NCR Region during the 

pandemic? 

This question investigates whether there has been an increase in awareness or education 

about cyber fraud prevention and protection in the NCR during the pandemic. 

 Questionnaire no.8 

What challenges do you think individuals and organizations face in protecting 

themselves against cyber fraud after pandemic situation? 

Respondents reflect on the difficulties individuals and organizations might face in 

protecting themselves against cyber fraud, considering factors like remote work, budget 

constraints, and the sophistication of attacks. 

 Questionnaire no.9 

In your opinion, what measures should be taken by the government or relevant 

authorities to address the increasing threat of cyber fraud in the NCR Region 

during and after the pandemic? 

In this question, respondents are asked to identify activities that they feel should be 

made by the government or relevant authorities in order to combat the growing danger 
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of cyber fraud. These efforts may include more training, stricter legislation, or 

sophisticated authentication procedures. 

 Questionnaire no.10 

Are there any specific remedies or initiatives you believe could help mitigate the 

impact of cyber fraud on individuals and businesses in the NCR Region? 

The final question allows respondents to propose specific remedies or initiatives that 

could mitigate the impact of cyber fraud on individuals and businesses in the NCR 

region, providing a space for practical and innovative ideas. 

5.2.2 Empirical Research Findings 

In the survey the findings of a survey question that was asked of 113 respondents in the Delhi 

National Capital Region (NCR) to evaluate changes in their online behaviours from the 

beginning of the COVID-19 epidemic are shown. An era that was characterized by an 

increasing dependence on virtual platforms for a variety of everyday activities was the 

pandemic, and the inquiry was designed to uncover modifications in digital behaviour that 

occurred during that time. 

1) Response on 1st questionnaire  

 

ANNEXURE 8 

 41.6% of respondents reported spending more time online for work or educational 
purposes. This significant shift likely reflects the transition to remote work and online 
learning, which became widespread as institutions and companies adapted to pandemic 
restrictions. 

 28.3% noted they were using social media or streaming platforms more frequently for 

entertainment. This increase can be attributed to the search for leisure activities and 
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social interaction in a time of social distancing, indicating a shift towards digital 

recreation. 

 Despite the epidemic, 20.4% of respondents said that their use of the internet has 

remained essentially constant. A portion of the population that falls into this category 

is comprised of individuals whose daily habits may not have necessitated considerable 

modifications to online platforms, or who already had a consistent pattern of online 

participation. 

 The percentage of respondents who disclosed that they had begun investigating new 

online hobbies or interests was lower, coming in at 9.7%. It is possible that the 

lockdowns and increasing home confinement sparked an interest in new types of digital 

interaction, such as online courses and hobbies, as well as virtual exercise classes. 

 

This distribution of responses underscores the broad impact of the pandemic on digital 

behaviours, highlighting increased internet usage particularly for professional and recreational 

purposes. The data suggests a substantial shift towards digital platforms, which could have 

implications for digital literacy, cybersecurity awareness, and the need for robust digital 

infrastructures capable of supporting heavier online traffic and more diverse online activities. 

The results also point to the importance of considering these behavioural changes in planning 

and implementing policies around digital access and security, particularly in response to the 

increased vulnerabilities associated with higher online engagement. 

2) Response on 2ND questionnaire 

 

 
 

ANNEXURE 9 

 56.6% of respondents indicated that they almost always engage in online transactions. 

This majority suggests a significant shift towards or continuation of digital transaction 
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habits that possibly developed or intensified during the pandemic. It reflects a high 

level of comfort and reliance on digital platforms for everyday financial activities. 

 23% of those who participated in the survey do transactions online on a regular basis. 

The folks who fall into this category are those who use digital transaction methods on 

a regular basis, but they do not exclusively utilize them. They may strike a balance 

between using online and conventional means of transaction. 

 12.4% of respondents said that they only infrequently participate in purchases online. 

There is a possibility that these individuals are members of a more cautious group that 

favours conventional means or opts for digital solutions only when they are absolutely 

essential. 

 Only 8% of respondents utilize internet platforms for transactions on a very seldom or 

non-existent basis. The persons who fall within this category may be those who have 

restricted access to digital resources, who choose more conventional ways of banking 

and shopping, or who are concerned about the safety of their online activities. 

 

These data points are suggestive of a large dependence on and faith in digital transaction 

platforms among the population that was polled. More importantly, they underline the 

significance of comprehensive cybersecurity measures and digital literacy. Because of the 

significant number of people who use online services on a regular basis, there is an urgent need 

for ongoing improvements in digital security infrastructure and user awareness initiatives in 

order to protect against cyber-attacks. Furthermore, these insights might be used to inspire 

targeted tactics in cybersecurity education, threat awareness campaigns, and regulatory 

measures to increase the security of online transactions. This is something that policymakers 

and cybersecurity specialists could benefit from. In addition, gaining an awareness of the 

factors that contribute to the reluctance or infrequent use of digital platforms by a small portion 

of the population may be of assistance in overcoming obstacles and improving the 

inclusiveness and safety of digital services. 
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3) Response on 3RD questionnaire 

 
ANNEXURE 10  

 According to the responses, 49.6% of people have experienced being a victim 

of cyber fraud, either themselves or someone they know. This sizeable 

percentage exemplifies the pervasiveness of cyber fraud in the area during the 

pandemic. It also reflects the enhanced chances that cybercriminals have in the 

middle of the spike in activities that take place online. 

 According to 38.1% of respondents, neither they nor anyone they know has ever 

been a victim of it. This category is comprised of persons who have either not 

been the target of cyber fraud or have not been harmed by it. Alternatively, it 

may indicate that this sector of the population has a degree of effective 

prevention measures and knowledge. 

 7.1% preferred not to answer the question. This could indicate sensitivity 

around the topic, perhaps due to personal experiences of fraud or concerns about 

privacy and security when disclosing such information. 

 The fact that nearly half of the respondent’s report experiencing or knowing 

someone who experienced cyber fraud indicates that cyber threats are a 

significant issue in Delhi NCR. This underlines the need for continued efforts 

in improving cybersecurity measures and public awareness campaigns. 

 The relatively large percentage of unaffected respondents could also reflect 

effective awareness and prevention strategies that have reached certain parts of 

the community. It is crucial to study what measures have contributed to this 

outcome to replicate successful strategies more broadly. 

 It is possible that there is a stigma or a reluctance connected with addressing 

cyber fraud, as shown by the tiny number of respondents who chose not to report 

their experiences. This demonstrates the need of establishing more permissive 
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conditions in which victims may freely discuss their experiences and seek 

assistance without the fear of being judged or facing repercussions. 

 

Overall, the data calls for enhanced and continued efforts in cybersecurity education, stronger 

protective measures for online activities, and supportive environments for victims of cyber 

fraud. Policymakers, cybersecurity experts, and community leaders need to take these findings 

into account to develop more effective strategies to combat cyber fraud and protect individuals 

in the highly digital post-pandemic landscape. 

4) Response on 4TH questionnaire 

 
ANNEXURE 11 

 73.5% of respondents identified cyber fraud as the most common type of cybercrime. 

This overwhelming majority reflects a significant awareness of cyber fraud incidents, 

likely influenced by the increase in online financial activities and transactions during 

the pandemic. Cyber fraud encompasses a range of activities including but not limited 

to online scams, credit card fraud, and financial deception. 

 8.8% of respondents pointed to cyber-attacks as a prevalent threat. This category likely 

includes activities such as ransomware attacks, denial of service (DoS) attacks, and 

other forms of unauthorized system intrusions that disrupt regular operations. 

 8% noted identity theft as a significant concern, suggesting that stealing personal data 

to impersonate or commit fraud is a notable risk, possibly due to increased sharing of 

personal information online for work and other essentials. 

 Smaller proportions of respondents indicated other types of cybercrime. 

 Cyber phishing and spam calling were noted, each reflecting modern tactics used to 

deceive individuals into providing sensitive data. 

 Money debited from accounts automatically highlights unauthorized transactions, a 

direct financial threat to individuals. 
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 Cyber stalking and fake allegations calls represent privacy violations and harassment, 
emphasizing personal security concerns beyond financial losses. 

The results of this study indicate that there is a widespread knowledge of a variety of cyber 

dangers, with the primary worry being concentrated on cyber fraud. The findings highlight the 

need of maintaining monitoring and enhancing cybersecurity measures, particularly in light of 

the fact that digital reliance continues to be very prevalent. These insights are essential for 

policymakers and cybersecurity experts to have in order to effectively conduct educational 

efforts, enhance legislative frameworks, and create technical solutions in order to protect 

populations from a wide variety of cyber dangers that are always growing. A greater level of 

collaboration between law enforcement, cybersecurity agencies, and financial institutions is 

required in order to successfully manage and mitigate the dangers that are associated with cyber 

fraud, which is becoming more prevalent in public awareness. 

5) Response on 5TH questionnaire 

 
ANNEXURE 12 

 62.8% of respondents believe that the COVID-19 pandemic has made individuals more 

vulnerable to cyber fraud. This majority view reflects a common understanding that the 

increased reliance on digital platforms—necessitated by lockdowns and social 

distancing—has expanded the attack surface for cybercriminals. This group recognizes 

that more frequent online activities such as shopping, banking, and remote work have 

likely exposed individuals to more cyber threats. 

 17.7% feel that the pandemic has partially increased vulnerability to cyber fraud. This 

significant minority may perceive that while the pandemic has increased risk factors, 

these are not uniform across the board but rather concentrated in certain demographics 

or industries that have become overly reliant on digital solutions. 

 9.7% of respondents are unsure about the impact, reflecting varying opinions and 

experiences. This uncertainty could be attributed to a lack of direct experience with or 
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knowledge of cyber fraud incidents, or to mixed information regarding pandemic-

related cyber risks. 

 A portion of those surveyed, which accounts for 9.7% of the total, is of the opinion that 

the pandemic has not greatly affected the susceptibility of people to cyber fraud. This 

attitude may be the result of an awareness that risks remain regardless of the epidemic, 

or it may be an indication of a high trust in the security mechanisms and procedures 

that are now in place, which these persons feel are adequate to manage greater online 

activity. 

In light of these findings, a widespread worry among the majority of people over increased 

cyber dangers as a result of behavioural adjustments during the pandemic has been brought to 

light. This highlights the need of continuing education on safe online habits, improving 

cybersecurity measures, and establishing more stronger support networks in order to assist 

people in securely navigating the growing digital world. The findings indicate that there is an 

urgent need for policymakers and experts working in the field of cybersecurity to identify and 

address these vulnerabilities via the implementation of targeted programs that seek to 

strengthen digital safety and resilience, especially for those who are most at risk. The results 

also highlight the need of promoting a better knowledge of cyber hazards connected with 

changes brought about by pandemics in order to assist in successfully mitigating future threats. 

6) Response on 6TH questionnaire 

 
ANNEXURE 13 

 A total of 33.6% of respondents are of the opinion that law enforcement is very 

competent' of dealing with concerns related to cyber fraud after the epidemic. The 

members of this group are convinced that law enforcement authorities have effectively 
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modified and enhanced their methods for detecting and preventing cyber fraud in 

response to the increasing cyber dangers that occurred during the epidemic. 

 There are still gaps and issues that might limit total efficacy, since 25.7% of people 

believe that law enforcement is "capable." This suggests that even though major efforts 

have been achieved in fighting cyber fraud throughout the pandemic, there are still gaps 

and challenges. 

 The perception that law enforcement has 'little capabilities' to properly address cyber 

fraud after the epidemic is held by 24.8% of respondents. One possible explanation for 

this perspective is that law enforcement agencies have been overburdened with 

resources as a result of the epidemic, which has impacted their capacity to keep up with 

the ever-changing nature of cyber threats. 

 15.9% of the respondents are 'uncertain' about law enforcement's capability to address 

cyber fraud issues effectively. This uncertainty could be due to the unpredictable nature 

of cyber fraud and its rapid evolution, making it difficult to assess whether current law 

enforcement measures will suffice in the future. 

The results of this study highlight a generally good opinion of the efforts that law enforcement 

is making to fight cyber fraud. The majority of respondents believe that law enforcement is 

capable of doing so to some degree. On the other hand, the fact that a sizeable number of 

respondents expressed little confidence or doubt brings to light the difficulties that law 

enforcement agencies have when attempting to adapt to increasingly complex cybercrime 

scenarios. It argues that there is a need for continual training, the allocation of resources, and 

probably most crucially, the participation and education of the public in order to support the 

efforts of law enforcement. These insights might be very useful for policymakers and law 

enforcement organizations in establishing the areas that need additional refinement or 

assistance, as well as analysing the efficiency of the techniques that are already being used. In 

addition to this, it highlights the significance of open and honest communication between the 

general public and law enforcement authorities in order to foster trust and create a more 

cooperative partnership in the fight against cyber fraud. 
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7) Response on 7TH questionnaire 
 

 
ANNEXURE 14 

 46% of respondents have noticed no changes in the level of awareness or education 

regarding cyber fraud prevention and protection during the pandemic. This significant 

portion of the survey population suggests that either existing measures were deemed 

sufficient, or that efforts to boost awareness were not adequately communicated or 

implemented. 

 38.9% have observed changes in awareness or education initiatives, indicating a 

proactive response from various stakeholders in enhancing cyber fraud prevention 

measures during the pandemic. This could include increased public service 

announcements, educational campaigns, workshops, and stronger collaborations 

between technology companies and local authorities. 

 It is possible that while there were initiatives to raise awareness and education, these 

efforts may have been uneven or confined to select regions or demographics within the 

NCR. This is shown by the fact that 8.8% of respondents experienced partial 

improvements. 

 6.2% of the participants are unclear if there have been any improvements in the degree 

of awareness or education about the prevention of cyber fraud. Because of this 

ambiguity, it is possible that there is a lack of direct exposure to educational activities 

or that there are contradictory signals about the success of such attempts. 

These findings bring to light a significant gap that exists between the public's impression of the 

efforts being made to combat cyber fraud and the importance of increasing awareness of the 

issue. According to the findings, there is a pressing need for education and awareness programs 

that are more comprehensive, pervasive, and easily available. This is necessary to guarantee 

that all demographics are armed with the information and tools necessary to defend oneself 
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against cyber dangers. There are areas in which governments, educational institutions, and 

cybersecurity experts may enhance their outreach and engagement efforts, as shown by the 

considerable proportion of respondents who reported either no changes or just partial 

improvements. It would be good to study the causes behind the perceived lack of improvement 

in awareness and to discover which groups or places feel neglected by educational initiatives. 

This would allow for effective future action to be taken. This would make it possible to 

implement tailored interventions that address particular vulnerabilities and needs, so increasing 

the general resilience of the community in the face of cyber fraud. 

8) Response on 8th questionnaire 

 
ANNEXURE 15 

 43.4% of respondents (49 individuals) believe that increased reliance on remote 

work and digital communication is the primary challenge. This reflects a significant 

concern about the greater exposure to cyber threats due to the shift to online 

platforms for both personal and professional interactions. As work from home and 

digital transactions have become more prevalent, the opportunities for 

cybercriminals to exploit vulnerabilities in less secure home networks and novice 

online users have increased. 

 It is difficult to maintain cybersecurity measures owing to budget limits and 

financial concerns, according to 35.4% of respondents, which is forty persons. A 

great number of firms have been compelled to reduce their expenses as a result of 

the pandemic's economic effect, which may include funds for cybersecurity. This is 

a particularly difficult challenge since it is much more important to maintain solid 

cybersecurity measures at periods when the number of cyber threats is growing. 
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 The lack of qualified cybersecurity specialists was highlighted as a significant 

obstacle by 22.1% of the participants, which is equivalent to 25 persons. This 

shortfall might make it more difficult for firms to appropriately respond to the many 

cyber threats that are always emerging. The fast development of complex 

cyberattacks necessitates the acquisition of similarly sophisticated knowledge and 

skills in order to defend against them. In the absence of qualified specialists, 

businesses may be left susceptible. 

 24% of respondents, or twenty-three persons, felt that the escalation of sophisticated 

cyberattacks that exploit weaknesses in newly accepted technology is a significant 

issue. In light of this, questions have been raised over the rapid adoption of new 

technology during the epidemic, which may not have been followed by a 

comprehensive screening for potential security flaws. The effort that was put into 

safeguarding these systems may not have been as thorough as it could have been 

since firms were in a hurry to implement new technologies to facilitate remote work 

and assure business continuity. This might have resulted in an increase in risk. 

These results highlight the complex issues that people and organizations have in the changing 

field of cybersecurity after the epidemic. The main issue with the growing dependence on 

digital platforms indicates a need for improved security standards and personnel training in 

safe online behaviours. Moreover, the financial burden resulting in decreased cybersecurity 

funding and the scarcity of proficient experts are crucial concerns that need strategic 

deliberation and investment from both the public and private domains. To tackle these 

difficulties, it is probable that a cooperative strategy incorporating government backing, 

business endeavours to cultivate cybersecurity expertise, and enhanced awareness and 

education among the general public would be necessary. It is essential to ensure that 

cybersecurity measures keep pace with advancements in technology and changes in work 

habits in order to effectively protect against the very sophisticated cyber-attacks that will 

emerge in the post-pandemic era. 
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9) Response on 9th questionnaire 

 
ANNEXURE 16 

 A majority of respondents, 61.9%, support a holistic strategy, showing their belief that 

a combination of all recommended actions is essential to successfully address cyber 

fraud. The initiatives include intensified cybersecurity education for people, fortifying 

cyber legislation and sanctions, and deploying sophisticated authentication protocols. 

The respondents' strong preference indicates that they are well-informed about the 

many aspects of cybersecurity and understand the need of taking a comprehensive 

strategy to successfully deal with the intricacies of cyber threats. 

 16.8% specifically support strengthening cyber laws and penalties. This group likely 

sees the legal framework as a fundamental tool in deterring cybercrimes and ensuring 

that adequate punitive measures are in place to discourage potential cybercriminals. 

 14.2% of individuals hold the belief that the use of enhanced authentication 

mechanisms is crucial. The responders may see technical solutions as crucial 

instruments for immediately preventing illegal access and ensuring the security of 

digital transactions and interactions. 

 The smallest group, at 7.1%, opts for enhanced cybersecurity training for citizens. This 

preference underscores the importance of education and awareness as foundational 

elements in building a cyber-secure community, where individuals are equipped with 

the knowledge to protect themselves and their assets online. 

The obtained findings emphasize a strong consensus in favour of a comprehensive 

cybersecurity strategy, which is indicative of the recognition that cyber fraud necessitates more 

than discrete solutions. The public's desire for robust and comprehensive action from 

authorities to effectively safeguard digital spaces is indicated by the dominant preference for 

integrating all suggested measures. This strategy incorporates not only technological and legal 
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modifications, but also a substantial emphasis on public education to foster a user base that is 

well-informed and capable of securely navigating the intricacies of the digital space. The 

results indicate that public support is likely to be available for comprehensive and inclusive 

measures that integrate legal, educational, and technological strategies for cybersecurity 

officials and policymakers. The development of integrated solutions that take into account the 

diverse requirements and vulnerabilities of the NCR could be encouraged and future initiatives 

could be guided by this. The impact and public acceptance of these measures can be further 

enhanced by ensuring that they are effectively communicated and accessible to all 

demographics. 

10) Response on 10TH questionnaire 

 

ANNEXURE 17 

 The vast majority of replies indicate that there is a pressing need for more awareness 

and education about cyber fraud. The respondents propose the implementation of 

extensive awareness efforts that permeate every nook and cranny of both urban and 

rural locations. Specifically, they highlight the fact that even highly educated 

individuals, such as software engineers, are susceptible to falling victim to cyber fraud. 

This highlights the importance of comprehensive education programs that go beyond 

basic internet safety and include detailed information on how to recognize and avoid 

sophisticated cyber scams. 
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 Some responses highlight the importance of integrating cybersecurity education into 

the school curriculum, ensuring that the younger generation is well-equipped to 

navigate the complexities of the digital world securely. 

 Several respondents advocate for regular updates to computer and mobile devices as a 

critical preventive measure against cyber fraud. Keeping software and systems updated 

is seen as essential to protect against security vulnerabilities that could be exploited by 

cybercriminals. 

 Implementing stronger cybersecurity measures such as multi-factor authentication and 

regular security audits within organizations is also highlighted. This includes fostering 

better collaboration between government agencies, businesses, and cybersecurity 

experts to share threat intelligence and best practices. 

 Initiatives like starting community-driven campaigns to educate the public about cyber 

fraud are suggested. These could involve mass media, social media platforms, and 

community centres to reach a diverse audience. 

 Awareness programs specifically tailored to less educated populations are also seen as 
vital, given that these groups might be more vulnerable to fraud due to a lack of basic 
digital literacy. 

The responses clearly indicate that tackling cyber fraud in the NCR region requires a multi-

faceted approach involving education, legal reforms, technological defences, and community 

engagement. There is a strong call for proactive measures, including both preventive strategies 

and reactive solutions, to ensure comprehensive protection against cyber threats. The emphasis 

on education and awareness programs across all demographics highlights a recognized need 

for empowerment through knowledge, which is considered just as critical as enforcing stringent 

legal measures or deploying advanced technical solutions. 
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CHAPTER 6 

DISCUSSION ON FINDINGS OF THE STUDY  
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6.1 Discussion on research findings 
6.1.1 Implications of findings 

The results to the survey that were obtained from 113 individuals in the Delhi National Capital 

Region (NCR) give vital insights into the ways in which the COVID-19 epidemic has altered 

online behaviour, perceptions of cyber fraud, and the efficacy of current cybersecurity 

measures. Based on the 10 survey questions that were provided, we will now conduct an 

analysis of the consequences that these results have. According to the results of the poll, which 

are shown in Annexure 8, 41.6% of respondents indicated a rise in the use of social media and 

streaming platforms for amusement, while 28.3% explored new online hobbies as a result of 

increasing home confinement. Also, twenty-four percent of people spend more time online for 

job or school-related reasons. These trends bring to light the rising dependence on digital 

platforms for a variety of activities, which in turn makes people more vulnerable to cyber 

dangers. To safeguard consumers from the possibility of becoming victims of cyber fraud, it is 

necessary to promote digital literacy and security knowledge in order to accommodate the 

increased online presence. In annexure 9, a sizeable 56.6% of respondents claimed that they 

"almost always" engage in activities that take place online, such as shopping or banking. The 

continuous rising frequency of online transactions highlights the need of implementing 

effective cybersecurity measures in order to protect financial activity. Additionally, it shows a 

long-term shift in consumer behaviour after the pandemic, which implies that continuous 

measures are required to protect digital transaction environments against fraudulent activity. 

During the epidemic, 49.6% of respondents or someone they know had been a victim of cyber 

fraud, according to the data included in Annexure 10 of the answer. On the other hand, 38.1% 

of respondents claimed that they had not experienced any such instances. This high incidence 

of cyber fraud encounters is indicative of a broad threat environment that impacts a significant 

section of the population. It is clear that there is an immediate and pressing need for strong 

protection measures and support networks for victims of cyber fraud, as shown by the high 

number of victims. The data in Annexure 11 When asked about the most prevalent sort of 

cybercrime that was witnessed during the epidemic, 73.5% of respondents named cyber fraud 

as the most common type. Identity theft (8%) and cyber assaults (8.8%) came in second and 

third, respectively. The disproportionate amount of attention that is being paid to cyber fraud 

draws attention to the crucial areas in which awareness and preventative actions are to be 

directed. Financial frauds, phishing attempts, and transactions that are not permitted are 

important areas that need attention from both users and authorities. If we look at Annexure 12, 
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the majority of people feel that the epidemic has made people more susceptible to cyber fraud 

because of their greater dependency on online platforms. sixty-two-point eight percent of 

people believe this. This impression highlights how important it is to address the vulnerabilities 

that have been created as a result of the move to digital communications. In order to reduce the 

impact of these dangers, it is necessary to implement public education campaigns and improve 

cybersecurity standards. The results of the survey that is included in Annexure 13 demonstrate 

that there are a variety of opinions about the competence of law enforcement to deal with cyber 

fraud after the pandemic. Specifically, 33.6% of respondents believe that law enforcement is 

competent, 25.7% believe that they are extremely capable, and 24.8% believe that they have 

limited capability. The many perspectives that have been presented here indicate that while 

there is a certain degree of faith in law enforcement, there is also a large amount of anxiety 

over their ability to properly confront the rising variety of cyber dangers. It is of the utmost 

importance to strengthen the capacity of law enforcement by providing them with training, 

resources, and technical assistance. The results presented in Annexure 14 indicate that 46 

percent of respondents saw a shift in the degree of knowledge or education about the prevention 

of cyber fraud, 38.9 percent recognized partial changes, and 8.8 percent saw no change. This 

not only demonstrates that there has been progress in increasing awareness, but it also 

underscores the need of educational activities that are more continuous and pervasive. 

Education on cybersecurity that is both comprehensive and ongoing is necessary in order to 

develop a public that is both well-informed and resilient. In annexure 15, respondents noted 

numerous important difficulties, such as an increasing dependence on remote work (43.4% of 

respondents), difficulty maintaining cybersecurity measures owing to financial restrictions 

(35.4% of respondents), and the rise of sophisticated cyber assaults (20.4% of respondents). 

The complexity and ever-changing nature of cyber threats in a society that has recovered from 

a pandemic is reflected in these difficulties. To effectively address these concerns, it is 

necessary for the public and commercial sectors to collaborate in order to improve the 

infrastructure and resources available for cybersecurity work. In Annexure 16, the majority of 

respondents, which accounts for 61.9% of the total, argue for a combination of expanded 

cybersecurity training, reinforced cyber regulations, and the implementation of sophisticated 

authentication procedures. This all-encompassing approach demonstrates that the general 

public has acknowledged the varied nature of cybersecurity and the need for an integrated 

strategy in order to successfully fight cybercrime. A number of different efforts are suggested 

by the open-ended replies that are included in Annexure 17. These initiatives include the need 

for continuous upgrades to digital devices, better public awareness, strengthened legal 
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frameworks, and improved support networks for victims of cyber fraud. A comprehensive 

strategy to managing cyber dangers is shown in the focus placed on education, law 

enforcement, and technology improvements. 

6.1.2 Theoretical and Practical Contributions of the research study 

The research study that was carried out with the use of a Google Form survey made significant 

contributions, both theoretical and practical, to the understanding of the socio-legal influence 

that the COVID-19 epidemic had on cyber fraud in the Delhi National Capital Region (NCR). 

The results to the poll provide a complete assessment of the public's perceptions and 

experiences in relation to cyber fraud during the epidemic. They also indicate important areas 

of concern and possible solutions to the problem. The theoretical contributions of the study 

centre on gaining an understanding of the shifts in online behaviour and the link between those 

shifts and the higher number of instances of cyber fraud that occurred during the epidemic. A 

sizeable proportion of respondents are spending more time online for a variety of reasons, 

including job, school, and social connections, as shown by the replies, which reflect a 

substantial change in the habits that people have about their use of the internet. There is a 

potential connection between this enhanced digital presence and a larger susceptibility to cyber 

risks. According to the findings, 41.6% of respondents increased their frequency of using social 

media or streaming platforms, and 28.3% of respondents investigated new hobbies or activities 

that could be done online. A theoretical framework that explains how increasing online activity 

might lead to higher susceptibility to cyber fraud is required because of this transition, which 

highlights the necessity for such a framework. Following the epidemic, over fifty-six percent 

of respondents said that they nearly usually conducted their business online. Taking this into 

consideration, it is essential to investigate the theoretical connection that exists between 

frequent online transactions and the likelihood of becoming a victim of cyber fraud. Based on 

the findings of the survey, it was found that almost half of the respondents knew someone who 

had been a victim of cyber fraud. This finding highlights the broad nature of the issue and 

highlights the need of developing theoretical models that address the societal consequences of 

crimes of this sort.  The practical implications of the research are equally significant. The 

survey responses provide actionable insights into how individuals and organizations can better 

protect themselves against cyber fraud and how law enforcement can improve its strategies. 

With 46% of respondents observing changes in awareness or education regarding cyber fraud 

prevention during the pandemic, it is clear that educational programs and awareness campaigns 

are effective tools. Practically, this suggests that continued and enhanced efforts in these areas 

can help mitigate cyber fraud risks. Respondents identified key challenges, such as the 
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increased reliance on remote work and digital communication, difficulty in maintaining 

cybersecurity measures due to budget constraints, and the escalation of sophisticated 

cyberattacks. Practically, this calls for tailored cybersecurity strategies that address these 

specific issues. The majority of respondents (61.9%) believe that a combination of enhanced 

cybersecurity training, strengthened cyber laws and penalties, and advanced authentication 

measures are necessary. This practical insight can guide policymakers in formulating 

comprehensive strategies to combat cyber fraud. The results of the study brought to light the 

need of particular solutions, such as the tightening of cyber laws and punishments, the raising 

of public awareness about fraudulent links and messages, and the implementation of stringent 

measures by law enforcement against those who commit illegal activities. All of these efforts 

have the potential to be put into action in order to lessen the number of instances of cyber fraud 

that occur in the NCR area. In conclusion, the research study offers a comprehensive 

comprehension of the socio-legal influence that the COVID-19 epidemic has had on cyber 

fraud in the district of Delhi and the National Capital Region. The theoretical contributions 

provide a framework for understanding the relationship between increased digital activities and 

cyber fraud, while the practical contributions provide insights that can be put into action by 

individuals, organizations, and policymakers in order to mitigate the risks and protect 

themselves against future cyber threats. 
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6.2 Limitations of the Study 
6.2.1 Constraints and Challenges Encountered 

In spite of the fact that the survey was disseminated to a large number of people, it is possible 

that the sample size of 113 respondents may not adequately reflect the whole population of the 

area. Because of the dependency on internet connectivity and digital literacy, participation was 

restricted to persons who were more proficient with technology. This might have resulted in 

the exclusion of individuals who were either older or did not have reliable internet connections. 

Individuals who had strong beliefs or experiences linked to cyber fraud were more likely to 

engage in the survey, whereas those who were less impacted or less worried could have chosen 

not to participate. This was due to the fact that the survey was optional, which meant that results 

might be distorted by self-selection bias. The inability to check the genuineness and sincerity 

of replies was yet another key barrier that was encountered. It was difficult to ensure that 

participants understood the questions properly and answered them in an honest manner since 

there was no way to connect directly with the responses. There was also the problem of 

response fatigue, which occurred when participants were required to complete a survey 

consisting of ten questions. This might have caused some of the participants to speed through 

the questions, which could have resulted in less considered or accurate responses. Furthermore, 

the digital format did not have the capability to explain any ambiguities in real time, which 

may have resulted in the respondents misinterpreting the questions that were being asked. 

Challenges relating to the analysis of the data were also experienced throughout the survey. 

When it came to the qualitative features of open-ended replies, substantial manual analysis was 

necessary in order to recognize patterns and insights. This process was not only time-

consuming but also quite susceptible to subjective interpretation. Furthermore, while the 

quantitative data are simpler to evaluate, it is possible that they may not reflect the entire 

complexity of the experiences and views that respondents have on the subject of cyber fraud. 

One of the challenges that we had was striking a balance between the depth and breadth of the 

questions. We needed to make sure that the questions were thorough enough to collect 

important data, but also brief enough to keep the respondents interested. Overall, the survey 

was able to give useful insights about the socio-legal effect of the COVID-19 pandemic on 

cyber fraud in Delhi National Capital Region (NCR). However, the limits and obstacles that 

were encountered brought to light the limitations that are inherent in doing research remotely 

and online.  
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6.2.2 Limitations of the Research survey  

 Individuals who were familiar with the use of digital tools and had access to the internet 

were the only ones who were allowed to participate in the poll. This eliminates a 

sizeable section of the population, including persons who are of an advanced age, those 

who have a poor level of digital literacy, and those who do not have access to the 

internet that is trustworthy.  

 While the Google Form survey format is efficient for collecting quantitative data, it is 

less effective at capturing qualitative insights. Open-ended questions can help gather 

richer data, but they are often underutilized or not answered as thoughtfully in an online 

survey format. This limitation can lead to a lack of depth in understanding the nuanced 

experiences and perceptions of respondents regarding cyber fraud. 

 The reliance on technology itself poses a limitation. Technical issues such as server 

downtimes, internet connectivity problems, or device compatibility issues could 

prevent some individuals from completing the survey, thereby reducing the response 

rate and possibly biasing the sample towards more technologically adept individuals. 

 It is possible that the conclusions of the survey have a limited potential to be 

generalized. In spite of the fact that the study offers valuable insights on the socio-legal 

effect of COVID-19 on cyber fraud in Delhi National Capital Region (NCR), it is 

possible that these insights are not entirely applicable to other areas or populations due 

to the fact that they have distinct demographic and socio-economic characteristics. 

 The data collected represents a snapshot in time and may not account for ongoing 

changes in behaviour and attitudes as the pandemic evolves. Longitudinal studies would 

be more effective in capturing these dynamics over time but are beyond the scope of a 

single survey. 
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6.3 Recommendations on the basis of research study 

 

6.3.1 Suggestions for Future Research 
Several recommendations may be made for future research based on the results of the research 

study that employed a Google Form survey that was completed by 113 random persons from 

Delhi NCR. The purpose of these proposals is to strengthen the robustness and depth of the 

examination into the social effect of COVID-19 on cyber fraud in the area. In the first place, it 

would be very important to increase the size of the sample and make sure that a more varied 

demography is included. In order to reduce the possibility of any sample biases and to get a 

more thorough grasp of the matter, it is recommended that future research endeavours include 

individuals who come from a wide range of age groups, socioeconomic backgrounds, and 

degrees of digital literacy abilities. Utilizing a mixed-methods approach might prove to be 

advantageous in addressing the restrictions that are associated with conducting a survey online. 

In order to do this, it would be necessary to combine qualitative data obtained from in-depth 

interviews or focus groups with quantitative data obtained from surveys. Researchers would be 

able to dive further into the intricacies of individual experiences and views surrounding cyber 

fraud during the epidemic if they used a strategy like this. In addition to this, it would be a 

chance to explain any misunderstandings that may exist and to guarantee that the replies of the 

participants are completely understood and appropriately interpreted. In addition, longitudinal 

study approaches have the potential to be beneficial for future developments. As the situation 

with COVID-19 continues to grow, researchers may better comprehend the developing form 

of cyber fraud and its socio-legal effect by following changes over time. This allows them to 

better understand the evolving nature of cyber fraud. By using this method, one would get 

insights on long-term patterns as well as the efficacy of initiatives that have been adopted to 

combat scams committed online. Enhancing the design of the questionnaire is another area that 

may need some enhancement. It is possible that future surveys may contain questions that are 

more specialized and geared to the many sorts of cybercrime, such as phishing, identity theft, 

and financial fraud, in order to collect more precise information on each separate category. In 

addition, the incorporation of behavioural questions that evaluate the actions and understanding 

of respondents about cybersecurity might assist in identifying areas of potential need for 

educational interventions as well as gaps in awareness. It is also possible that future research 

might be improved by working together with community groups, cybersecurity specialists, and 

local authorities. Such partnerships have the potential to assist in the dissemination of the 
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survey to a wider audience and in assuring the participation of groups who are 

underrepresented. In addition, the expertise of specialists may be of use in the process of 

constructing surveys that are more complete and in properly analysing the results. Lastly, the 

use of technology in the administration of the survey has the potential to enhance accessibility 

and participation. As an illustration, the utilization of survey platforms that are compatible with 

mobile devices and the guarantee that the survey is accessible in a number of languages may 

assist in reaching a more extensive audience. Additionally, providing incentives for 

involvement has the potential to boost response rates and promote comments that are more well 

thought out and comprehensive. In conclusion, while the present study offers useful insights 

into the socio-legal effect of COVID-19 on cyber fraud in Delhi National Capital Region 

(NCR), future research might expand on these results by addressing the limitations that were 

observed and implementing the improvements that were recommended. These kinds of 

activities would lead to a more nuanced and thorough knowledge of the problem, which would 

eventually help in the creation of solutions that are more successful in combating cyber fraud. 

 

6.3.2 Practical Applications of the Findings 

There are important practical implications for the results of the research study, especially from 

a legal point of view. The research study employed a Google Form survey that was completed 

by 113 persons who were randomly chosen from the District of Delhi National Capital Region. 

In the course of the COVID-19 epidemic, the data that was collected offers crucial insights on 

the increased incidence of cyber fraud as well as the developing form of this illegal activity. 

This has the potential to be a very useful resource for policymakers, law enforcement agencies, 

and legal experts that are working to improve the techniques that are used to prevent and 

respond to cybercrime in the area. According to the poll, the growing online activity and the 

related growth in cyber fraud instances indicate the urgent need for effective cyber laws and 

their severe implementation. This requirement is underlined by the fact that the survey 

identified both issues. Legal frameworks need to be revised in order to manage the new forms 

of cyber fraud that have evolved. These new types of cyber fraud include sophisticated phishing 

attacks, identity theft, and financial schemes that take advantage of the growing online presence 

of people and enterprises. It is possible that these modifications will include more severe 

punishments for those who commit cybercrime, enhanced platforms for reporting and 

monitoring instances of cyber fraud, and faster procedures for prosecuting those who commit 

cybercrime. Additionally, the results of the study indicate that there is a widespread agreement 

about the need of enhancing cybersecurity education and training for the general public. Taking 
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this into consideration, it is possible that legislative regulations might be implemented in order 

to guarantee that educational institutions and corporations include thorough cybersecurity 

training into their curriculums and the procedures by which they acquire new employees. 

People would be equipped with the information necessary to spot and mitigate possible cyber 

dangers via the implementation of such training, which would ultimately result in a reduction 

in the overall incidence of cyber fraud. In addition, the results shed light on the difficulties that 

law enforcement agencies are encountering when attempting to deal with the spike in 

cybercrime. This highlights the need of dedicated cybercrime units within the police force 

within the organization. For the purpose of efficiently investigating and combating cyber fraud, 

these units must to be provided with sufficient funding, as well as innovative technology and 

necessary training. It is also possible that legal regulations might make it easier for law 

enforcement authorities on a national and international level to work together more effectively 

in order to combat the fact that many instances of cyber fraud involve transnational 

transactions. In addition, the poll reveals that there is a perception of a rise in the susceptibility 

of people and organizations to cyber fraud during the epidemic. In light of this, it is clear that 

there is a pressing need for legislative measures that demand improved security standards 

among businesses, especially those that deal with sensitive personal and financial data. It is 

possible that regulations might be implemented to enforce data protection standards, which 

would require organizations to use robust encryption, conduct regular security audits, and 

promptly notify any data breaches that occur. In conclusion, the results of the research study 

provide a strong argument for a full reform of the existing legal and regulatory framework 

surrounding cybercrime in Delhi National Capital Region (NCR). The authorities are able to 

better safeguard individuals and companies from the rising danger of cybercrime if they 

incorporate these findings into the processes of legislation and policymaking. In order to 

mitigate the socio-legal repercussions of cyber fraud, which have been increased by the 

COVID-19 epidemic, it will be essential to strengthen legal frameworks, as well as public 

education and law enforcement skills. 
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CHAPTER 7  

CHALLENGES IN COMBATING CYBER FRAUD 
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7.1 Challenges due to advanced technology and evolving threat in cyber 

crime 
The difficulties that are brought about by the development of technology and the ever-changing 

nature of the threat environment in cybercrime are large and varied, and they have an effect on 

people as well as international organizations. As technology continues to improve, 

cybercriminals are able to use more complex methods to carry out their unlawful operations. 

This makes it more difficult for cybersecurity measures to stay up with the rate of technological 

advancement. For instance, the increasing growth of Internet of Things (IoT) devices 

significantly extends the attack surface. Furthermore, many of these devices lack adequate 

security measures, which in turn makes the attack surface more vulnerable. Attackers are able 

to use these devices to access networks, steal data, or form botnets since this generates a large 

number of entry points for them. In addition, the incorporation of artificial intelligence (AI) 

and machine learning (ML) into the operations of cybercriminals adds an additional degree of 

complexity to the situation. Cybercriminals make advantage of these technologies in order to 

automate assaults, improve phishing tactics, and construct phony websites and emails that are 

more convincing of their authenticity. Attacks that are powered by artificial intelligence are 

able to learn how to circumvent defences in a more effective manner and can react to defensive 

measures in real time. On the defensive side, artificial intelligence and machine learning have 

the potential to improve threat detection and response; but, in order to execute them 

successfully, they need a large number of resources, which may be a barrier for smaller 

enterprises or governmental institutions that are underfunded. Due to the rapid pace at which 

these technologies are developing, regulatory measures often fall behind. This results in a 

regulatory vacuum, which allows new types of cybercrime to flourish without the threat of 

particular legal ramifications coming to light. It is because of this delay in regulatory reaction 

that cybercriminals are able to take advantage of loopholes and developing technology before 

the laws can catch up, which makes enforcement operations more difficult. In addition, the 

globalization of technology makes it possible for cybercriminals to operate across international 

boundaries, which makes it very difficult to hunt them down and bring them to justice. When 

nations have different legal frameworks and capacities in dealing with cybercrime, 

investigations and actions may be hampered by jurisdictional difficulties and the need for 

international collaboration. This is particularly true when countries have different capabilities. 

The anonymity that is afforded by cutting-edge technology like cryptocurrencies and the dark 

web makes it more difficult to track down unlawful online transactions and to identify the 
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persons who are participating in them. It is difficult for authorities to clamp down on 

cybercrime rings and illegal markets because these technologies create a shroud of secrecy that 

covers offenders and prevents them from being caught. In conclusion, the difficulties that are 

brought about by the development of technology and the ever-changing dangers that are 

associated with cybercrime are quite intimidating. The development of more advanced 

defensive measures, the implementation of stronger regulatory frameworks, and the promotion 

of greater collaboration across borders are all necessary in order to successfully tackle these 

dangers. This requires a combined effort by governments, the private sector, and the 

international community. 
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7.2 Challenges due to Legal and Regulatory Framework Limitations 
Despite the progress that has been made, India's legal and regulatory framework for fighting 

cybercrime is still confronted with a number of obstacles that make it difficult to effectively 

enforce and prosecute allegations of cyber fraud. In spite of the fact that it is comprehensive, 

the fundamental law that governs cyber operations, the Information Technology Act (ITA) 

2000 and its revisions, have loopholes that are often exploited by malevolent actors. There are 

several areas of the ITA that do not provide sufficient detail, which is one of the most 

significant shortcomings. For example, Section 66C stipulates the penalties for identity theft, 

and Section 66D stipulates the penalties for cheating by personation utilizing computer 

resources. However, the definitions do not adequately include the wide variety of deceptive 

tactics and technology that are used in the complex cyber frauds of today. Because of this, it is 

difficult for law enforcement to immediately apply these laws to more recent kinds of 

cybercrime, such as deepfakes or sophisticated phishing operations, which may not clearly fit 

within the text of the legislation that are now in place. In addition, the ITA does not include 

any rules that are particularly strong for the protection of personal data. In spite of the fact that 

Section 43A addresses the compensation for failing to secure data, it does not establish the 

criteria for data protection or the procedures that must be done to maintain data security. As a 

result, there is a great deal of opportunity for interpretation and uneven implementation. In this 

day and age of big data and the Internet of Things, when vast volumes of personal data are 

gathered and processed, sometimes without proper security safeguards, this becomes an 

especially troublesome situation. When it comes to the enforcement mechanism itself, there is 

still another substantial problem. According to Section 46 of the Information Technology Act 

(ITA), the Adjudicating Officers are given the authority to make decisions about cybercrimes. 

These officers are supposed to be knowledgeable in the field of cyber law. On the other hand, 

these police often lack the specific expertise and training necessary to do their jobs effectively, 

which results in delays and sometimes even the incorrect interpretation of the laws. The fact 

that the court system in India is notoriously sluggish, which means that cases involving 

cybercrime may drag on for years before being resolved, is a further circumstance. In addition, 

there is an immediate need for international collaboration in the execution of cyber law 

enforcement. Due to the fact that cybercrimes regularly cross-national lines, it is vital for India 

to establish and simplify extradition procedures as well as mutual legal assistance treaties 

(MLATs) in order to successfully hunt down and punish persons who are located outside of 

the country. Existing frameworks for international collaboration are often complex and do not 
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fully adapt to the fast-paced nature of cyber-crimes. This might be a problem for international 

cooperation. In order for India to solve these problems, the country's legislative structure 

pertaining to cyberspace has to undergo a complete revision. This should include amending the 

terminology in the Identity Theft Act (ITA) to encompass new kinds of cyber theft, 

implementing severe data protection legislation with clear instructions on data security, 

strengthening the training of adjudicating officials, and expanding the procedures for 

international collaboration. Should these modifications not be implemented, the legal and 

regulatory framework will continue to face challenges in the face of the constantly shifting 

world of cyber risks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



102 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CHAPTER 8 

REMEDIES AND COUNTER MEASURES TO PREVENT 

CYBER FRAUD 
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8.1 Technological Innovations and Security Enhancements 

 
Because of the quick pace at which India is undergoing its digital transformation, the number 

of instances of cyber fraud has increased, which presents significant hurdles to both people and 

organizations. Among the many unlawful behaviours that fall under the umbrella of cyber fraud 

include identity theft, phishing schemes, and fraudulent financial transactions conducted 

online. While the expansion of digital infrastructure makes life more convenient and efficient, 

it also makes people more susceptible to the dangers that are being discussed here. In order to 

effectively address these difficulties, a complete strategy is required. This approach should 

include powerful technology solutions, strict regulatory frameworks, and extensive public 

awareness and education. 

8.1.1 Technological counter measures for preventing increase in cyber fraud 

 Multi-factor Authentication (MFA) 

Multi-factor Authentication (MFA) is an essential security measure that greatly strengthens 

defence against cyber fraud. It does this by mandating users to give two or more verification 

factors before being granted access to an online account, database, or computer system. 

This approach offers much more security compared to standard single-factor 

authentication, which usually depends just on a login and password. MFA operates by 

integrating a knowledge factor (e.g., a password), a possession factor (such as a smartphone 

or hardware token), and an inherence factor (utilizing biometric characteristics like 

fingerprints or face recognition). The efficacy of MFA in thwarting cyber fraud resides in 

its stratified defensive approach. Even if one element is compromised, the existence of 

supplementary obstacles significantly hinders illegal access to resources. For instance, if a 

hacker acquires a password via a phishing attack, they would still need to overcome the 

further stages of verification, which are often difficult to overcome without having direct 

access to the user's physical equipment or biometric data. MFA is very efficient in 

combating several prevalent cyber threats, such as credential stuffing, account takeover, 

and data breaches. The adoption of this approach is becoming widespread in numerous 

businesses, particularly in areas that deal with sensitive information such as healthcare, 

banking, and government services. By implementing Multi-Factor Authentication (MFA), 

enterprises may effectively mitigate the risk of cyber assaults and safeguard both user data 

and their operational integrity. MFA is a crucial tool in the fight against cyber fraud. 
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 Use of Encryption technology   

Applying encryption technology is a crucial approach to enhancing cybersecurity and 

deterring cybercrime. Encryption is a strong defensive measure that converts sensitive data 

into unreadable forms, which can only be understood with certain decryption keys. This 

guarantees that in the event of hackers intercepting the data during transit, they will be 

unable to exploit it without possessing the decryption key. Implementing robust encryption 

mechanisms for both stored and transmitted data greatly minimizes the likelihood of illegal 

access and data breaches. This strategy is crucial not only for preserving personal privacy 

but also for securing business data and upholding the integrity of online transactions. The 

incorporation of modern encryption technologies remains a crucial element in the 

continuing battle against cyber fraud as cyber threats progress. 

 

8.1.2 Legal and Regulatory Strategies for preventing increase in cyber fraud 

 Strengthening the IT Act 

Strengthening the Information Technology (IT) Act to successfully fight and prevent 

cyber fraud in India requires a holistic strategy that tackles both technical and legal 

difficulties in the digital era. First and foremost, the IT Act needs extensive revisions 

to incorporate clear, specific definitions of numerous cybercrimes. This will guarantee 

that emergent dangers, such as cryptocurrency fraud, ransomware assaults, and AI-

driven identity theft, are clearly addressed by the legislation, providing a strong legal 

foundation for prosecution and increasing the Act's enforcement. To help combat cyber 

fraud, efforts should be made to improve data security and privacy measures. 

Businesses would be required to adopt strong cybersecurity safeguards if tight criteria 

for data processing and storage were established, such as mandated encryption and 

frequent audits. Furthermore, the Act should contain strong penalties for breaches of 

personal data in order to discourage irresponsibility and enforce compliance with data 

protection requirements. Another crucial issue is the strengthening of the legal 

framework governing electronic transactions and communications. This entails revising 

the parts dealing with online transactions to reflect the intricacies of e-commerce scams 

including phishing and card-not-present fraud. It is also critical to set clear norms and 

standards for digital authentication procedures to prevent illegal access to digital 

identities and financial data. The IT Act might also be improved by include provisions 

for ongoing education and training for the court and law enforcement authorities on 
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cyber law and digital forensics. This would allow them to keep up with the quickly 

changing cyber threat environment and increase their efficacy in conducting 

complicated criminal investigations. Furthermore, considering the prevalence of cross-

border cyber fraud, upgrading the IT Act should include improved procedures for 

international collaboration. This would include expediting protocols for collaborating 

with foreign nations on investigations, extraditing cybercriminals, and sharing key 

hyperintelligence. 

 Data Protection Bill 

The long-awaited Data Protection Bill in India is set to transform the way personal data is 

managed and will have far-reaching effects on cyber fraud prevention in the nation. There 

is great anticipation for the presentation of this law because it would provide a strong legal 

framework that is in line with global standards, such as the “General Data Protection 

Regulation” (GDPR) in the EU, which is necessary since cybercrimes are becoming more 

sophisticated and exploiting weaknesses in data security. The goal of the bill's strict data 

processing laws and penalties for breaches is to reduce the probability of data theft and 

associated frauds by making sure that all institutions handle personal and sensitive data 

securely. To further improve openness and responsibility, the measure calls for data 

protection officers to be appointed, as well as impact assessments to be carried out on data 

processing that carries a high risk, and express permission to be obtained before any data 

is collected. It is believed that the Data Protection Bill would greatly reduce cyber fraud by 

making it more difficult for criminals to unlawfully acquire and use personal data by 

strengthening legal safeguards for data privacy and requiring stronger compliance 

procedures. To solve the existing gap in data security procedures that hackers exploit, its 

efficacy will depend on its prompt implementation and strict enforcement. 
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9.1 Case study 1 

 VINEET JHAVAR Vs STATE OF NCT OF DELHI3 

The Vineet Jhavar v. State case reveals a complex cyber fraud scheme that was discovered 

while investigating fraudulent actions related to a mobile application named "Express 

Loan." The case centres on Vineet Jhavar, the defendant, who was involved in a scam that 

took advantage of the COVID-19 pandemic to deceive people by sending misleading SMS 

messages and providing a fake COVID-19 vaccination loan. Upon downloading the link in 

the SMS, the victims unknowingly downloaded the Express Loan app. Subsequently, they 

were encouraged to submit sensitive personal information, resulting in illicit financial 

transactions from their accounts. Jhavar, who is believed to be the main organizer, is 

accused of masterminding this cybercrime by manipulating the application to acquire 

unauthorized access to and abuse personal data for financial benefits. The inquiry 

uncovered several financial transactions totalling over Rs. 140 crores, indicating the 

existence of a large-scale and well-coordinated criminal network. The intricacy of the case 

is emphasized by the techniques used to obscure the trail of the fraud, such as the utilization 

of several bank accounts and mobile phones, which presents a formidable challenge for law 

enforcement in their efforts to trace and capture the culprits. This example shows the 

weaknesses in digital financial transactions and emphasizes the need of strong 

cybersecurity measures and careful regulatory frameworks to safeguard customers from 

advanced cyber-attacks. This story serves as a warning of how hackers might use digital 

platforms to commit widespread fraud, highlighting the crucial significance of public 

knowledge about cybersecurity and the need for strict supervision of digital financial 

services. 

 

 

 

 

 

 
3 VINEET JHAVAR Vs STATE OF NCT OF DELHI. BAIL APPLN. 3700/2023, 6 Dec. 2023 
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Case study 2 

 The Work-From-Home Job Scam4 

A substantial instance of cyber fraud included the exploitation of more than 30,000 people 

who were deceived out of almost Rs 200 crore via an intricate work-from-home scam 

engineered by a network with activities traceable back to China and financial connections 

in Dubai. The fraudulent scheme advertised on Instagram lured its victims by offering a 

daily profit of Rs 15,000 for doing e-commerce jobs. One victim, after learning that her 

investment yielded no returns, denounced the scam. Upon investigation, the cyber squad of 

the Delhi Police discovered that this fraud had a worldwide reach. The scam used advanced 

techniques such as the utilization of shell businesses to transfer money and sophisticated 

software to assist unlawful activities. The arrests included of a former deputy manager of 

Paytm and two collaborators, exposing a well-coordinated operation that used digital 

platforms to commit financial offenses across international boundaries. This case 

emphasizes the increasing difficulties of cyber fraud, emphasizing the immediate need for 

sophisticated cybercrime detection and worldwide collaboration in criminal enforcement. 

 

 

 

 

 

 

 

 
4 Chand, Sakshi. “Over 30,000 people duped of Rs 200 crore in work-from-home scam, 3 arrested by 
Delhi Police.” The Times of India, 28 Jan. 2023, timesofindia.indiatimes.com/city/delhi/scammed-at-
home-with-promise-of-rs-
15000/day/articleshow/97383778.cms#:~:text=January%2028%2C%202023-
,Over%2030%2C000%20people%20duped%20of%20Rs%20200%20crore%20in%20work,3%20arreste
d%20by%20Delhi%20Police&text=Over%2030%2C000%20people%20were%20defrauded,with%20m
ajor%20e%2Dcommerce%20sites. 
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CHAPTER 10 

CONCLUSION OF THIS STUDY  
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10.1 CONCLUSION 
In the Delhi National Capital Region (NCR), the COVID-19 pandemic has had a substantial 

influence on a variety of elements of life, including cyber fraud, which has serious 

ramifications for the region. Within the scope of this dissertation, the socio-legal influence of 

the pandemic on cyber fraud is investigated, with a focus on the problems, difficulties, and 

possible solutions identified. Using empirical research that was carried out via the use of a 

Google Forms survey, in which 113 individuals contributed their thoughts, and backed by data 

from the National Crime Records Bureau (NCRB), the survey replies suggest that there was a 

significant rise in the number of actions that took place online throughout the epidemic. 

Twenty-eight percent of respondents explored new online activities, while almost forty-six 

percent of respondents reported spending more time on social networking or streaming 

services. This trend is supported by the statistics provided by the NCRB, which demonstrates 

an increase in instances of cyber fraud. The fact that this is the case lends credence to the theory 

that the COVID-19 epidemic has considerably increased the number of instances of cyber fraud 

being committed in India. There are a number of cybersecurity vulnerabilities that have been 

uncovered as a result of the fast transition toward digital platforms for employment, education, 

and personal usage during the epidemic. According to the findings of the poll, 56.6% of 

respondents currently engage in online transactions on a regular basis, and 38.1% of 

respondents have either been victims of cyber fraud or know someone who has been a victim 

of cyber fraud. Fraud committed online (73.5%) and assaults carried out online (8.8%) were 

found to be the most prevalent types of cybercrime. The findings are consistent with the theory 

that the rapid shift to digital platforms, which exposes deficient cybersecurity measures, is the 

primary cause of the rise in the number of instances of cyber fraud. The report sheds light on a 

number of difficulties that are brought about by the rise in cyber fraud. Businesses are need to 

increase their investments in cybersecurity safeguards, while individuals are at risk of 

experiencing both financial losses and psychological suffering. Significant issues were 

mentioned by respondents to the survey. These challenges include the growing dependence on 

remote work (43.4% of respondents) and the difficulty in maintaining cybersecurity measures 

due to financial restrictions (35.4% of respondents). As a result, this lends credence to the 

premise that people and businesses are confronted with a variety of issues as a result of the rise 

in cyber fraud. In the Delhi National Capital Region (NCR), the COVID-19 epidemic has, 

without a doubt, increased the frequency of cyber fraud as well as the sophistication of such 

crime. Although the quick digital change is necessary for maintaining continuity throughout 



111 
 

the epidemic, it has resulted in the introduction of new vulnerabilities. In order to effectively 

address these difficulties, a multidimensional strategy is required, one that includes more 

educational opportunities, strengthened legislative frameworks, and coordinated efforts to 

construct a cybersecurity infrastructure that is very robust. By putting these ideas into action, 

it will be feasible to lessen the negative impacts of cyber fraud and make certain that the digital 

future will be safer for all parties involved. 
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