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1. Abstract 
 

 

This Report cover analysis of a Certificate verification system that allows an organization to 

store important certificate in a de-centralized network storage which makes certificates secure 

and unmodified. 

 

DAPPs or Decentralized Application does not have a single centralized authority which governs 

its working, instead there are a number of decentralized authorities on which a DAPP works. 

Also, using blockchain comes with proof of work and miners. Moreover the data on the 

blockchain is immutable and distributed so it’s certainly impossible to hack the application.  

In this Certificate verification System we use Ganache which provides us our personal local 

blockchain network which we can use to develop our blockchain application. It also gives 

temporary test accounts with ethereum which we can use to run the app.One of the best way to 

implement a decentralized application is using Ethereum Blockchain network as Ethereum 

Blockchain have methods to deploy Smart Contracts. 

 

A smart contract is a computer protocol intended to digitally facilitate, verify, or enforce the 

negotiation or performance of a contract. Smart contracts allow the performance of credible 

transactions without third parties. 

There are a lot of fake certificate rolls out every year and it’s very hard to verify it .This system 

provides a more secure way to handle the certificate in a de-Centralized Storage and to verify 

the Documents either they are genuine or not. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

2. Introduction 

 
 
Overall Description 

 

Blockchain technology that shines like a star after the entrance and widespread acceptance of 

Bitcoin , the very first cryptocurrency in peoples’ everyday life, has become a trending topic 

in today's software world. At the beginning, Blockchain was only used for monetary 

transactions and trade, but studies have started to suggest that it can be used in many more 

areas over time, because there is a high degree of transparency in this system. For example, in 

Bitcoin, since the wallets are in a distributed structure, the total amount of coins and instant 

transaction volume in the world can be followed momentarily and clearly. There is no need for 

a central authority to approve or complete the operations on this P2P-based system. Because 

of that, not only the money transfers but also all kinds of structural information can be kept in 

this distributed chain, and with the help of some crypto logical methods, the system can be 

maintained securely. Like people's assets, marriage certificates, bank account books, medical 

information, etc., a lot of information can be recorded with this system with relevant 

modifications. Ethereum coin (Ether), another cryptocurrency with multipurpose development 

environments, which emerged a few years after Bitcoin, distinguishes the blockchain in a real 

sense, revealing that this technology can produce software that can hold information that is 

structured as described above. The software programs enforced by smart contracts are written 

into the blockchain and are immutable. They cannot be (illegally) removed nor manipulated 

once written. Hence, they can work properly, autonomously and transparently forever, without 

any external stimuli. 

 

Blockchain is a distributed, immutable, incontrovertible, public ledger. This new technology 

has three main features: 

Immutability: Any proposed “new block” to the ledger must reference the previous version of 

the ledger. This creates an immutable chain, which is where the blockchain gets its name from, 

and prevents tampering with the integrity of the previous entries. 

 

(i) Verifiability: The ledger is decentralized, replicated and distributed over multiple locations. 

This ensures high availability (by eliminating a single point of failure) and provides third-party 

verifiability as all nodes maintain the consensus version of the ledger. 

 

 

 

 

 

 

 

 



(ii) Distributed Consensus: A distributed consensus protocol to determine who can append 

the next new transaction to the ledger. A majority of the network nodes must reach a consensus 

before any new proposed block of entries becomes a permanent part of the ledger. These 

features are in part achieved through advanced cryptography, providing a security level greater 

than any previously known record-keeping system. 

 

 

 

 

 

 

An idea of Open source application for managing certificate 
 

 

• The idea of project is to build a open source platform to manage certificate in more easy 

and secure way. 

 

• The platform will provide a unique area to store and verify for fake certificates. 

 

• Free and open source will let organization to choose one single platform for storing 

certificate. 

 

• A de-centralized app running on blockchain will provide a more secure way to store the 

certificates.   
 

 

 Early Attempts:  

 

• Previously, the certificates are managed by individual organization with use of physical 

papers that cost more and too difficult to handle. 

 

• The large number of certificate also makes its tuff to store and distribute to the 

candidate. 

 

• The paper sheet methods are not so safe as any physical damage let full spoil of 

certificate. 

 
 

 

The project try to make a unique platform where we can verify a certificate is valid or a fake 

one. This idea needs good enrollment of firms and organization to issue certificate through a 

unique open source platform. Nothing is permanently Secured it requires a team to build time-

to-time Security patches. 

 

 

 

 

 

 

 

 

 

 

 

 



 

Implementation of project By Smart Contract : 

 

 

• ▸ A smart contract is a computer protocol intended to digitally facilitate, verify, or 

enforce the negotiation or performance of a contract. Smart contracts allow the 

performance of credible transactions without third parties. 

 

 

• ▸ One of the best things about the blockchain is that, because it is a decentralized 

system that exists between all permitted parties, there’s no need to pay intermediaries 

(Middlemen) and it saves you time and conflict. Blockchains have their problems, but 

they are rated, undeniably, faster, cheaper, and more secure than traditional systems, 

which is why banks and governments are turning to them. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3. Existing System 
 

 

 

Early Attempts for this was :  

 

• Previously, the certificates are managed by individual organization with use of physical 

papers that cost more and too difficult to handle. 

 

• The large number of certificate also makes its tuff to store and distribute to the 

candidate. 

 

• The paper sheet methods are not so safe as any physical damage let full spoil of 

certificate. 

 

 

 

The project try to make a unique platform where we can verify a certificate is valid or a fake 

one. This idea needs good enrollment of firms and organization to issue certificate through a 

unique open source platform. Nothing is permanently Secured it requires a team to build time-

to-time Security patches. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



4. Proposed Model 

 

 
A Decentralized Voting Application Using Ethereum Blockchain 

The tech world is one of the most dynamic segments in the whole universe. One moment, the 

world is behind a technology and the next moment, suddenly, the technology becomes obsolete. 

Similar is the case with the app world, too. Numerous tech stacks, frameworks, and languages 

are available to develop an app but still, developers are not confident about a single framework 

that can offer the best results. 

As the world is adjusting to conventional apps, the whole ecosystem is also evolving. dApps 

or decentralized applications are a novel breed of applications that are not controlled or owned 

by a single authority, cannot be shut-off or cannot have a downtime. 

dApps: The Ultimate Open Source Revolution 

The dApp concept is still in its nascent stage. Explaining the same in a single line is tough 

because no specific definition seems to fit all the attributes that make an application a 

decentralized app. As dApps, an application is required to exhibit the following four 

characteristics: 

 Open Source: The first and foremost attribute is that such apps should make their core 

source code available to everyone. As the core characteristic of dApps is autonomy and 

unanimous consensus, essentially the changes must be decided by all or the majority of 

the users. Also, the code should be available to everyone for checking out.

 Decentralized Nature: As the name suggests, decentralized applications stores 

everything on a decentralized blockchain or any cryptographic technology to save the 

app from perils of centralized authority and emphasize on autonomous nature.

 Incentivization: As the app is based on the decentralized blockchain, the validators of 

the records on the network must be rewarded/incentivized with cryptographic tokens or 

any form of digital asset that has value.

 Algorithm: Decentralized app needs to have a consensus mechanism that portrays proof 

of value in the cryptographic system. Essentially, this endows value to the 

cryptographic token and creates a consensus protocol that users agree upon to generate 

valuable crypto tokens.

Now that we know the characteristics, we can try to fit it into a definition that will help us 

identify real-life examples. Essentially, dApp is an application that runs on decentralized P2P 

network governed by all the members and not a single central authority. 

How dApps fit in the real world? 

Utilizing the definition derived above, we found out that the first known dApp in the world was 

the Bitcoin. Popular as an apex cryptocurrency, bitcoin solves the centralization issue and gives 

users the power to perform transactions without any middleman or central authority via a self-

sustaining public ledger. Coming to the use case of decentralized applications, we can classify 

these apps based on the scenario they can be infused into. 



 
 

 

dApp using Ethereum Blockchain 

 

 

 

 

 

 

 
 

How Dapp is accessed by various users. 

 

 

 



 

5. Implementation 

 
The implementation of the dApp requires following dependencies to complete the working of 

the certificate verfiaction system on Ethereum Blockchain. 

 

 Truffle Suite 

 Ganache 

 Solidity 

 JavaScript 

 Web3.js 

 MetaMask 

 Remix IDE 

 

 

Ganache  

 
Ganache is a personal blockchain for Ethereum development you can use to deploy contracts, 

develop your applications, and run tests. 

 

 

SOLIDITY 

 

› Solidity is a contract-oriented, high-level language for implementing smart contracts. It was 

influenced by C++, Python and JavaScript and is designed to target the Ethereum Virtual 

Machine (EVM). 

 

› Soidity is statically typed, supports inheritance and complex user-defined types 

among other features. 

 

 

Truffle Suite 

 

▸ A world class development environment, testing framework and asset pipeline for 

blockchains using the Ethereum Virtual Machine (EVM), aiming to make life as a developer 

easier. With Truffle, you get:  

 

▸ Built-in smart contract compilation, linking, deployment and binary management.  

 

▸ Automated contract testing for rapid development.  

 

▸ Scriptable, extensible deployment & migrations framework. 

 

 

 

 



 

Remix IDE 

 

Remix is a Solidity IDE that’s used to write, compile and debug Solidity code. Solidity is a 

high-level, contract-oriented programming language for writing smart contracts. It was 

influenced by popular languages such as C++, Python and JavaScript. 

 

 

Implementation Steps :  

 

 

Setting up environment:  

 

1. Run Ganche to create a local server of blockchain on pc. 

2. Goto IDE and compile and deploy the contract  

3. Copy and paste the address codes in project code. 

4. Run a php server to host dapp webpage. 

 

Running the application: 

 

1. Run the Dapp webpage by hosted local server. 

2.  Create an account for your organization. 

3. Issue a certificate by first form 

4. Verify a certificate by verification form. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



6. Screenshots and Result 

 
  









 
 

 

 

 

 

 

 

 

 

 

 

 

 



7. Conclusion and future enhancement  

 

 

 
We were able to successfully implement the above discussed idea and have a working model 

of the dApp for certificate verification system. In the developed application a user can 

currently use his/her Ethereum wallet to save his certificate in de-centralized storage. 

 

 
Future Scope of the Project :  

 

 The Project can help the organization to issue and verify certificates in an more easy 

and secured way.  

 

 This can reduce the paper work that is good for environment.  

 

 It also reduce the man power and provide a very effective de-centralized application to 

handle certificate in an ease manner.  
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