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Projectsummary-

Inthismoderneraofcomputersandmobilephoneswhereevery handhasreachto

digitalworld,weallareverymuchvulnerabletocyber-crimes,andascomputer

technologycontinuestoevolve,thetaskofmanagingandhandlingprivateand

sensitiveinformationhasbecomemoreandmorechallengingwitheachpassing

day. Inmyproject,describedabouttheartifactsofWindows10.Andhowthese

artifactscanbeusedasaevidencetolinkasuspecttothecrimescene.Wecan

identifytheartifactsbyusingdifferenttypesofForensictools.WetookForensic

toolslikeFTKimager,OSForensic,Autopsyandetc.Thesetoolshelptoidentifythe

artifactsofWindows10.Onthebasisofthepreviousresearchwefoundthatthere

aredifferentartifactswhichhavestudiedbeforelikeJumplists,Recyclebin,Registry

analysisandetc.Everydigitalevidencecanbefoundbyusingfoursteps,



Identification,AcquisitionCollectionandPreservation.Wedidimagingintheproject.

Wetooka‘PEN-DRIVE’andthenusing’acquisition’processweimagedthe‘PEN-

DRIVE’byusingFTKImagerForensictool.FTKimagerisaforensictoolwhich

helpsinimagingthestoragedeviceorsystem.WeusedFTKimagerversion

4.2.0.13.

Title–AnOverviewofOpportunities&amp;Challengesin
ForensicAnalysisofArtifactsinWindows10OSusingOpen
Source&LicensedTools:AComparativeApproach

Introduction-
Crimesareincreasingineverydirections.Now,CriminalhasenteredtotheComputer

world.Asweknowthatcomputerhasbecometheessentialpartofdailyday-to-daylife.

It’simportancehasincreasedinalldirectionslikeinInstitution,inOffices,inIndustries

andetc.Computersareusedinscientificresearchvastlyanditisanimportanttool.

Researchprocesscanalsobedonewiththehelpofcomputers.Ithaslotsofstorage

deviceslikefloppydiscs,compactdiscsandauxiliarymemories.Datacanbeused

from thesestoragedevices.This storagedatacanbeusedforsingularphasesof

researchprocess.Inthispresenttimecomputersystemshavebecomeadditionaland

essentialpartofourlife.Itsaccessinpersonalandorganizationallevelhasincreased

quicklyinlastcoupleofyears.AsweknowthatwearelivingindigitalWorldaswellas

DigitalIndiasothecrimerelatedtodigitalforensicisalsoincreasingveryfast.Now,

CriminalshavealsoenteredintheDigitalforensicandtherefore,thecrimerelatedto

Computerisincreasingveryfast.DigitalForensicsisabranchofforensicscience,

whichisconcernedwiththeacquisitionandanalysisofmaterialsthatarefoundon

computerdeviceswhichcanbeusedforillegalpurposeslikehacking,cyberstalking,

impersonification,fraudandtheproductionandattainmentofchildexploitationmaterial.

Bulkofdataisnowpresentindigitalform thatincludespersonaldatalikephotos&

videos,governmentdocuments,secreteandconfidentialreportsoforganizations,

etc.Digitalforensicshasbeendevelopedinsuchawayofforensicsmethologies

basedonscientificdiscoveries.Accordingtotheindividualityofevidence,digital

forensicscanbedividedintotwotypesofevidenceslikestaticanddynamicforensics

evidence.Thestaticevidenceisstoredinthecomputersystem withindependentdisks

andotherstoragemedia.Inthecaseofthecyberattacks,itanalysesthecomputer

systemswhichhavebeenattackedusingavarietyoftechnologiesandmethods.As

day-by-daytechnologyhasdevelopedthefocushasextensivetoincludetherecovery

ofevidencefrom anydevicethathasadigitalstoragecapability.Thatiswhy,theroleof

digitalforensicshasstimulatedfrom theinvestigationofcomputer-basedcrimessuch



ashacking,cyberattacks,cyberstalking,fraudsandetc.Intherecentpast,

investigatorsofconventionalcrimesdidnotunderstandthelatentvalueofdigital

evidence.Thisisreallyimportanttounderstandthevalueofdigitalforensicaswellas

digitalevidencetoo.Therearecommontypesofdigitalevidenceinvestigatedincluding

images,text,videoandaudiofilesincode.Forthecriminalinvestigations,digital

forensicinvestigationtechniquesareadoptedforthepurposeofsecurityincident

responseandmanagementofbusiness-criticalsystems.Thecapturedbinarydatawas

morecommonlyknownasdigitalevidence.Forensicanalysisofcomputersystemscan

performedwithspecializedcomputerforensictoolstofindtheintegrityoftheevidence.

InthispaperwehavetostudyabouttheforensicsignificanceofWindows10artefacts.

Windows10waslaunchedinJuly2015anditwasreformedversionofWindows7and

Windows8.Windows10istheoperatingsystem,whichconsiststhefeaturesofthe

windowsthathavereleasedinlastpreviousyearssoithasbecometheseriesofall

operatingsystems.WithWindows10themostnotablechangefrom previousversions

wastheideaofhavingsingleplatform forsmartphonestabletsanddesktops.The

windows10operatingsystem isthelatestversionfrom Microsoft,whichcomeswith

manyfeatureslikecontinuum,cortana,notificationcenter,Microsoftedge,multitasking,

universalappsetc.ArtefactswasfoundchangedintheWindows10whenitwas

comparedwiththepreviousversionsofWindowslikewindows7andwindows8.Each

versionofWindowsoperatingsystemscontainedmanydifferentartifactsthatWindows

10,forensicinvestigatorsmustexamineitinordertodeterminethechanges

implementedfrom Windows8.1andtheadditionofnewartefacts..Windows10has

becomethemostusablewindowsoperatingsystem thatisveryeasytousebecauseit

hasfoundtherearelotsofsimilarfeatureswhenitiscomparedwithwindows7.It

startsandworksfastinthecomparisonofpreviouswindowsthatwastimetakenand

windows10hasmoresecurityfeaturesthatkeepssafeourinformation,personal

detailsandsomeimportantfilesalso.Windows10hasreleasednewfeatureslikeTask

Viewthatisavirtualdesktopsystem,MicrosoftEdgewebbrowserandothernew

applicationsandadditionalsupportforfingerprintaswellasfacerecognitionlogin,new

securityfeaturesforundertakingenvironmentsandfortherectificationofoperating

system’sgraphiccapabilitiesforgames,ithasalsointroduced DirectX12andWDDM

2.0.Windows10educationeditionismeantforeducationalinstitutions,students,

teachers,andadministrators.ThetoolsusedinWindows10:VMwareFusion,FTK

Imager,ProcessMonitor,ProcessExplorer,ESEDatabaseViewandRegistryExplorer.

Theothersourcesforevidencelocationforforensicanalysisarerandom access

memory(RAM),memoryfiles,connectedpendriveanditsfilesystem,valuableartifacts

ofwindowsoperatingsystem,windowsregistryhives,webbrowsers,emailandsocial

networkingapplicationsinstalledonthesystems.JumpListswasthefeaturewhich

wasreleasedwithwindows7inJuly2009andthisfeatureisstillcontinuedwiththe

latestversionofwindowswhichiswindows10.JumpListsarethefeaturesthoseare



createdwiththehelpofsoftwareapplicationswithwhichausercanfindorjump

directlytotherecentopenedfilesandfolders.

Artifacts:Artifactsaretheareasorregionwithinacomputersystem whichconsists

animportantinformationabouttotheactivitieswhichisperformedbythecomputer

user/computeroperator.Thetypeandlocationofthisinformationdependsuponthe

operatingsystem.Atthetimeofforensicanalysis,theseartifactsplayaveryimportant

roleinsympatheticorharshtheinvestigator’sobservation.

Windowsartifactsacceptimportanceduetothefollowingreasons−

Around90%ofthetrafficinworldoccursfrom thecomputersandit’soperatingsystem.

SoArtifactsareimportantfordigitalforensicsexaminers.

TheWindowsoperatingsystem storesdifferenttypesofevidencesrelatedtotheuser

activityoncomputersystem.Thisisthesecondreasonwhichshowstheimportanceof

Windowsartifactsfordigitalforensics.

SeveraltimestheDuetoincreaseincyber-crimeinrecentyearsreasonthatWindows
artifactsareimportant.

OSArtifacts:

 FileSystem

 RegistryHives

 EventLogs

 PrefetchFiles

 RecycleBin

 Cortana(Search)

 NotificationCentre

 PicturePassword

 LNKShortcuts

 ThumbCache

Investigatorrotatestheinvestigationaroundoldandtraditionalareaslikeusercrated

data.Windowsartifactscanhelpintheinvestigationtowardsnon-traditionalareaslike

system createddataortheartifacts.Greatabundanceofartifactsisprovidedby

Windowswhicharehelpfulforinvestigatorsaswellasforcompaniesandindividuals

performinginformalinvestigations.

OSArtifacts:Windows10operatingsystem’sartifactsarefollowing:



LNKFilesForensics:

“Link”filesaretheshortcutfilesofWindows.Thatlinkorpointtootherfilesor
executablesforeaseofaccess.

OnthebasisofComputerForensic,thesefilescontainapersonalsetofinformationthat

canhelpduringaninvestigationoranincidentresponse.

Therearesomeoftheinformationcarriedinsideof“.lnk”files.

 Originalpathofthetargetfile.

 Timestampofboththetargetandthe“.lnk”file(Created,Modified,Accessed).

 FileAttributes(System,Hidden…etc.)

 Detailsaboutthedisk.

 Remoteorlocalexecution.

 MACaddressofthemachines.

 Etc.

Toextractandparsethecontentsofthesefilesyou’llrequiresometools,fortunately
we’renotshortonthose.Hereatwoofthem.

 LECmd

 LNKparsingUtility

Tounderstandmoreabout“.lnk”filesIsuggestyoureadMagnetForensics’sblogpost
titled “ForensicAnalysisofLNKfiles”andwatchthisintroductoryvideotutorialby13
Cubedtitled “JumplistsandLNKfiles”.

JumpListForensics:
JumpListsareawindowsfeatureintroducedwithWindows7.Theycontaininformation
aboutrecentlyaccessedapplicationsandfiles.

Twoformsofjumplistscanbecreatedinwindows.

 “AUTOMATICDESTINATIONS-MS” Thesearejumplistswhichare
createdautomaticallywhenanyusersopensafilesoranapplication.Theyare
situatedinthesubsequentdirectory.

C:\User\xxx\AppData\Roaming\Microsoft\Windows\Recent\Automation
Destinations

 “CUSTOM DESTINATIONS-MS”:Asthenamesuggestedtheseare
custom -madejumplistswhicharecreatedwhentheuserspinsafileoran
application.Theyarepositionedinthenextdirectory.

C:\User|xxx\AppData\Roaming\Microsoft\Windows\Custom Destinations

Tomakesenseoftheinformationfoundinsidethesefileswecanusemanytools.Below
aretwoofmyfavorites.

JLECmdbyEricZimmerman

JumpListExplorerbyEricZimmerman



WindowsJumpListParser

Alsoyoucanchecktheresourceslistedbelowtounderstandabitmoreaboutthistopic.

 LNKFilesandJumpLists

 ForensicsWikiJumpLists

 Windows10JumpListForensics

PrefetchFilesForensics:
TherearePrefetchFileswhichareveryvaluablesetofartifactsforanyonedoing

forensicsanalysis.Thesefilescontainafruitfulinformationabouttheapplicationsthat
havebeenrunonasystem suchas

 Applicationname

 Applicationpath

 Lastexecutiontimestamp

 Creationtimestamp

 Etc.

Prefetchfilescanbecreatedwiththehelpofdirectorywhichismentionedbelow:

C:\Windows\Prefetch\

Tomakesenseofthesefilesandtheinformationavailablewithin.Werequiresome
tools.Fortunatelywehavejustthat.

Belowaresometoolsthatcanhelpusparsethesefiles.

 PECmd

 WindowsPrefetchParse

 WinPrefetchView

IhighlyencourageyoutoreadmoreaboutApplicationPerfectingandPrefetchFilesas
theyaretrulygreatforensicartifacts.

Belowaresomeresourcestogetyoustarted.

 ForensicinvestigationofPrefetchFilesWindowsOperatingSystem–Magnet

 ForensicsWiKi–PrefetchFilesinWindows

 DigitalForensicsPrefetchArtifacts

 PrefetchForensics

WindowsForensicAnalysisinvolves:

CollectionofVolatileandNon-Volatileinformation

Windowsmemory& Registryanalysis

WindowsOperatingSystem Fileanalysis

ForensicInvestigationofeventlogs&Windowspasswordissues



VolatileInformation:Volatileinformationisany information which isstoredin
memorythatwillbevanishedwhenthecomputerlosespowersupplyorinthecaseof
whenitis turned-off. Volatileinformationareholdinphysicalmemoryor RAM
(Random AccessMemory),and italsoconsistsdataordetailsaboutthe processes,
network connections,openfilesandetc. Volatileinformationgivesthespecificdetails
informationaboutthe conditionofthesystem whileitwasattheactivemode.

ThereareparticulartypesofVolatileinformationwhicharealwaysinvestigatedbythe
investigatorduringtheinvestigation:

 Logged–Onuser

 OpenFiles

 NetworkConnections

 ProcessInformation

 Process-to-portmapping

 Processmemory

 System time

 Commandhistory

 Mappeddrives

 Service/Driverinformation

 Networkissues

 Shares

Non Volatile Information:Nonvolatile information  is a type of digital
informationthatisdeterminedlystoredwithinafilesystem intheform ofelectronic
medium.Itisstoredintheform ofelectronicmedium sothatitcanstoreinformation
evenaftertheevenaftertheplugisOFFstate whenpowerisremoved.Itisperpetual
anditcanbecollectedafterthecollectionofvolatileinformation.

ThereareparticulartypesofVolatileinformationwhicharealwaysinvestigatedbythe
investigatorduringtheinvestigation:

 SwapFiles

 Index.datfiles

 HiddenADS(alternatedatastreams)

 WindowsSearchIndex

 Unallocatedclusters

 Connecteddevices

 Registrysetting

 Eventlogs

 Unusedpartitions



WindowsRegistryAnalysis:Windowsregistryisanimportanthierarchical

databasefortheconfigurationofoperatingsystem andmostofprograms.Itcontains

abundantinformation which have potentialevidentialvalue in Forensic analysis.

Windowsregistryisonethatcanbeusedaseditortoaccesswindowsregistry.The

Registrytoolislikeawealthofinformationforboththeadministratoraswellas

forensic investigator.The attackerorhackerofthe ComputerSystem performs

variousactivitiesonitsuchassoftwareinstallation,deviceconnections,puttinga

maliciouscode,accessingdocumentsprogramsandnetworkconnections.

WindowsFileAnalysis:Itmaintainsseveralnumberoffilesthoseareuseful
from aforensicviewpoint.AnInvestigatorwhoinvestigates thedifferentlocations
duringtheinvestigation,hefindsthefruitfullinformation inwhichpossibilityoffinding
dataismore,theycollectinformationfrom thatparticularareasandthentheydo
analysisofuncertainty.Therearedifferentaspectsthoseareattachedtogetherbythe
factthattheyallresidewithinfilesorthefilesystem.

EventLogs:Thiscontainsthefullinformationrelatedtothesystem,securityand
applicationnotificationsstoredbythe Windowsoperatingsystem.Theprocessisonly
used isonlyusedbytheInvestigatortoidentifysystem problemsanditalsoanalyse
thefutureissues.Therearemanyapplicationsandthe operatingsystem (OS) which
usetheseevent logs torecordsignificanthardwareandalsotherearemanysoftware
actionsthatareonlyusedbytheadministratorcanusetoshortouttheproblem
issueswiththeoperatingsystem.Thislogbookrecordmaintainstheinformationlike
accountlockouts,logonandlogoffsessions,recentlyexecutedprograms,blocked
applicationeventsetc.TheWindowsoperatingsystem locatestheexactingeventsin
itslogfiles,suchassecuritymanagement,applicationinstallations,,system setup
operationsoninitialstartup,andproblemsorerrors.TheelementsofaWindows
eventlog:

TherearedifferentinformationcontainbyEventloggivenfollowing

 Time:Thetimeinwhichtheeventisoccurred.

 Date:Thedateonwhichtheeventoccurred.

 Computer:Thenameofthecomputerusingbytheoperator.

 EventID:Windowsidentificationnumberthatspecifiesthetypeofanevent.

 User:Theusernameoftheuseratthatparticulartimewhenloggedontothe
machine.



Cybertools-CyberForensicInvestigatorsinvestigatestheincarcerateAnalysisof
digitaldata to provethatInternetwasrelated to fraud ornot.In previousyears
Computers were onlyused forstoring large volume ofdata and perform many
operationsonitbutnowadaysasthecrimerelatedtoDigitalForensicisincreasingso
theuseofComputerhasbeenalsoincreased.TosolvetheproblemsrelatedtoCyber
crime,selectionofForensictoolsareveryimportant,Forbetterandfast research
investigation,the Investigatorhad created many cyberforensic tools.Corporate
Agenciesandinvestigationagenciesselectthetoolsbasedonthebasisoftheirbudget
and availability.Bythestudyofdifferentcrimeswecanknow theimportanceof
computerforensics&itstoolswhichcanhelpInvestigatortoInvestigatethecrime
sceneduringtheinvestigation.

TherearedifferenttypesofCyberForensictoolswhichmayhelptoanalysetheartifacts
ofWindowsForensics:

1.AccessDataFTK-FTKImagerisaCybertoolwhichhelpsinAcquisitionwhich

includesvariousforensictoolkitssuchasHelixandSANSSIFT.Withthehelpofthis

tool,wetryandobtainaforensicimageofaUSBdrivewithbyusingFTKImager.As

weknowthatineveryforensicinvestigationweshouldneverworkwiththereal

evidencethatinourcase.SoweshouldneverUSBdriveanditscontent,butrather

workwithacopyoftherealevidence,whichcanbeanexactreplicaoftheoriginal

evidence,meansweneedabydegreescopyoftheoriginalevidence.

2.Autopsy-Autopsyisatoolwhichisusedforcollectingtheinformationaboutthe

userwhichcanbeusedasanevidenceincriminalcases.Gatheringinformationabout

theusersisknownasCortonawhichmeans‘storinginformation’.AutopsyisaFree

toolthatallowsforensicsinvestigatorstoanalyzediskimagesandalso reportmany

typesofinformation.Autopsyisbuildupon‘TheSleuthKit’setofcommandlinetools.

Autopsyworksas‘Multi-purpose’toolwhichisusedinmobilecloudsandWindows

both.Withthehelpofthistoolwecananalysethelivesystem andalsowecananalyse

thecloud/drive.

3.RegEdit-Itisanimportanthierarchicaldatabasefortheconfigurationofoperating
system andmostofthedifferentprograms.Itcontainsrelevantinformationwhichhave
potentialevidentialvalueinForensicanalysis.Itisatoolwhichcanbeusedtoaccess
windowsregistry.Thistoolhelpstoextracttheusefulinformationwhichcanhelpfor
bothAdministratoraswellasInvestigator.ThehackersoftheComputerSystem
performsvariousactivitiesonitsuchassoftwareinstallation,puttingamaliciouscode,
deviceconnections,accessingdocumentsandprograms.



4.MagnetAxiom-Itisacompletedigitaltoolfortheinvestigationplatform which

allowsInvestigatorsto acquireandanalyzedata,aswellassharefindings.This tool

helpstolearnaboutcapabilitiesandfeaturesofAxiom-theevolutionofMagnetIEF.It

alsohelpstolearnaboutcapabilitiesandfeaturesoflivesystemsanditcanalso

analysethecloud/drive.Soitis‘allinone’tool.

5.EncaseForensic-EnCaseForensicisatoolthatenablestocollectDigital

evidenceandconductlargescaleinvestigationsfrom beginningtoendduringthe

investigation.Thistoolwasdesignedtobeusedforcollectingevidence.Thissoftware

comesinseveraldesignedforForensics,Cybersecurity,securityanalysticsandfore-

discoveryuse.

6.OSForensic-Thistoolopensthedefault,SAM,software,security,system hives

fortheinvestigation.Oneofthemostimportantfeaturesofthistoolthatitprovidesthe

lastvariationdateofakey.OSForensicisacompletetoolkitwhichisalsoknownas

‘Multi-tasker’thatprovidesthefacilitiesformemoryview,rawdiskview,recentactivity.

ReviewofLiterature-

NingZhangetal.(1997)discussedabouttheincrementofCyber-attackswhichare
increasingveryfastday-by-day.Forensicinvestigators couldfindveryeasilythatwhat
happenedonasystem byacquiring thememorydata.Inthis,theystudiedabout
possibilityofmalicioussoftwarewhich misusingarchitecturalfeaturestodamage
memoryforensics.Thereare twotypesofarchitecturalfeaturethosearemisused
named physicaladdresslayoutandsecurecontainers.Thefirstarchitecturalfeature
was physicaladdress layoutwhich wasusedbythenorthbridgetoroutememory
accesstoeitherphysicalmemoryorInputdevicesonx86platforms.Theyproposed
HiddenlocationininputSpace(Hives),which canchangeCPUregisterstoalterthe
physicaladdresslayouttocovermemory.A novelInputinvestigationtechniqueisused
tolockamemoryregionnamedHivesmemoryintoI/O addressspacetoprevent
access.ThereweretwodifferentnoveltechniquesfirsttechniquenamewasBlackbox
writeandthesecond onewas TLBCamouflagethose weredevelopedtoprotectthe
unlockedHivesmemoryagainstmemoryforensicswhile itwasallowingaccessfor
attackers.Andthesecondarchitecturalfeature wasexplorednamed hardware-aided
secureexecutiontechnology.Moreimportantly,theyproposedcountermeasuresand
mitigationsthesetwofeaturesforthelatestdiscoveredattacks.Onthebasisonthese
features theiraim wastoraisetheawarenessofthepotentialrisksofmisusing
hardwarearchitecturalfeaturestodemonstratetherisk.



GrantOsborne(2015) discussedaboutthegeneraltechniqueswhichwas usedinthe
acquisitionandanalysisofasystem’svolatilememory.Memoryforensics

Comes from obscurityin 2005 in response to a challenge issued bythe Digital
Forensics

ResearchWorkshop(DFRWS). ThentheResearchersandInvestigatorsstartedto
understandtheimportanceandroleofmemoryfortheforensicanalysis.Healso
discussedabouttheVolatilememorywhichcontainsausefulinformationregardingthe
currentstateofdevice.Memoryforensicstechniquesexamined RAM to remove
informationsuchas,encryptionkeys,passwords,openfiles,networkactivity,openfiles
andetcwithinanoperatingsystem.Theseinformationcouldhelpinvestigatorsto
reconstructtheeventssurroundingcriminaluseoftechnology.

RichardM.Stevens(2010) discussedaboutthecurrent memoryforensic tools like

processesandsockets.Duetothenumberofhaving forgeddata,therewasaneedfor

morememoryforensictechniqueswhichwasused to dig outuser-entered data

retainedinvariousMicrosoftWindowsapplications.TherewasakeynamedCommand

historywhichwasbestsourceofevidenceincomputercrimeswhichrevealsimportant

detailsaboutanoffender’sactivitiesonthesubjectsystem.

JohannesStuttgenandMichaelCohen(2013)discussed memoryanalysishadgained

popularityinrecentyearsprovingtobeaneffectivetechnique.Thereweredifferent

uniqueevidentiarychallengesareacquiredduetothedifferentchallengingacquisition

techniquewhichwaspresentedbytheMemoryacquisitionprocess.They alsouseda

numberofsimpleanti-forensictechniqueswhichwerecurrentcommercialandfree

memoryacquisitiontools.Theyfoundthatcurrenttoolswerenotasmuchusefultto

very simple anti-forensic measures.They presented a unique and convenient

acquisitiontechniquenamed‘novelmemoryacquisitiontechnique’thatwas basedon

directpagetablemanipulationandPCIhardwareintrospection.

BrainD.CarrierandJoeGrand(2003)discussedthat itisverydifficulttoperform

acquisition of volatile memoryfrom a compromised computeragain and again

becausetheacquisitionprocedureshouldnotworksonuntrustedcode,suchasthe

operating system orapplications executing on top ofit.Theyalso presented a

procedureforacquiringvolatilememorywiththeuseofahardwareexpansioncardthat

canmakereplicaofmemorytoanexternalstoragedevice.Thememorycardcouldnot

easilybedetected byanattackerand italsohadaspecialtythattheacquisition

proceduredidnotworksonuntrustedresources

BhupendraSinghandUpasnaSingh(2016)discussedabouttheJumplistsandthey
saidaJumplistcouldhaverecordswhichcouldbeworkasevidenceduringthe
investigationanditcouldalsogivetheinformationabouttheactivityofuserandhis/her



details.ArtifactsrecordedbyJumpListshadbeenwidelydiscussedinvariousforensic
InvestigatorssinceitsdebutinMicrosoftWindows7.However,thisfeaturehadmore
capabilitiestorevealevidenceinWindows10,duetoitsmodifiedstructure. Inthis
paper,theyhave identified the structure ofJump Listsin Windows10 and they
compareditwithWindows7andwindows8.Aftermanyyearsatoolwasintroduced
calledJumpListExt(JumpListExtractor)thatwasdevelopedonthebasisofidentified
structurethatcanparseJumpListsinWindows10individuallyaswellascollectively.
Therewerenumberofexperimentswhichwereusedtodetectantiforensiceffortslike
evidencedestruction,evidencemodificationandevidenceforgingcarriedoutonthe
recordsofJumpLists.

BernardAllenSabernickIII(2016)discussedForensictoolswereacriticalcomponent
offorensicinvestigatorsjob.Asnewfeatureswereaddedinoperatingsystems,those
toolsneedtoadaptandbeupdatedtoanalyzethosenewfeatures.Microsoftrecently
releaseditsWindows10operatingsystem withanewvoiceactivatedpersonaldigital
assistantcalledCortana..Cortanaiscapableofstoringinformationaboutauserwhich
couldbeusedasevidenceincriminalcases.Usingtheopensourceforensictool
Autopsy,thisinformationwascurrentlynotbeinggatheredinaneffectivemanner.In
ordertoaddressthisproblem,theirpaperproposedenhancementstotheAutopsytool
toallow forensicinvestigatorstocollecttheneededinformationaboutCortanaand
analyzeitmorequickly.

DianaHinteaetal.(2017)discussedaboutthelatestversionofMicrosoftoperating

system,.Windows10wasthelatestMicrosoftoperatingsystem onwhichForensic

investigators examined the artifacts .Forensic investigators mustexamined to

determinethechangestheycompareditwithwindows8.1andwiththeirartifactsalso.

Theyanalysed Windows10andtheirnew featuressothattheycandifferentiate its

artifactstotheotherwindowssystems.Thetoolswhichhelped:FTK Imager,Process

Monitor,ESEDatabaseViewandRegistryExplorer.They alsofoundthattheartefacts

werechangedinWindows10incomparisontothepreviousversionofWindows.When

theycompared windows10withWindows8.1,therewereanumberofartifactsfound

similartotheWindows10.

HaoyangXieetal.(2012)discussed theimportanceofWindowsRegistryforensics

whichwereanimportantbranchofcomputerandnetworkforensics.WindowsRegistry

wasconsideredastheheartofWindowsOperatingSystemsbecauseitwascontained

allofthe Groups,WindowsRegistryconfigurationsettingofspecificusers,hardware,

and software.Therefore,itwas viewedasagoldmineofforensicevidenceswhich

couldbeusedincourts.TheyalsointroducedthebasicsofWindowsRegistry.

DerrickJ.Farmer(2007)discussedabouttheMicrosoftWindowsRegistrydatabase

andexplainhow criticallyimportantaregistryexaminationistocomputerforensics

experts.HediscussedinhispaperaboutthevarioustypesofRegistry'footprints'and



delveintoexamplesofwhatcrucialinformationthatcanbeobtainedbyperformingan

efficientand effective forensic examination.Manyofthe Registrykeys thatare

imperativeandrelevanttoanexaminationwillalsobediscussed.

AmirNajafiAminetal.(2019)discussedthat mostlyMicrosoftWordwasusedasa
primary toolofthe computer which created ,and accessed and modified the
associateddigitaldocuments.Duetotherapidincreaseintheusageofdigitaldevices,
DigitalInvestigations became vitalwhile dealing with deleted,hidden,modified,
temperedorstolendocumentseitherincaseofanincidentoradigitalcrime.Intheir
paper,anovelstudyiscarriedoutspecificallyonMicrosoftWordtofigureoutits
forensicsartifactsinWindows10registry.

HarlanCarvey(2005)discussedthe WindowsRegistry containsawealthofinformation
thatcanprovetobeveryvaluabletothe forensicinvestigator.Thekeytoaccessingthis
informationistoknowwheretheinformationexistswithinnotonlythefilesystem,but
alsowithinthestructureoftheRegistryitself.

GraemeHarsmanetal.(2019)discussedthatcomputingdesktopmarketwas

dominatedbythetheMicrosoftWindowsoperatingsystem.Examinationofdigital

deviceandartifactswastheessentialpartofForensicinvestigation..Thisexamination

providedexaminationofWindows10Timelinefeatureandalsoabilitytoknowthe

activityoftheuser.Withinthedatabaselogfiles.Italsogiventheinformation

regardingtheTimelinefeatureofWindows10.

NarasimhaShashidharandDylanNavak(2005)discussedthatfrom thedigitalforensic

perspective,Prefetchfileslikeanyotherfileinasystem canbeinvestigateforthe

investigationpurpose.WiththehelpsuitabletoolsaDigitalForensicexaminercan

investigatethePrefetchfileswithinthesystem.Thesetoolshelptofindtherapidlyfiles

sotheytakelesstimeduringtheinvestigation.WindowsPrefetchfilesweremadeto

lessthestartingtimewhichistakenbytheapplicationsofwindowsanditalsohelpto

consumedatawithinlesstime.Inanotherway,Prefetchfileshelptoavoidfault.This

foldercontainsprefetchfilesforuserandsystem applicationsaswellasaReadyBoot

folder,alayout.inifile,andseveraldatabasefiles.Theyinvestigatedtheprocessbehind

thecreationandmanagementofprefetchfilesonaWindowsmachine.

TimothyD.Morgan(2008)discussedtheforgettingfruitfulinformation,Investigator

shouldinvestigatethe Windowsregistry servesasaprimarystoragelocation.There

wereanumberofResearcherworkedonthefactbuttheydidnotfindsomethingthat

canhelpduringtheinvestigationprocessbutalsotheywereunavailabletofindhow

WindowsdeletesregistrydatastructuresunderNT-basedsystems.Healsoexplained

thetopicandprovidedanalgorithm forimprovingdeletedkeys,values,andother

structuresinthecontextoftheregistryasawhole.



EnlynButterfield(2014)discussedthattheWindowregistryisadatabasewhichcan

storesettingforacomputeruserlikeapplications,andhardwareinstalledinasystem

andmanyotherassociatedsettings.Theregistrywasstoredinsuchaformatthat

requiresdecodingtoberead;thereareseveraltoolsthatcanhelptodothis.Once

theseareopeneditprovidesawealthofinformationincluding,butisinnowaylimited

to,evidenceoftheapplicationsandfilesauserhasopened.

NihadAhmadHassanandRamiHijazi(2017)Registryfilescannotbeexamineddirectly

thatiswhytheyshouldachievedwiththehelpof‘FTKImager’andalsoitshouldbe

restoredwiththeassociateddeletedregistryrecordswhichshouldbeidentifiedwith

the‘RegistryExplorer’andalsoexamineallregistryhives.Registrykeyisaconsistsan

objectthatplaystheexactsameroleasafolderinnormalnamingWindows® .A

Registrykeythatcancontainanotherkeysandsubkeysinadditiontodatavalues.To

workthefunctionkeyshelptoworkanyapplication.

Hong Guo etal(2012).-discussed thatthe use and developmentofInternetis
increasingandnew technologiesareincreasingwiththepassageoftime.Computer
forensicsisaregionofresearchthathelpstoinvestigatorfortheinvestigationprocess
andalsoanalysistechniquestohelpdetectionofthesecrimestopresentinthecourt.
They provided basic conceptofcomputerforensics and also outlines various
principlesofcomputerforensics.

Research-ThepreviousResearchwasdoneinWindowsForensic

1.Registry-Registryfilescannotbeexamineddirectlythatiswhytheyshould

achievedwiththehelpof‘FTKImager’andalsoitshouldberestoredwiththe

associateddeletedregistryrecordswhichshouldbeidentifiedwiththe‘Registry

Explorer’andalsoexamineallregistryhives.

Artifacts-,Lastpasswordchangedtimestamp,Lastlogontimestamp

Lastopenedandvisitedfolders,Recentlyopenedfilesandetc.

2.WindowsmemoryArtifacts:

Artifacts-ThesearetheartifactsnamelyHiberfile,RAM,Swapfile,Pagefile.

Theseartifactsgiveanumberofinformationduringtheinvestigationprocess.This
memoryinvolvesevidencelikepasswords,username,URLsvisited.Hiberfilegivesdata
likeplayedsongsonwindowsOS,openedimagesandmoviesandetc.Italsorecords



theoutlinesofforensicinvestigationscarriedout.CapturingRAM isdoneusingthe
forensictool‘RAM Capturer’byBelkasoftwhereashiber,pageandswapfilesare
analysedusingtheMagnetAXIOM (commercial).

Fig-Procedureforforensicanalysisof
windows

OperatingSystem:

Artifacts-ItinvolvesartifactsnamelyEventlogs,Recyclebindata,LNKfiles,

Prefetchfiles,Jumplistsandetc.

MyResearchwasbasedontheartifactsrelatedtoWindowsOperatingsystem byusing

differentForensicTools.IhavedoneImagingpartofstoragebutitsanalysiswasleft.

Methodology-

TheimportantroleofdigitalforensicsInvestigatoristogatheringdatafrom asuspect’s
device,

Theprocessofgatheringinformationfrom adigitalevidence

Identification:Thisistheprocessofdocumentinganddetectingthedigital
evidence.DuringthisstepofIdentification,theDEFR(digitalevidencefirstresponder)
mustexaminethealldeviceswhichareusedintheperpetrationofacrimeaswellas
thosedevicesthatseem irrelevant.TheDEFRshouldtakepracticalcomponentslike
cloudcomputingintoconsideration.

Collection:AftertheprocessofIdentification ,alldeviceswhichareidentified
shouldbetransferredtothelaboratoryforanalysis.TheDEFRorInvestigatorshould
alsolookothermaterialswhichcanhelptolinkcrimetothecrimescenesuchasglass,
hairs,oranyothersubstances.

Acquisition: Afterthecollectingandidentifyingtheevidence,Acquisition
processshouldbedoneIntheprocessdigitalevidencefrom anelectronicmedia
shouldbeanalysed.Therearefourfundamentalmethodsforacquiringdata,disk-to-
imagefile:,disk-to-diskcopy,,logicaldisk-to-diskfile,andsparsedatacopyofafileor
folder.Acquisitionprocessisperformedwherethereisalargeamountdataare



gatheredfrom RAIDdrivesorlargedrives.Whilecollectingthedigitalevidence,an
investigatormustremembertheruleofe“OrderofVolatility”thatdefinestheorderor
sequenceinwhichthedigitalevidenceshouldbecollected.Thisorderforcollecting
evidenceismaintainedfrom highlyvolatiletolessvolatiledata.Thesuitabletoolmust
beusedforacquisitionpurposesanditshouldalwaysperformedontestratherthan
onsuspectdrivesothatrealevidencecannotbedestroyed..Validateacquisitionwith
built-intoolssuchashexadecimaleditorwithSHA-1orMD5hashingfunctions.For
AcquisitionweuseFTKimagerorEncaseimager.Weused‘PENDRIVE’asaevidence
thenwedoneimagingwiththeversionofFTKImager4.2.0.13.Wefollowedseveral
stepsfoeimagingwhicharegivenasfollows:

Createimagedisk–Physicaldrive-Finish–AddRaw(dd)-Image
destinationFolder-Browser-ThisPC-DiskE-CreateFolder-Image
fileName–Start

Preservation:

AftertheAcquisitionprocess,evidenceshouldbepreservednow.Itshouldbe
preservedatphysicalsitesothatitcannotbealteredorchanged. .Onlywell-preserved
evidencecanbepresentedforcourtproceedings.

Result-WiththehelpofFTKimager,imagedthe’Pen-drive’.

Discussion-Wemadeimageofapen-drivesuccessfullybutwehaven’tmakeimage
ofsystem withthehelpofFTKimager.Fortheinvestigationpurposeweshouldfollow
these foursteps ofdigitalforensic like Identification,Aquisition,Collection and
IdentificationwiththehelpofdifferentForensictoolsByusingdifferentForensicftools
wecanidentifyartifactsofWindowsForensiceasily.Andthesedigitalevidencewhich
arefollowedbydigitaltoolscanhelptorelatesuspecttothecrimescene.After
Acquisitiontheadmissibilityofevidenceincourtisvalid.Due totheCovid-19mywork
isnotcompleted.

Conclusion-

AstheCrimerelatedComputerForensicsareincreasingveryfast.Therefore,itis



necessarytohaveknowledgeofComputerForensic.ThedemandofDigitalForensic

knowledgeisincreasingineveryfieldlikegovernmentsector,bankingSectors,

InternationalcompaniesandetcInthispresenttimeeveryonepossessesmobile

phones,laptops,tabletsandetcso,onlinefraudsarealsoincreasingveryfast.

WindowsForensicandit’sartifactscanbeidentifiedwiththeofdifferentDigital

Forensictools.‘Acquisition’isthestepofComputerevidencewhichcanberecognized

withthehelpofFTKorEncaseimager.FTKimagerhelpstoimagedthestoragedevices.

Futurescope

AsthecrimesrelatedComputerForensicsareincreasingday-by-day.Theimportance

ofDigitalForensicsisincreasingveryfastinthispresenttime.DigitalForensicis

playinganimportantroleineveryfieldofarealikeBankingSectors,Multinational

companies,CyberSecurities,Governmentsectorsandetc.Byseeingtheincrementof

cybercrime,Iwouldsaythatitisonethatcanplayanimportantroleandalsoitcan

holdthefutureofITindustry.Weareseeingthatcybercrimesareincreasingdaybyday

andtocatchthesebreachesorstopthiscrime,weneedcyberforensicstodetect

mitigateandanalysethem.Attackshavenolimitationforthecountry,areaoranyother

geographicalregion.Theseattackscancomefrom anydirectionsoweneedtobe

positiveagainstcybercrimes.Asthetechnologiesareincreasing,crimesarealso

increasing.Tocontestthesecrimes,digitalforensichasbecomeessentialpartforthe

criminalinvestigationinthepurposeofcourtoflaw.Computerforensicsdefinesthe

crimewhichisrelatedtothecomputerandnetwork.Therearetwotypesofcrimes

whicharerelatedtoitfirstlyacomputerisusedtocommitacrimeandsecondarythe

computeritselfisthetargetofacrime.DigitalForensicsdopostandpre-digital

forensicsinvestigations.Inthispresenttimeasthetechnologiesareincreasingvery

fast,everyonehasmobilephonesandtheyareusingitfrom Onlinetransactions,social

mediaandetc.Wecanbuildourowntaskcore.EmployeesworkinginInternational

companiesandITsectorsstolethedataofthecompanyandsellittoothercompanies

astheyaredoingfraudsowecancatchthem easilywiththeknowledgeofDigital

Forensics.WegetDetailswhichareverymuchcrucialtolinkasuspecttothecrime

scene.Asthejobsthroughlinkedinandindeedareincreasingsofraudsarealso

increasingsoitwillalsohelpinOnlinejobsFraud.
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