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SMART GRID 
Definition:

A smart grid uses digital technology to improve reliability, security, and efficiency (both economic and 
energy) of the electric system from large generation, through the delivery systems to electricity 
consumers and a growing number of distributed-generation and storage resources.

Smart Grid = Power Grid + Information and Communication Technologies (ICT)

Understanding Smart Grid –

• System (G, T, D) with an advanced two-way communications system

• Enables real-time monitoring and control

• Enables cost reduction and efficiency improvement
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INFORMATION AND COMMUNICATION TECHNOLOGY

 ICT are core of a successful smart grid implementation.

 Using ICT , the grid become more reliability, security, and efficiency.

 Systems (G,T,D), consumption, marketing , retailing , etc.  are heavily based on ICT infrastructures.

FUNCTION OF  ICT  

1. Generation domain -

 Automation of Bulk generation and Distributed energy resource (DER) operations.

 Synchronizing and adjusting the voltage levels.

2. Transmission domain  –

 Automation of the transmission power grid (SCADA/EMS)

3. Distribution  domain -

 Distributed management system (DMS) improves classical Outage Management Systems (OMS) by automation.

 Real-time adjustments by Advanced Distribution Automation
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SECURITY OBJECTIVES OF SMART GRID

 Data Availability: Refers to the timely 
and reliable access to the use of 
information.

 Data Confidentiality: It refers to 
protecting personal privacy and 
proprietary information from 
unauthorized access.

 Data Integrity: It refers to preventing 
or detecting the modification of 
information by unauthorized persons or 
systems.
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POTENTIAL RISKS ASSOCIATED WITH CYBER SYSTEM

 Smart grid back bone is its computer network, which connect different components to a smart grid, and 
provide two way communication.

 Network components are increases ,the complexity of power system is also increases which brings more 
opportunities to security vulnerabilities.

 Increased complexity

 Risk of cascading failures

 Increase in potential adversaries

 Data privacy issues
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TYPES OF ATTACK 
1. Denial-of-service attack :

 Attacker floods packets in the network to jam legitimate services.

 It leads to damage the network performance of power substation system.

2. Random attack :

 Attacker simply manipulates the sensor readings by inserting a random attack vector.

3. False data injection attack:

 Attacker is assumed to be familiar to the system and its parameters used in estimation and 
detection.
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