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ABSTRACT 

 

 
With the growing population people are working and making money and saving in the personal bank 

accounts but the problem is that we have not the proper secure system by which we can authenticate 

users to particular dashboard. Currently whenever a user signs up to any secure portal and after login 

he/she will navigate to proper dashboard. But what if the password got hacked by decrypt module in 

programming language, this can be led to delete the user dashboard, account or some important 

documents.For navigation users to particular dashboard and with a advanced system we can make this 

happen. We are goanna developing a portal where user should sign up and login, after signing up and 

logging up theuser will be redirected to a page where we gave him/her two options, the first option will be 

otp generationand the second will be QR Code generation. If he/her chooses for OTP them he/she has 

to give that phonenumber which was used at the time of sign up and if/she chooses for qr code 

generation then he/she has to give that email id which was given at the time of sign up.We are goanna 

using React, CSS and JavaScript to develop the user interface and after that we are goannamaking 

backend using firebase and we have a module in react called qr code generator by which we are goanna 

implementing that feature in that. After getting backend done, we should host the application on Heroku, 

netlify etc. So that everyone can access it. 
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CHAPTER-1 

INTRODUCTION 

 

HISTORY: 

The need for authentication has been prevalent throughout history. In ancient times, people would identify 

each other through eye contact and physical appearance. The Sumerians in ancient Mesopotamia attested 

to the authenticity of their writings by using seals embellished with identifying symbols. As time moved 

on, the most common way to provide authentication would be the handwritten signature. 

 

 

 
 

OBJECTIVE OF THE PROJECT 

 
The main purpose of our E-authentication system using QR codes and OTP is to provide secured 

login systems which also performs online transactions.This system is basically aimed to provide 

the customer the system more compliable for the imposters and more reliable for the users, by 

using the electronic authentication approach.The objective of our project is to come up with 

banking website and online shopping website that implement and demonstrate how QR codes and 

OTP can be used with encryption algorithms to ensure data security as it provides dual security. 



USE OF THE PROJECT 

 
In the proposed scheme, the user can easily and efficiently login into the system. We analyse the 

security and usability of the proposed scheme, and show the resistance of the proposed scheme to 

hacking of login credentials, shoulder surfing and accidental login. The shoulder surfing attack can 

be performed by the adversary to obtain the user’s password by watching over the user’s shoulder 

as he enters his password. Since, we have come up with a secure system scheme with different 

degrees of resistance to shoulder surfing have been proposed. In order to use this authentication 

system, user need to first register himself into this system by filing up the basic registration details. 

After a successful registration, user can access the login module where he/she need to first 

authenticate the account by entering the email id and password which was entered while 

registration. Once the email id and password is authenticated, the user may proceed with next 

authentication section where he/she need to select the type of authentication as QR (Quick 

Response) Code or OTP (One Time Password). Once the user selects the authentication type as 

QR Code, then system will generate a QR Code and send it to user’s mail id over internet. If user 

select’s OTP, then SMS will be sent on his/her registered mobile number. If the user passes the 

authentication, then system will redirect to the main page. The QR Code and OTP are randomly 

generated by the system at the time of login.One of the major functions of any security system is 

the control of people in or out of protected areas, such as physical buildings, information systems, 

and our national borders.Psychology studies have revealed that the human brain is better at 

recognizing and recalling graphical images than text Computer security systems must also 

consider the human factors such as ease of use and accessibility Current secure systems suffer 

because these mostly ignore the importance of human factors in security.An ideal security system 

considers security, reliability, usability, and human factors. All current security systems have flaws 

which make them specific for well trained and skilled users only.We analyze the security and 

usability of the proposed scheme, and show the resistance of the proposed scheme to hacking of 

login credentials, shoulder surfing and accidental login.The shoulder surfing attack can be 

performed by the adversary to obtain the user’s password by watching over the user’s shoulder as 

he enters his password. Since, we have come up with a secure system scheme with different 

degrees of resistance to shoulder surfing have been proposed.In order to use this authentication 

system, user need to first register himself into this system by filing up the basic registration 

details.After a successful registration, user can access the login module where he/she need to first 

authenticate the account by entering the email id and password which was entered while 

registration.Once the email id and password are authenticated, the user may proceed with next 



authentication section where he/she need to select the type of authentication as QR (Quick 

Response) Code or OTP (One Time Password).Once the user selects the authentication type as 

QR Code, then system will generate a QR Code and send it to user’s mail id over internet.If user 

selects OTP, then SMS will be sent on his/her registered mobile number. If the user passes the 

authentication, then system will redirect to the main page. The QR Code and OTP are randomly 

generated by the system at the time of login 



 

CHAPTER-2 

THEORETICAL BACKGROUND 

 

 
 

Introduction to E-Authentication 

 

Despite of wide use of current e-authentication system, it has many security holes as it’s based on 

traditional password-based model, no mutual authentication between user and bank server which 

leads to threats like phishing (stealing passwords and using them for transactions), intercepting 

communication lines, database hacking, etc. To make transactions more secure but also keeping 

them easy for user, following authentication system can be useful.In our proposed scheme, we 

assume the secure communication between the user (PC) service providers and service provider’s 

certification authority.The proposed authentication system ensures the user authentication and 

digital signatures using authorized certificates by using https communication between user and 

server.Using user’s transfer information (TI), requested transfer time (T) and the serial number 

(SN) of user’s mobile device instead of security card, we generate QR-code, display it on user 

screen and decode it with user’s mobile device to generate OTP. OTP is generated on server side 

also and OTP generated by user device and by server are verified to proceed. User database should 

also be encrypted to prevent data leakage.The authentication process of proposed system. 

Shown below: 



 
 

 

 

 

 

 

 

 

Fig.. Working scenario for e-authentication system 



 

Methodology 

 

As we know, number of Internet users are increasing drastically. Now, people are using different 

online services provided by banks, colleges/schools, hospitals, online utility, bill payment and 

online shopping sites. To access online services, text-based authentication system is in use. The 

text-based authentication scheme faces some drawbacks with usability and security issues that 

bring troubles to users. The core element of computational trust is identity. The aim of the paper 

is to make the system more compliable for the imposters and more reliable for the users, by using 

the graphical authentication approach. In this paper, we are using the more powerful tool of 

encoding the options in graphical QR format and also there will be the acknowledgment which 

will send to the user’s mobile for final verification. The main methodology depends upon the 

encryption option and final verification by confirming a set of pass phrase on the legal users, the 

outcome of the result is very powerful as it only gives the result at once when the process is 

successfully done. All processes are cross linked serially as the output of the 1st process, is the 

input of the 2nd and so on. The system is a combination of recognition and pure recall-based 

technique. Presented scheme is useful for devices like PDAs, iPod, phone etc. which are handier 

and more convenient to use than traditional desktop computer systems. 



CHAPTER-3 

SYSTEM ANALYSIS AND PLANNING 

 
System analysis and design refers to the process of examining a business situation with the intent 

of improving it through better procedure and method. System development can generally be 

thought of as having two major components: -System analysis and system design. 

System design is a process of planning a new system or replace or complement an existing system. 

But before this planning can be done, we must thoroughly understand the existing system and 

determine how computer can best be used to make its operation more effective. System analysis, 

then, is the process of gathering and interpreting facts, diagnosing problems and using the 

information to recommend improvement to the system 

 

3.1. Steps in Requirement Analysis Process 

 

 

 
1. Fix system boundaries 

2. Identify the customer 

3. Requirement 

4. Elicitation 

5. Requirement analysis 

6. process Requirement's 

7. specification 

8. Requirement 

9. management 



CHAPTER-4 

SYSTEM DESIGN 

 
Software design is a process of problem solving and planning for a software solution. After the 

purpose and specifications of software are determined, software developers build design or employ 

designers to develop a plan for a solution. It includes low-level component and algorithm 

implementation issues as well as the architectural view. Software design can be considered as 

putting solution to the problem(s) in hand using the available capabilities.Hence the main difference 

software analysis and design is that the output of the analysis of a software problem will be smaller 

problems to solve and it should deviate so much even if it is conducted by different team members or even 

by entirely different groups. But since design depends on the capabilities, we can have different designs for 

the same problem depending on the capabilities of the environment that will host the solution. The solution 

will depend also on the used development Environment. 

USER-PROXY-based authentication is well-developed and widely used, and both are effective and efficient in 

user authentication [17], [19], [23], [40]. However, the growing theft of user certification from proxy-based 

verification and growing security requirements have prompted further verification [29], [55]. The central 

verification theme is to verify users using features that are internally connected to human users rather than 

certain external features [29]. A promising direction from this effort is biometrics [30]. Currently, the increased 

acceptance of biometrics is limited to the safety of users' biometric templates extracted from the biometric 

authentication process: they cannot be replaced once damaged, and actual biometric data can be reconstructed 

from biometric templates [10]. 

4.1 Flow Chart 

 
A flowchart is a type of diagram that represents an algorithm or process, showing the steps as 

boxes of various kinds, and their order by connecting them with arrows. Process operations are 

represented in these boxes, and arrows; rather, they are implied by the sequencing of operations. 

Flowcharts are used in analyzing, designing, documenting or managing a process or program in 

various fields.The two most common types of boxes in a flowchart are: 

 A processing step, usually called activity, and denoted as a rectangular box 

 A decision usually denoted as a diamond. 



 

Fig: Flow Chart of E-Authentication Login Process 



 

 

 

 

 
 

 
 

Fig: Flow Chart of E-Authentication Login and Code Generation Process 



4.1 Data Flow Diagram 

 

 
DFD is used to show how data flows through the system and the processes that transform the input 

data into output. Data flow diagrams are a way of expressing system requirements in a graphical 

manner. DFD represents one of the most ingenious tools used for structured analysis. It is also 

known as a bubble chart. 

The DFD at simplest level is referred to as a CONTEXT ANALYSIS DIAGRAM. These are 

expended by level, each explaining its process in detail. Processes are numbered for easy 

identification and are normally labeled in block letters. 

 
 



Activity Diagram 

 
 
Activity diagrams are a loosely defined diagram technique for showing workflows of stepwise 

activities and actions, with support for choice, iteration and concurrency. In the Unified Modeling 

Language, activity diagrams can be used to describe the business and operational step-by-step 

workflows of components in a system. An activity diagram shows the overall flow of control. They 

consist of: 

 Initial node. 

 
 

 Activity final node. 

 
 

 Activities 

 
 

The starting point of the diagram is the initial node, and the activity final node is the ending. 

 

FIG-ACTIVITY DIGRAM 



CHAPTER-5 

 
SYSTEM IMPLEMENTATION DETAILS 

 

 

 

 

 
MODULES: 

This project contains following modules: 

1. Registration 

2. Login 

3. OTP Verification 

4. Scan QR codes 

5. Main page access 

 

 
MODULE DESCRIPTION: 

 

 

REGISTRATION 

To access the system, user need to first register by entering the basic registration 

details like name, email id, mobile number, gender, etc. 

 

LOGIN 
 

Here, user need to enter the login credentials to access the system.If the login credentials 
are validated by the system, the page will be redirected to user authentication page where 
user need to select any one authentication type as OTP or QR Code. 

 

OTP VERIFICATION 

If user select’s OTP authentication, then system will send an OTP in the form of SMS on 

the registered mobile number which was provided by the user at the time of registration 



SCAN QR CODE 

If user select’s QR code, then code is generated in backend and sent on the user’s email id.User need 
to scan the QR Code using system webcam to validate the QR Code sent over the mail. 

 

MAIN PAGE ACCESS 

 
If the user passes the authentication process, then the page will be redirected to Main Page else, it will 

redirect to login page 

 
6 Conclusions & Suggestions 

In our project we have proposed a secure and reliable authentication scheme for net-banking 

through QR codes and OTPs. In recent years there has been a steep increase in the number of 

net-banking users.Hence the proposed system satisfies the high security requirements of the 

online users and protect them against various security attacks. Also, the system does not 

require any technical pre- requisite and this makes it very user friendly.Hence E- 

Authentication system proves to be versatile at the same time beneficial for both the 

customers in terms of security and for vendors in terms of increasing their efficiency. Hence 

it is most widely used to advertise and market the products by most businesses.OTPs are 

transmitted in the form of an image which makes it complex for intruder to detect the 

presence of secured information. OTP is sent to the concerned user through an email 

message. Net-banking users can conveniently access their email accounts and obtain the QR 

code containing the encrypted OTP. Hence under a secure transmission of the QR code it can 

only be interpreted by application software deployed by the bank with the QR image. Usage 

of AES algorithm for encrypting one-time password further enhances the security of the 

system. Proposed scheme has higher degree of complexity than all existing systems and 

clearly the time required to crack the scheme will be more than the useful lifetime of OTPs. 

OTPs are generated for a session and have a short lifetime. It’s not possible to use the OTP 

after their expiry. Popularity of QR codes makes the method user friendly. Even a trivial user 

having basic understanding of using a computer system can adapt to it. 
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