
1

AProjectReport

on

BlockchainSecurity

Submittedinpartialfulfillmentofthe

requirementfortheawardofthe

degreeof

BtechCSECoreSec-2

UnderThe
SupervisionofMs.

Poonam
Designation
Assistant

Professor

SubmittedBy
Lucky
20SCSE10104
00

SCHOOLOFCOMPUTINGSCIENCEANDENGINEERING
DEPARTMENTOFCOMPUTERSCIENCEAND

ENGINEERINGGALGOTIASUNIVERSITY,GREATERNOIDA
INDIA

CERTIFICATE



2

TheFinalProjectViva-VoceexaminationofAman

Kumarhasbeenheldon

andhisworkisrecommendedfortheawardofB.Tech-

CSE.

SignatureofExaminer(s) SignatureofSupervisor(s)

SignatureofProjectCoordinator SignatureofDean

Date:24
Decembe
r2021
Place:
Greater
Noida

12/2021

AReviewofBlockchainTechnologyandIts
ApplicationsintheBusinessEnvironment

GALGOTIS

UNIVERSITY,GREATERNOIDA

DEPARTMENTOFCOMPUTERSCIENCEANDTECHNOLOGY

Abstract
Blockchainisthetechnologythatcanleadtosignificantchangesinour

businessenvironmentandwillhavegreatimpactonthenextfewdecades.Itcan
changethewayweperceivebusinessprocesses,andcantransformoureconomy.
Blockchainisadecentralizedanddistributedledgertechnologythataimstoensure
transparency,datasecurityandintegrity,sinceitcannotbetamperedorforged.

MostofthecurrentresearchrelatedtoBlockchainTechnologyisfocusingon
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itsapplicationforcryptocurrencies,suchasBitcoinandonlyalimitednumberof
researchistargetedatexploringtheutilizationofBlockchainTechnologyinother
environmentsorsectors.BlockchainTechnologyismorethanjustcryptocurrency,
anditcanhaveseveralapplicationsingovernment,financeandbankingindustry,
accountingandBusinessProcessManagement.Therefore,thisstudyattemptsto
investigateandexploreitsopportunitiesandchallengesforthecurrentorfuture
applicationsofBlockchainTechnology.Thus,alargenumberofpublishedstudies
werecarefullyreviewedandanalyzedbasedontheircontributionstotheBlockchain’s
bodyofknowledge.

Keywords:BlockchainTechnology,Ledger,Applications,Business

I. Introduction

Blockchaintechnologyisarevolutionarycomputerprotocolusedfordigital
recordingandstoringinformationonmultiplecomputersormultiplenodes.Oneofthe
mostimportantelementsofBlockchainistheso-called“Ledger”,whichissimilartoa
relationaldatabaseWalport(2016).ABlockchainisalistofencrypteddigitalrecordor
transaction,calledablock.Eachblockisthen“chained”tothenextblock,inalinear,
chronologicalorder,usingacryptographicsignature(Bogart&Rice2015).Theblocks
containacopyofthelasttransactionssincethelastblockwasadded(Bogart&Rice
2015).Thus,thesharedblock,orledger,islinkedtoallparticipantswhousetheir
computersinanetworktovalidateorconfirmtransactions,removingtheneedfora
thirdparty,(Christidis,&Devetsikiotis,2016;Porru,et.al.,2017).

Blockchainisusedtosecureanddistributedatainanewanduniqueway.The
eliminationofacentralinstanceinthedistributednetworkimpliesaradicalshiftto
directtransactionsbetweennon-intermediariesorintermediaryservices(Tapscott&
Tapscott2016).Thus,Blockchaincanonlybeupdatedbyconsensusbetween
participantsinthesystemandatransactioncanneverbealteredordeleted,(Fanning
&Centers2016).Itsdistributeddatabasecannotbehacked,manipulatedordisrupted
inthesamewayasatraditional,centralizeddatabasewithauser-controlledaccess
system.

Inotherwords,thedataisimmutableandonceithasbeenwrittentoa
Blockchain,nobody,notevenasystemadministrator,canmodifyordeleteitfromthe
ledger.Since,eachdatablockistimestampedandlinkedinachronologicalordervia
acryptographicsignatureWalport(2016).BlockchainTechnologycanbeapplied
almostinanytypeoftransaction,involvingvalue,suchasmoney,goods,land
ownership,medicalrecordsorevenvotes.

Blockchaindoesnotrequiredatamigrationinaproject;allrelevanttransaction
datawillbestoredontheledgerandstatuswillbethenderivedfrom it.Since,
Blockchainisadistributedsystemwithoutacentralcontrolpointorauthority(Glaser&
Bezzenberger2015;Tapscott&Tapscott2016)anditisnotregulatedbyasingle
controlcenterastheremightbewithasystemadministration,there'snosinglepoint
offailure.Hence,inanenterprise,theoretically,therewouldbenoneedforanIT
professionaltomonitorsecurityonablockchaindatabase.
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Despitethesepossibilities,it’simportanttoemphasizethatBlockchainisavery
newtechnology.Asaresult,thereareonlyasmallnumberofinstancesinwhichthe
technologyhasbeenappliedAru(2017).Aprovenexample,couldbetheBitcoins
whichisthemostsuccessfulimplementationoftheBlockchainTechnology,andhas
confirmedtobeaviablesolutionincreatingtrustinatrust-lessecosystem without
centralauthority.

Themethodsofthisthispaperweremainly:datacollectionandgrounded
theory.Datacollectionandgroundtheorywasdoneindifferentways.Forinstance,
thepaperthoroughlysearchedallpublishedworksfoundintheexitingliterature,
books,academicjournals,presentations,conferences,technicalreports,searching
severaldatabasesusingkeywords.

TheobjectiveofthisstudyistopresentareviewoftheBlockchain
Technologyanditscurrentorfuturepracticalapplications.Thus,inthenextsection
wepresentasystematicliteraturereviewtoidentifycurrentBlockchainapplications
anddiscussfuturepracticalapplications.

Theremainderofthepaperisorganizedasfollows:SectionIIpresentsan
overviewoftheConceptofBlockchainTechnology;SectionIIIdescribesindetailthe
Applications ofBlockchain Technology in Business;Section IV presents the
ChallengesandBarriersofBlockchainTechnology;andfinallyConclusionsand
RecommendationsaredrawninSectionV.

II. TheConceptofBlockchainTechnology

BlockchainTechnologyisacontinuouslygrowinglistofrecords,calledblocks,
whicharelinkedandsecuredusingcryptography.Eachblocktypicallycontainsa
cryptographichashcodeofthepreviousblock,atimestampandtransactiondata
(Bogart&Rice2015),whichasdesignedsothatthesetransactionsareimmutable.
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Figure1:TheConceptofBlockchainTechnology
Source:WorldEconomicForum

TheBlockchainconceptwasdevisedbyNakamoto(2008)andisdisplayedin
Figure2.BlockchainorDistributedLedgerTechnology(DLT)isadistributedledger
recordingtechnology(Walport2016),whichcontainsinformationabouttransactions
orevents.Itcanrecordtransactionsinatransparent,secure,decentralized,efficient,
andlow-costway(Schatsky&Muraskin2015;Bahga,A.,Madisetti,V.,2016;Bahga,
A.&MadisettiV.,2014).

Ledger

Block1 Block2 Blockn

Transactionrecords

Figure2:TheConceptofBlockchainTechnology:

Source:illustrationbasedonBitcoin(2015)andNakamoto(2008)

Hence,the Blockchain Technology hasthe following characteristics:a
distributedledger,decentralizeddatamanagement,datasecurity,transparencyand
integrity,anti-tamperingandanti-forgery,highefficiency,lowcost,programmable
featuresthatincreaseflexibilityandreliabilityandnoriskofacentralizeddatabase
failure(Glaser&Bezzenberger2015;Tapscott&Tapscott2016;Swan2015).

ThereareseveraltypesofBlockchains,someofthemostimportantare:Public
Blockchain,PrivateBlockchainandConsortiumBlockchain(hybridBlockchain).Each
typehasitsadvantagesanddisadvantages,allowingthem tomeettheneedsof
variousapplications(Heetal.,2016;Buterin(2015).Figure3illustratestheTypesof
BlockchainTechnology.

Specifically,usinga)PublicBlockchain,anyonecantransactonthenetwork
transactionswhicharetransparentandareanonymous.APublicBlockchain,suchas
bitcoin,iscompletelydecentralized.Thesystemoperatesbasedonusers’consensus;
thereisnocentralpointoffailure.However,PublicBlockchainisvulnerabletosystem
attacks.Forinstance,anattackercouldrecreateandproperlychainalltheblocksthat
hadbeenmodified,withoutbeingdetectedbytheparticipants;b)PrivateBlockchain,
thetransactionsaresecret,thedataisnotavailableforpublicview,butthemembers
areknown.InaprivateBlockchainnetwork,aparticipantcannotreadorwritethe
Blockchainunlesstheparticipanthasapermissionoraninvitationtojointhenetwork.
PrivateBlockchainisusuallyusedbylargecompanieswithpermissionsdefined
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betweenvariousstakeholdersoftheenterpriseBlockchain.Forinstance,abankcan
haveitsownBlockchainnetworkforitsprivateusewithrestrictedaccesstoitsvarious
stakeholderssuchascustomers,employeesandsuppliers;c)ConsortiumBlockchain
isahybridmodelofbothPublicandPrivate

Blockchain.Choosingthismodel,enterprisesorinstitutionscanhavetheirown
PrivateBlockchainnetworktosharethedataamongtheconsortium participants
(suchasbanks,institutionsandotherenterprisesorfirms).

Figure3:IllustratestheTypesofBlockchainTechnology

CHALLENGES
Inthissurvey,weconsidertheimplementationofblockchain
technologyinawiderangeofapplicationsanddiscussanumber
ofthechallengesinvolved.

A. CONTRIBUTION

1) Tothebestofourknowledge,thisisthefirststudyofitskind
tosurveyblockchainattacksinIoTnetworksandprovide
solutionsforsuchattacks

2) Thisreviewpresentstheessentialbackgroundknowledge
neededforblockchainanditselements,participants,and
componentsalongwiththeirfunctionalities.Thegoalisto
familiarizereaderswiththeblockchainsystem.Moreover,this
papersystematicallypresentsanddiscussesthesecurity
limitations,vulnerabilities,challenges,andissuesassociatedwith
blockchaintechnology,aswellassecurityissuesinblockchain
enterprises.

3) Thispaperdiscussesthewidespreadsecurityattackson
blockchaintechnologiesandtheirvulnerabilitiesbasedonthe
resultsofmanyexistingstudies.More-over,variousapplications
andopportunitiesinvolvedinblockchaintechnologyarealso
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discussed.

4) Thissurveypresentsexistingsecuritysolutionsfor
blockchaintechnologyindifferentenvironments.Finally,this
paperdiscussessomesecuritytoolsthatcanaddressthese
securityvulnerabilities.Italsoout-linessomeopenquestionsand
researchchallenges,andopenrequirementsthatcouldimprove
blockchain-IoTcapability.

FIGURE1.Roadmapofdifferentliteratureonsecurity

issues,attacks,and solutions in blockchain technology

between2016and2020.

B. ROADMAPANDCOMPARISONWITHRELATEDSURVEYARTICLE

Fig.1showsaroadmapofthevariouskindsofsurveysrelatedto

blockchaintechnologypresentedfrom2016to2020.

Dorrietal.consideredIoTsecurityandprivacyissuesand
vulnerabilities.Theauthorsalsoprovidedablockchain-based
solution.LinandLiaosurveyedtheblockchainsecurityissuesand
challengesaswellasthedifferentkindsofattacks.Theyalso
brieflydiscussedotherblockchainapplicationssuchasBitcoin,
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Ethereum,andhyperledger

Reynaetal.surveyedblockchaintechnologywithafocuson
featureanalysisandchallenges,aswellastheintegrationof
blockchainandIoTthroughdifferentidentificationandanalysis
methods.Applicationsbasedonblockchain-IoTarealso
discussed.However,thereislimitedresearchonsecurityattacks,
althoughasolutionhasbeenproposedbyReynaetal.Salmanet
al.illustratedblockchain-basedapproachesforseveralsecurity
services,includingresourceprovenance,confidentiality,
authentication,integrityassurance,andprivacy.

Theyalsodiscussedsomeofthechallengesandissues
associatedwithblockchain-basedsecurityservices,andprovided
insightintosecurityservicesincurrentapplicationsand
techniques.Tayloretalprovidedasystematicliteraturesurveyon
blockchaincybersecurity,includingresearch-typeapplications,
andreportedkeyqualitative/quantitativedata.Theyalso
discussedfutureresearchdirectionsinblockchainforIoTsecurity,
artificialintelligence(AI)datasecurity,andthereleaseofopen-
sourcesoftwareanddatasets.Hassanetal.discussedprivacy-
preservingfeaturesinblockchain-basedIoTsystems.The
authorsfocusedonpresentingthepracticalissuescausedby
privacyleakagesinIoToperatingsystems,analyzingthe
implementationofprivacyprotection,andoutliningthevarious
issuesassociatedwiththeprivacyprotectionofblockchain-
basedIoTsystems.Ferragetal.discusseddifferentapplication
domainsofblockchain–IoT,suchasIoV,IoE,IoC,edge
computing,andothers.Theyreviewedtheanonymityandprivacy
ofthebitcoinsystemandprovidedataxonomywithaside-by-
sidecomparisonofstate-of-the-artprivacy-preserving
blockchaintechnology.Aguiaretal.[S8]surveyedblockchain-
basedstrategiesforhealthcareapplications.Theyanalyzedthe
toolsemployedbyindustriesinthatareatoconstructblockchain
networks.Thepaperalsodiscussedprivacytechniquesand
accesscontrolemployedinhealthcarerecordsusingcase
scenariosformonitoringpatientsinremotecareenvironments.
Saadetal.systematicallyexploredtheattacksurfaceintermsof
blockchaincryptographicconstruct,distributedarchitecture,and
blockchainapplicationcontext,whilepro-vidingdetailed
solutionsandopportunities.

Thispaperisorganizedasfollows:SectionIIexplainsblockchain
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technologyanditsrelatedfactors.SectionIIIprovidesdetails
aboutblockchainsecurityattacks,andsectionIVdiscussesthe
blockchainsecurityissues.SectionVdiscussesblockchain
challenges,andSectionVIsurveysthedifferentblockchain
technologysolutionsforthechallengesinvarioussectors.Section
VIIdiscussesopenissuesandpotentialfutureresearchdirections.
Finally,SectionVIIIconcludesthepaper.

II. BLOCKCHAINFACTORSANDISSUES

Thissectiondiscussesthekeyfactorsandissuesrelated to
blockchainimplementationinsmartnetworks,includingexisting
solutionsandrecommendations.

A. ELEMENTSINBLOCKCHAINANDRELATEDCONCERNS

1) DECENTRALIZATION

Inblockchaintechnology,decentralizationentailsdispersing
functionsthroughoutasystemratherthanhavingallunits
connectedwithandcontrolledbyacentralauthority;inother
words,thereisnocentralpointofcontrol,andthisabsenceof
centralizedauthorityinablockchainiswhatmakesitmoresecure
thanothertechnologies.Eachblockchainuser,calledaminer,is
assignedauniquetransactionaccount,andblocksareadded
oncetheminersarevalidated.Thedecentralizednatureofthe
datarecordsusedinblockchaintechnologyexemplifiesits
revolutionaryquality;blockchainnetworksuseconsensus
protocolstosecurenodes.Inthisway,trans-actionsare
validatedanddatacannotbedestroyed.Whilethedecentralized
natureofnetworksallowsforpeer-to-peeroperations,italso
posesmajorchallengestopersonaldataprivacy.Gaietal.
surveyedsomeofthesesecurityandprivacyissues,which
includethreats,maliciousadversaries,andattacksinfinancial
industries.Zyskindetal.examineddecentralizedpersonaldata
managementinthecontextofpersonaldataprivacyconcerns.

2) CONSENSUSMODEL

Consensusreferstoagreementamongentities,andconsensus
modelshelpdecentralizednetworksmakeunanimousdecisions.
Thisallowsforallrecordstobetrackedfromasingleauthority.
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Blockchaintechnologyrequiresconsensusalgorithmstoensure
thateachnextblockistheonlytrueversion;thatis,the
algorithmsensurethatallnodesagreethateachnewblock
addedtotheblockchaincarriesthesamemessage.Consensus
modelsguaranteeagainst‘‘forkattacks’’andcanevenprotect
againstmaliciousattacks.Thethreemainfeaturesofconsensus
modelsareasfollows:

1) Consistency-thisprotocolissafeandconsistentwhenall
nodesproducethesameoutput.

2) Aliveness-theconsensusprotocolguaranteesalivenessifall
participatingnodeshaveproducedaresult.

3) Faulttolerance-themechanismdeliversfaulttolerancefor
recoveryfromfailurenodes.

3) TRANSPARENCYANDPRIVACY

Themostappealingaspectofblockchaintechnologyisthe
degreeofprivacyitoffers,butthiscancreatesomeconfusion
regardingtransparency.Blockchainnetworksperiodically(i.e.,
every10minutes)self-auditthedigitalvalueecosystemsthat
coordinatetransactions;onesetofthesetransactionsiscalleda
block,andthisprocessresultsintwoproperties:transparency
andimpossibilityofcorruption.Inablockchain,theidentityofthe
userishiddenbehindastrongcipher,makingitparticularly
difficulttolinkpublicaddressestoindividualusers.Thequestion
thusarisesofhowblockchaincanberegardedastruly
transparent.

Blockchainisalreadyregardedasapowerfultechnology.It
organizesinteractionsinsuchawaythatgreatlyimproves
reliabilitywhilealsoeliminatingthebusinessandpoliticalrisks
associatedwithmanagingprocessesthroughcentralentities,
thusreducingtheneedfortrust.Blockchainnetworkscreate
platformsthatcansimultaneouslyrundifferentapplicationsfrom
differentcompanies,enablingseamlessandefficientdialogue
andthecreationofaudittrailsthroughwhicheveryonecanverify
thateverythingisbeingprocessedcorrectly.
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4) IDENTITYANDACCESS

Blockchainisasecuredistributedledgertechnology(DLT)that
hastakenonanewroleinrecentyears.Jacobovitzetal.
discussedthestateoftheartinblockchaintechnology,
applications,andsolutionsregardingidentitymanagement.
Takingidentityandaccesscontroltothenextleveland
investigatingwhethertheuseofblockchaintechnologyimproves
themanagementofdeviceIDcomprisesoneofthepriority
securityprojectsofSentaraHealthcare,andVirginiaandNorth
Carolinaareconnectedviaanintegrateddistributionsystem.
AccordingtoindustryexpertJeremyKirk,therearecurrentlysix
ongoingprojectsaddressinghowblockchaincouldmakeiteasier
tomanageidentity:HyperledgerIndependent,Civic,Sovran,
Evernym,Alastria,anduPort.

Thethreemaincriteriarelatedtoblockchainidentityand
accessibilityarepublicorlessauthorized,privateorauthorized,
andconsortium.Pilkingtonpresentedthemaindistinction
betweenpublicandprivateblockchaintechnologiesand
discussedthefoundationsanddisruptivenatureofblockchain
technology.Publicblockchainsarecompletelyopenandallow
anyonetojointhenetwork;theyaredesignedtoreduce
intermediariessothatmoreparticipantscanjoin.Bycontrast,
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privateblockchainsrestrictnetworkprivileges;participantsneed
permissiontojoinandtheaccesscontrolmechanismcanchange.

5) OPENSOURCE

Withdistributedandclosed-sourceapplications,usersmusttrust
theapplications,andtheycannotaccessanydatafromcentral
sources.Itispossibletolaunchdecentralizedclosed-source
applicationsandachievedesiredresults,butdoingsowouldhave
catastrophicconsequences.Thisisamajorreasonthat
participantspreferdecentralizedopen-sourceapplications,with
relevantplatformsincludingEthereum,Bitcoincash,Litecoin,and
Dash.Sidechain-capableblockchainplatformsprovidepowerful
benefitsdevelopedbycommunitymemberssuchas

1) flexibleconfigurations:noriskinmulti-blockreorganization
andenablesrapidtransactions,

2) confidentialtransactions:leveragingstability,

3) federatedtwo-waypeg:issuingmulti-transferrableassets
onsingleblockchains,and

4) multipleassetsissuance:securedbyafederationofparties
withalignedincentives.

Open-sourceapplicationshelpusersadoptnewtechnologies.
Oneofthemainfeaturesofsuchapplications,asemphasizedby
Buterin,isanopen-sourcelicensemodelandgovernment
mechanismthatenableschangesinpublicledgercurrency
platformsorblockchainapplications.TechgiantIBMhashelped
evolveopen-sourcetechnologiesbypromotingprojectssuchas
LinuxFoundation’sHyperledgerCom-poser;regarding
enterpriseecosystems,MentaGoprovidesablockchainsolution
forfinancialsystemsandSXSWusesHyperledgerfabricandIBM.
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FIGURE2.Blockchainelements.

6) ANONYMIZATION

Anonymityisoneofthemostimportantelementsinblockchain
technologyformaintainingtheprivacyoftransactionsinnetworks,
butensuringanonymityisdifficultbecausetheblockchainledger
ispublic.Eachusergeneratesanaddress,andthereisno
mechanismfor

keepinguserinformationprivate.ThisiswhyBitcoinisconsidered
pseudo-anonymous:userscanbelinkedwiththeirpublic
addresses,butitisnotpossibletolearntheiractualnamesor
addresses.Möserpresentedanarticle ontheanonymityof
BitcointransactionsinwhichaspecialBitcoinmixingservicewas
proposedthatcouldcomplicateorconfuseoriginatingBitcoin
transactionaddressesandtherebyincreaseanonymity.Themain
securityconcernwithblockchainisthatpublickeysand
transactionsmustnotrevealrealidentities.

B. BLOCKCHAINPARTICIPANTSANDRELATEDCONCERN
Blockchainnetworksallowparticipantstoreachconsensus,and
theyalsostoredatathatcanbeaccessedbyallparticipants.Here,
wediscussthedifferentrolesofblockchainnetworkparticipants.

1) BLOCKCHAINUSERS

Usersoperateinblockchainnetworks,andtheirnumbershave
increasedexponentiallysince2011,accordingtoBlockchain.info.
Thisstatisticalportalalsoreportedthatthenumberofblockchain
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userswasexpectedtoreach50millionbytheendof2020.There
isaprivacyissuefacingblockchainusersinthenetwork.

2) BLOCKCHAINREGULATOR

Achievingoverallauthorityinbusinessnetworksmayrequire
broadaccesstoledgercontents.Kakavandetal.presentedanin
-depthanalysisofthecurrentregulatoryland-scapeof
distributiontechnology,andYeohdiscussedtheregulatoryissues
involvedwithblockchaintechnology.Headdressedthekey
regulatorychallengesassociatedwithinnovativedistributed
blockchaintechnologyacrossEuropeandtheUnitedStates.

3) BLOCKCHAINDEVELOPER

Developersdesignboththeapplicationsandthesmartcon-
tractsusedbyblockchainusers.Therearesignificantmarket
opportunitiesfordeveloperstocryptographicallyensurethe
accuraciesoftheledgersattheheartsofcryptocurrencies.
Nordrumpresentedatimeframeforblockchaindevelopersand
describedthatdevelopershavelimitedsoftwaretoolswithwhich
tobuildsecureblockchainledgers.

4) CERTIFICATEAUTHORITY

Thismanagestheheterogeneouscertificatesneededtoruna
permissionedblockchainusingatrustedthirdparty;Bitcoinand
Ethereumareexamplesofpermissionedblockchains.The
authorityauthorizesthelimitedsetoflegitimatereadersorwriters.
Themainissueinblockchainnetworksistrust.Toaddressthe
issueoftrust,blockchainsdistributeledgersamongmanyservers
underdifferentcontrolauthorities,butthereisstillabootstrap
problemassociatedwithfindinginitialledgers.

C. BLOCKCHAINCOMPONENTS

Fig.3showsmanyoftheessentialcomponentsofablockchain.
Detaileddescriptionsofeachcomponentareasfollows:

Ledger:Containsthecurrentworldstateoftheblockchain
transactions.
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FIGURE3.Blockchaincomponents

SmartContract:Encapsulatesthebusinessnetworktrans-actions
intocode.Atransactioncallcausestheledgerstatetobe
retrievedandset.

Consensusnetwork:Asetofdataandprocessingpeersthat
continuallymaintainthereplicatedledger.

Membership:Managesidentityandtransactionalcertifi-cates
andotheraspectsofaccessrights.

Events:Generatesnotificationsaboutimportantactionsinthe
blockchain(suchasnewblocks)aswellasnotificationsrelatedto
smartcontractswithnoeventdistribution.

Systemmanagement:Providestheabilitytocreate,change,and
monitorblockchaincomponents.

Wallet:Securelymanagessecuritycredentials.

SystemIntegration:Isresponsibleforintegratingblockchainsina
bidirectionalmannerwithexternalsystems.

D. SUMMARYANDINSIGHTS

SectionIIhasdiscussedthesecurityconcernsandbenefitsof
blockchainelements,suchasdecentralization,whichposemajor
challengesfordataprivacyandtransparencyandleadto
confusioninthenetwork.Inaddition,theopen-sourceand
anonymousnatureprovideflexibleconfiguration,confiden-tiality,
andprivacyintransactions.Wehavealsodiscussedthesecurity
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concernsofblockchainparticipantsandcomponents.

III. ATTACKS

Inthissection,wepresentdifferentblockchainnetwork
applicationsandattacksaswellasfutureopportunitiesin
varioussectors.Forthissubsection,wesurveyedrealblockchain
attacksthatcommonlyoccur.WealsoreferredtoLietal.who
discussedblockchainattacksandsecurityrisks.Here,wediscuss
someoftheseattacksinfurtherdetail.

1) LivenessAttack:KiayiasandPanagiotakosstatedthatthese
attackscandelaytheacknowledgmenttimesoftarget
transactions,andpresentedtwoexamplesofsuchattacks
againstBitcoinandEthereum.Thelivenessattackproceedsin
threestages:preparation,transactiondenial,andblockchain
delay.Thisattackdelaysthetransactionconfirmationtime.Inthe
preparationphase,theattackertriestogainapotentialadvantage
againsthonestplayerstobuildtheirprivatechain.Nextisthe
transactiondenialphase,inwhichtheattackerattemptstodelay
thegenuineblockthatcontainsthetransaction,andwhenthe
attackerdecidesthedelayisunconvincing,theyproceedtothe
blockchainrenderphase,wheretheytrytodecreasetherateat
whichthechaintransactiongrows.

2) DoubleSpendingAttacks:Thisproblemisgeneratedwhen
onesuccessfultransactionisduplicatedwiththesamefunds;it
representsapotentialflawindigitalcash,asthesamedigital
tokencanbespenttwotimeswhensuchanattackoccurs.Itis
impossibletoavoiddouble-spending,eventhoughthe
blockchainconsensusmechanismvalidatesalltransactions.The
authorsofaresearchstudybytheBankofCanadasaidthat‘‘ifa
minercontrolsmorethanhalfofcomputationalcapacityamongst
allminers,intheory,losestheirpowertocontroldoublespending
incentives.Amali-ciousminercandothisordishonestwho
createsalargerarrivalratethanthesumofallotherlegitimateor
honestmin-ers’’.Attacksrelatedtodoublespendingincluderace,
Finney,51%,andVector76attacks.

3) 51%VulnerabilityAttack:Blockchainsrelyondistributed
consensusmechanismstoestablishmutualtrust.However,there
isa51%vulnerabilityintheconsensusmechanismthatan
attackercanexploittocontroltheentireblockchain.Specifically,
inaPoW-basedblockchain,ifasingleminorhashfunction
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occupiesmorethan50%ofthe

entireblockchain’stotalhashfunction,a51%attackmaybe
initiated.Thus,iftheminingpowerisconcentratedinseveral
miningpools,unexpectedsituationscanarise,suchasacasein
whichasinglepoolcontrolsmorethanhalfofallcom-puting
power.Forexample,inonerealcase,theminingpool‘‘ghash.io’’
accountedformorethan42%ofthetotalbitcoinminingpower.
Thefactthatasingleminingpoolrepresentedsuchahigh
proportionwasaseriousconcern,andmanyminersdroppedout
ofthepool.Bystartinga51%attack,anattackercanarbitrarily
manipulateandchangeblockchaininformationandperformthe
followingactions:

1) reversethetransactionandinitiateadouble-spendingattack

2) excludeandspecifytransactionorders

3) obstructthegeneralminingoperationsofotherminers

4) impedetheverificationofnormaltransactions

4) PrivateKeySecurityAttack:Aprivatekeyallowsindividuals
toaccessfundsandverifytransactions;itisonlycreatedonce
andcannotberecoverediflost.Maliciousactorsperforma
varietyofactionstostealcryptocurrencybytargetingkey
custodialservicesbecausecryptographickeysareparticularly
attractivetargets.Anattackerwhohasdiscoveredvulnerabilityin
anellipticcurvedigitalsignaturealgorithmcanrecoverauser’s
privatekey,andifaprivatekeyisstolen,itisdifficulttotrackany
relatedcriminalactivityandrecovertherelevantblockchain
information.FireEyeThreatIntelligencehasdetectedseveral
prominentcrimewarefamilieswiththisfunctionality:Dridex,
Terdot,IceID,SmokeLoader,BlackRubyRansomware,and
Corebot.

5) TransactionPrivacyLeakage:Becauseuserbehaviorin
blockchainsistraceable,ablockchainsystemmusttakesome
measurestoprotectusers’transactionprivacy.However,some
leakageofconfidentialinformationsuchascryptographickeys
canstilloccur,leadingtothepotentialforpeopletocommitreal-
worldcrimes.Forinstance,BitcoinandZcashuseaone-time
accounttostorereceivedcryptograms,andusersmustalso
assignasecretkeytoeachtransac-tion.Inthisway,anattacker
cannotinferwhetherthesametransactionhasinvolveda
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passwordviolationbyanotherperson.Moreover,anattacker
cannotinfertheactualcoin’slinkageconsumedbythe
transactionbecausetheusercanincludeseveralchaffcoins
(called‘‘mixins’’)whenstartingthetransaction.

Walletprivacyleakagecanalsooccur,wherecom-mon
bitcoinwalletoperationsleaksomeuserinformation;this
leakagehasbeenexploitedinthepast.PaulFremantleetal.
proposedanarchitectureforIoTsecurityandprivacythat
resolvestheleakageissue.

6) SelfishMiningAttack:Selfishminingattacksarecommitted
bysomeminerstowastelegitimateminers’computingpoweror
obtainunearnedrewards.Suchattackersattempttoforkthe
privatechainbymakingthediscoveredblockprivate,thenself-
employedminerstrytomaintainalongerprivatebranchthanthe
publicbranchtodigthroughthisprivatechainandpersonallyhold
morenewlyfoundblocks;duringthistime,honestminers
continuetodiginthe

publicchain.Asthepublicdomainapproachesthelengthofthe
privatebranch,thenewblockminedbytheattackerisrevealed,
thuswastinghonestminers’computingpowerandkeepingthem
fromearningwhattheyshouldearn.Asaresult,theselfishminers
gainacompetitiveadvantageoverrealminers.Byfurther
strengtheningattackers’miningrights,theseattacksundermine
theintendeddecentralizednatureofblockchaintechnology.

7) DAOAttack:Decentralizedautonomousorganizations
(DAOs)havebeenusedasventurecapitalfundsforcryptoand
distributedspacesbecausethelackofcentralizedauthority
minimizescostsandprovidesinvestorswithmorecontroland
access.Thecostsavingscodingframeworkintheabsenceof
centralpowerwasdevelopedbytheGermanstartupSlock.itas
anopen-sourceplatformforbuildingsmartlocks,butitwasfully
deployedunderneathanddistributedto"TheDAO,’’amemberof
theEthereumcommunity.

EthereumdeployedDAOasasmartcontractin2016ona
crowdfundingplatform.TheDAOcontractwasassaultedafter
beingdeployedfor20days.IthadraisedapproximatelyUS$120
millionbeforetheattack,andtheattackerstolearound$60
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million,makingitthelargestattackon theEthereumconsensus
model.Inthiscase,theattackerexploitedreentrantvulnerability.
First,theattackerexposedamalicioussmartcontractwitha
callbackfunction,includingtheDAO’swithdrawalfunctioncall.
Withdraw()sentEthertothecalledparty,andthisalsooccurred
intheformofacall.Therefore,themalicioussmartcontract’s
callbackfunctionwascalledagain.Inthisway,anattackerwas
abletostealalltheEtherfromDAO.Smartcontractvulnerabilities
havebeenexploitedinothercasesaswell[58].

8) BGPHijackingAttack:TheBorderGatewayProtocol(BGP)is
usedtoshareroutinginformationnetworksontheinternet,which
specifyhowIPpacketsareforwardedtotheirdestinations.An
attackercanintercepttheblockchainnet-workbymanipulating
theBGP,afterwhichdatacanberoutedandthetrafficcanbe
modifiedtotheattacker’sfavor.

Apostolakietal.consideredsmall-andlarge-levelattacks
targetingindividualnodesorthewholenetworkandtheirimpacts
onBitcoin.Duetotheincreasedconcentrationsofsomeof
Bitcoin’sminingpools,BGPhijackingrepresentsamajor
vulnerability;anattackercaneffectivelydividetheBitcoinnetwork
andslowtheblockpropagationspeed.AsstatedbyDell
SecureWorksin2014,BGPhijackinginterceptsconnectionsto
theBitcoinmine’sminepoolserver.

9) BalanceAttack:Forabalanceattack,anattackersimply
introducesadelaybetweenvalidsubgroupswiththesame
miningpower,thenexecutesthetransactioninoneofthese
subgroups.Next,theattackerminesenoughblocksinother
subgroupstoensurethatthesubtreeoftheothersubgroupis
moreimportantthanthetransactionsubgroup.Evenifatrans-
actionisnotcommitted,anattackercancreateablockwithsuch
atransactionthathasahighprobabilityofexceedingthesubtree
thatcontainsthistransaction.

10)SybilAttack:Thisattackdestroysthereputationsystemina
computersecuritysystembyforginganidentityinthe

peer-to-peernetwork.Ifnodesarerequiredtoprovetheir
identitiesbeforejoiningthenetwork,asisthecasein
permissionedorprivateblockchains,theywillnotbeabletoforge
identities.SoskaandChristin(2015)proposedthe‘‘Beaver’’
system,whichprotectsusers’privacywhileresistingSybilattacks
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bychargingfees.

A.SUMMARYANDINSIGHTS

Thissectiondiscussesdifferentattacksontheblockchainnet-
work.Weaddressthelivenessattack,whichdelaysthetrans-
actionconfirmationtime;double-spendingattacks,which
duplicatethetransactionfunds;51%vulnerabilityattacks,where
adversariescanexploitmorethan50%intheconsensus
mechanism;andprivateKeysecurityattacks,inwhichan
attackerdiscoversavulnerabilityintheellipticcurvedigital
signatureusedinencryptionmethods,privacyleakage,andself-
mining.Otherattacksarealsoexplainedindetail.

IV. BLOCKCHAINSECURITYISSUES

1) TransactionMalleability:Duringcontractedtransactions,the
agreementdoesnotimmediatelycoveralltheinformationinthe
hashedtransaction;therefore,itisrarebutpossibleforanodeto
changeatransactioninthenetworkinsuch awaythatthehash
isnotvalidated.ChristianDeckerandRogerWattenhoferdefined
transactionmalleabilityaswhentransactionsareintercepted,
modified,andrebroadcast,thusleadingthetransactionlegal
entitytobelievethattheoriginaltransactionwasnotconfirmed.

2) NetworkSecurity:Aneclipseattackoccurswhenan
opponentcontrolspiecesofnetworkcommunicationand
logicallydividesthenetworktoincreasesynchronizationdelay;an
exampleisasimpledenialofserviceattacktoimproveselfish
mininganddouble-spending.Ineclipseattacks,anattacker
selectsandhidesinformationfromoneormoreparticipants,
potentiallybydelayingthedeliveryofblockstoanode.

3) Privacy:Privacyandconfidentialityarestillmajorconcerns
withblockchaintransactionsbecauseeachnodecanaccessdata
fromanothernode,andanyoneviewing theblockchaincansee
alltransactions.Studieshavesuggestedvariouswaysto
overcomethisproblem,butthesemethodsareonlypracticalfor
specificapplications,andtheydonotcoverallissues.Duetothe
enormousnumberofdatatransmissions,communications
involvingimportantdatainthenetworkmightbeattackedby
someadversariesthroughattackssuchastheman-in-the-middle
(MitM)attackandtheDoS/DDoSattack.IoTposesmanyunique
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privacychallenges,suchasdataprivacyandtrackingconcerns
forphonesandcars.Inaddition,voicerecognitionisbeing
integratedtoallowdevicestolistentoconversationstoactively
transmitdatatocloudstorageforprocessing.

4) Redundancy:Expensiveduplicationforthepurposeof
eliminatingthearbitrationthatallowseachnodeofthenet-work
tohaveacopyofeverytransaction.However,itisbothfinancially
andlegallyillogicaltohaveredundantbrokering;banksarenot
willingtoperformeverytransactionwithevery

bankorcompleteotherbanks’transactions.Suchduplicationonly
increasescostswhileprovidingnoconceivablebenefits.

5) RegulatoryCompliance:Blockchainsexistregardlessofthe
law,andgovernmentauthoritiesdonotnecessarilychangehow
theydotheirjobsinresponsetotheexistenceofblockchains.
Applyingblockchaintechnologyinthelegalandfinancialsectors
innon-Bitcoincurrenciescreatesregulatorychallenges,but
infrastructureregulationisverysimilartoblockchainregulation.
Yeohdiscussedthekeyregulatoryissuesaffectingthe
blockchainandinnovationdistributedtechnologythathasbeen
adoptedacrossEuropeandtheUnitedStates.
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6) CriminalActivity:Bitcoin-enabledthird-partytrading
platformsallowuserstopurchaseorsellawidevarietyof
products.Theseprocessesareanonymous,makingitdifficultto
trackuserbehaviorandimposelegitimatesanctions.Criminal
activityinvolvingBitcoinfrequentlyinvolvesransomware,
undergroundmarkets,andmoneylaundering.Some
undergroundmarketsthatoperateonlinetradeasTorhidden
servicesuseBitcoinexchangecurrency,thusmakingblockchain
availabilityuncertainbecauseofcriminalactivity.Table2liststhe
top10itemavailablecategories.

7) VulnerabilitiesinSmartContracts:Whenaprogramis
executedinablockchain,asmartcontractcanhavesecurity
vulnerabilitiescausedbyaflawinthatprogram.Forinstance,the
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authorsofonestudyfoundthat‘‘8,833outof19,366Ethereum
smartcontractsarevulnerable’’tobugssuchas‘‘(i)transaction-
orderingdependence,(ii)timestampdependence,(iii)
mishandledexceptions,and(iv)reentrancyvulnerability’’.Table3
presentsthedifferentvulnerabilitiespresentinsmartcontractsas
wellasdetailedcausesofthesevulnerabilities.Atzeietal.
proposedataxonomyofvulnerabilityandcategorizedthe
differenttypesofvulnerabilitiesintolevelsthatrepresentthe
vulnerabilities:solidity,EthereumVirtualMachine(EVM),and
blockchain.Thevulnerabilitycausescontractissueswith
codifying,security,privacy,andsystemperformance,including
blockchainscalability.

SummaryAndInsights:

Thissectiondiscussesthesecurityissuesassociatedwith
blockchainintermsoftransactionmalleability.Thismalleabilityis
causedbecauseinformationisnotimmediatelycoveredinthe
hashtransaction.Thissectionalsodiscussestheissueswith
networksecuritywhereDoSattacksarepossible,privacyand
confidentialeffectsduetoMitMattacks,

criminalactivitiesinvolvingunauthorizedthirdparties,andsmart
contractvulnerabilities,aslistedinTable3,causedbyflawsin
programmingcodes.
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V. OTHERCHALLENGES

1) UnclearTerminology:Thelimitedtalentpoolavailablefor
blockchaintechnologyhasincreasedtheneeds(bothrealand
perceived)forregulatoryagenciestoaskindustryexpertsto
explainthetechnologyandanyrelatedconcerns.Theseneeds,
alongwithallthepotentialconsequencesoffalseriskanalysis
anditstendencytounderregulate,greatlyincreasetheriskof
capturebyregulators.Infact,evenjusttheterms‘‘DTL’’and
‘‘blockchain’’areconfusing.Inshort,thereisagenerallackof
technicalunderstandingamongconsumers,businessfirms,and
authorities,includinginareassuchas

1) theblockchainjobmarket,

2) DTL,notbeeasytoclearlyassessitsbroadereconomic
impactsoverthemediumtolongterm.Threeareasinparticular
requirefurtherinvestigation:

1) organizationalincentivesandcosts,

2) marketenvironment(howcryptocurrenciesareaffectedby
demandandcompetitors),and

3) decision-makingprocesses.

4) LackofTechnicalClarity:Giventheledger’sdecentral-ized
natureanditsfunctionasaconstantrecord,establishingclear
governancerulesisimportantforbothauthorizedand
unauthorizedledgers.Partofthelikelychallengewiththis
governanceistheresultofselectingaledgerout-sidethe
contractthatdefinestheparticipants’useconditionsand
responsibilities.Further,aspartofoff-ledgercontractsand
dependingontheuser’sstatus,certainrightsmaynotbe
automaticallygrantedtotheledgeruser.Thisinvolves
establishingproceduresforspecificaspectsofgovernance,such
asuseridentityverification,aswellasestablishingprocessesfor
disputingarbitrationandapplicablelaws.Itisalsonecessaryto
selectamethodoferrorcorrectionforwhenincorrectdataneed
tobeaddedtotheledgeroratransactionneedstobecanceled.
Specifically,withanonymoususers,allapproachesshouldfocus
onregulatorycomplianceasitrelatestocustomerknowledge
andanti-moneylaunderingprocesses.

5) RegulationUncertainty:Understandinghowblockchain
affectsspecificregulationsinawiderangeofregulatory
environmentsisanimportantelementofthedevelopmentand
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deploymentofanyDLTsolutions.In2016,thecompanyDeloitte
andtheSmartContractsAlliancehighlightedregulatory
standpoints,approval,functions,andimpactsregarding
blockchaintechnology.Newtechnologystandardscanbe
decisive,particularlywithrespecttothetightlyregulatedfinancial
sector.AccordingtoLamarqueetal.,approximately80%of
blockchaintechnologyfocusesonbusinessprocesses,whilethe
remaining20%focusesontechnology.Thisimbalancedfocuson
thefinancesectorposessignificantchallengesforregulators
attemptingtodecidewhentointervene.

1) Regulatorybodiesneedtodevelopbetterunderstand-ings
ofledgeractivity.

2) Regulatoryuncertaintygeneratesplatform,price,and
noveltyrisks.

3) Regulatorsmustensurethatinnovationisnotsup-pressed
whilesimultaneouslyprotectingtheend-userprivileges.

6)InteroperableImplementations:Torealizealltheben-efitsof
DLT/blockchain,ledgersmustbeabletoexchangeinformation
withotherledgersandexistingITsystems,anditisunclear
whetherlargecompaniesarepreparedtoreorganizetheir
existingoperatingproceduresinboththeshortandmedium
terms.Oneauthoremphasizedthepotentialriskofinconsistent
devel-opmentsintechnology,whichcanleadtofragmented
markets.Someauthorshavepromotedenablingseamless

interactionsbetweenblockchaintechnologyandlegacysystems.
MeijerandCarlohighlightedsomeimple-mentationstandards:

1) intensifiedconversation

2) concernaboutinteroperabilityandcompetitioninfrag-
mentedblockchains

3) commoninteroperabilitystandardsfordifferentpro-tocols,
applications,andsystemsinareassuchascryptographic
standards,interoperabilitystandards,scalabilityparameters,and
regulatorystandards

7) MaintainingDataPrivacy:Organizationsshouldbecautious
abouttheintegrityandsecurityofthedatastoredinledgers,
includingbothtransactiondataanddataontheledger’sown
activity.Organizationsneedtoensurethatonlypeoplewiththe
appropri- atepermissionscanaccessthedataandthatany
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accesscomplieswithgeneraldataprotectionlawsLamarque
arguedthatregulatoryandlegalinterventionmaybenecessaryto
ensurethatDLT/blockchainimplementationscanhave
meaningfulandspecificimpacts.

8) EnsuringEncryption:Whileblockchainscanprovide
encryptionopportunities,suchashavingmultiplecopiesofa
bookintheeventofacyberattackorcomputerfailure,the
developmentofaccessandmanagementrightstomultiplenodes
representsapotentialsecurityrisk,astheremustbe‘‘backdoors’’
throughwhichthesystemcanbeattacked.Confidencein
systems,verifyingotherusers’integrityinthedistributedgeneral
ledger,andconsistenttransactionsecurityaresomeofthekey
challengesinincreasingDLT/blockchainadoption.Someauthors
havesuggestedthatnodesindistributedledgersneedtobeable
toviewtrans-actiondata,eventhoughIDTcanbeeffectively
encryptedinDLT/blockchaintovalidatethedata.Thispresentsa
potentialdataprivacyprotectionissueincertaincasesof
permission-lessledgers.

9) Energy-Intensive:DLT/blockchainhasattractedsubstantial
interestfromtechnologyfirms,financialinstitutions,andother
usercommunities.Oneissuewithsuchtechnolo-giesisthatthe
ledgersaresignificantlymoreenergy-intensivethancentralized
legacysystems;Bitcoinblockchains,forinstance,arehighly
energy-intensive.BitcoinusesPoW,orthenumberofCPUcycles
asystemhasdevotedtomining,andthisislikelytorepresenta
significantproblemforfuturescalingthatcanbeplannedforand
managed.Lamarqueexplainedthatblockchainsystemsrequire
considerablymoreenergytorunthancentralizedledgersystems
foranumberofreasons:

1) morenetworknodesrequiringunpredictableenergyneeds

2) manystakeholderswithdifferentapproachestoblockchain
technologies

3) server-sidemanagementdemand

4) theneedforeffectivecost-estimationmechanisms

10)AmbiguousSmartContractExecutionthroughBlockchain:
Thereisalackofclarityregardingwhethersmartcontractshave
beenfulfilledandwhethertheirterms

canbeexpressed,whichcanlimitthetermstothebinary
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determinationofwhetherornotthecontracthasbeenfulfilled.
CharlesBrennanandWilliamLunndescribedhowtheEthereum
hackwasimplementedinDLT/blockchainandrevealedcertain
flawsinsmartcontracts.Manyofthechallengesassociatedwith
smartcontractsstemfromthelackofclarityanddiverse
definitionsinthecontractsthem-selves,ratherthantheuseof
DLTorblockchaintechnology.

SummaryandInsights

Thissectionhasdiscussedsomemorefundamentalchallenges
thatmaybeencounteredwhendealingwithblockchain
technology,suchastheunclearterminologythatisstillprevalentin
someregulatoryagencies.Sometechnicalunderstandingsare
clear,suchasriskadoptioninthecapitalmarketindustryandthe
economicimpactinmanycases,yetblockchainremainsunclear
intermsofperformance,scalabilitythroughput,andsecurity.In
addition,thereisalackoftechnicalclaritywithclearrulesfromthe
government,andthecommoninteroperabilityimplementation
standardandmaintainingdataprivacyarealsobigchallenges.

VI. EXISTINGBLOCKCHAINTECHNOLOGYSOLUTIONS

Thischapterdiscussessomeexistingblockchainsolutionsthat
havebeenproposedindifferentsectors.Thissurveyfocuseson
thebasictheory,keyattributes,features,andlimitationsof
existingstudiesonblockchainsolutions.

A. HEALTHCARE

LinnandKooidentifiedsimpleyetrobustusesofblockchainfor
storingpatients’healthdata;thesesystemsalloweachpatient’s
entirehealthhistorytobestoredonanindividualblockchain.The
dataareprimarilystoredindatalakesthatallowforsimple
querying,advancedanalytics,andmachinelearning.Datalakes
aresimpletoolsforwarehousingmanytypesofdata;eachuser’s
blockchainservesasanindexcatalogthatcontainsauniqueuser
identficationnumberandanencryptedlinkalongwithtimestamps
toindicatethelatestdatamodifications.

Alhadhramietal.alsodiscussedhowblockchainscouldbeused
inthehealthcaresectortomaintain,val-idate,andstoredata,
primarilydatainvolvingconsortiumblockchains.Theseare
permissibleblockchainsinwhichboththenodeownerandthe
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minershaveaccesscontrol.Consortiumblockchainsworkonthe
theoryofconsensusforanoptimumnumberofvalidationsto
ensuredataaccuracy.

Pateldiscussedthedevelopmentofacross-domainimage-
sharingblockchainnetworkthatallowsforthesharingofpatients’
medicalandradiologicalimagesbasedonaconsensus
blockchain.Theauthor’ssystemsoughtconsensusamongvery
fewtrustedinstitutionstomaintainamoremeticulousconsensus
inwhichlesseffortisneededtomanagethecomplexsecurity
andprivacymodule.

Therehasalwaysbeenatrade-offassociatedwithusingtheISN
(imagesharingnetwork)developedbytheRadiologicalSocietyof
SouthAmericaandusingtheproposedimagesharingblockchain
wheretheISNusesacentralauthority

orclearinghousetomaintainmanytypesofincomingand
outgoingaccess.Itisalsoastrictnetworkforfollowingthe
averageconcurrencyandsecurityprotocol.However,thisimage-
sharingblockchainisanopennetworkthatcanbemuchmore
vulnerabletoforcedattacks;theonlywaytosecureeachnode’s
URLendpointistoguaranteethesecrecyoftheprivatekeysused
toaccesstheblockchain.Therefore,weconcludedfromthat
studythattherecanbeseveralproperusecasesforsharing
highlysensitivedataindecentralizedenvironments.However,the
securitymodelthatreliesonthenodesstillappearstobequite
complex,basedontheFederalPoliciesandmotionsoftheGDPR
policies.

Mettlerreportedthattherearethreebasicsectorsofblockchain
healthcaretechnology:smarthealthcaremanagement,user-
orientedmedicalresearch,andthepreventionofdrug
counterfeiting.Intheindustryofsmarthealthcaremanagement,
theauthordiscussedtheGemHealthNetwork,whichgives
providersdetailedviewsoftheirpatients’currentmedicalstatuses.
Medicalrecordanalysisofthistypeleadstothecreationofan
ecosystemthatcanelucidateeventhepastrecordsofapatient
bytransparentlyreducingallmeritcosts.Moreover,medical
expertscankeeptrackofstakeholders’activities,suchasvisitsto
physiciansandhealthcenters, tofollowtheirtreatmenttracks.
Suchsystemscancontributetoinsuranceclaimsbeingsettled
faster,andthesamewouldhappenifpatientsweretogrant
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insurancecompaniesaccesstotheirrelevantrecords.

Liangetal.discussedthegrowingdemandforhealthcare
devicesandwearabletechnologyalongwiththechallenges
associatedwithstoringandmaintainingpatients’records;
blockchainisafarmoresecureandoptimizedwayofmaintaining
theserecords.Thewearabledevicesarelinkedtoacloud
databaseornetworkwhereinalltheuser’sdataarestored.
Becausevastamountsofdataarestoredinthisway,theyare
storedinbatchesinaMerkletree,thusallowingforefficientdata
processing.Table4summarizestheexistingresearchsolutions
thathavebeenproposedforsmarthealthcareenvironments
usingblockchaintechnology.

Tanwaretal.havesuggestedhowblockchaintech-nologyledto
improvetransactionsinvolvingmedicalrecordsinhealthcare4.0
applications.Thesignificantadvantageofusingblockchainin
healthcareisthatitcanreformtheintoperabilityofhealthcare
databases,accessibilitytopatientmedicalrecords,prescription
databases,

anddevicetracking.Moreover,theauthorshaveproposedan
accesscontrolpolicyalgorithmforimprovingmedicaldata
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accessibilitybetweenhealthcareproviders.

Tripathietal.proposedanewapproachforasmarthealthcare
systemnamedS2HStoprovideintrinsicsecurityandintegrityof
thesystem.Inthispaper,two-levelblockchainmechanismsare
usedforinternalandexternalentitiesofthehealthcaresystem.
Thismechanismprovidesisolationamongdifferententitieswith
consistencyandtrans-parentflowinasecuredandprivacy-
preservedmanner.

Kumaretal.performedthesimulationandimplementationofa
novelhealthcaredesignusingthehealthcare4.0process.This
workhasexploredanoptimizationalgorithmthatimprovesthe
performanceofthehealthcaresystem.Theproposedmethod
integratedthesimulation-optimizationprocesswiththeproposed
approachandimprovedtheperformanceofindustry4.0
networksandtheoverallsystemB.

TRANSACTIONSECTORS

OhandShongprovidedasurveyreportonhowblockchain
technologycanbeusedinthefinancialsectorandhowitis
gainingpopularity.Theyalsodefinedmanyusecases.Blockchain
inthefinancialindustryisnotsubstantiallymoretechnically
significantthanthepredefineddatabases,buttheblockchainis
farsuperiorintermsofdatastoragereliability.Inthepresent
structurewithcentralauthorization,ifatanypointadatabasefails,
thentheentiresystemfails,andthedatacanbeimproperly
accessedandmodified.However,inblockchain,suchscenarios
arerarebecausetransactiondataarealwayssafe:thereisno
singlepointoffailureinblockchain.Theauthorsalsoprovideda
comparativeanalysisofpublic,private,andconsortium
blockchains.

Turneretal.discussedhowBitcoinisbeinglever-agedfor
maliciousactivitiesandcrimesonline.Thebiggestadvantageof
Bitcoinistheanonymityoftransactions;all

personallyidentifiableinformationishiddeninthetransac-tions.
Bitcoinusershavepreviouslybeentrackedthroughcareful
analysisoftransactionpatterns(forinstance,wherestolenpublic
keysarebeingused).However,theissuethatpersistshereisthe
usageofdarkwalletsorBitcoinFog,whereinahugesetof
transactionsinvolvingasinglepiggybankisreleasedtoa
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destinationaddressatonce.Piggybankingblockchain
transactionsareoftenmaximallyanony-mousbecauseitis
impossibletotracktherecipientofthetransaction.Moreover,if
piggybankingisusedwiththeTorbrowsers,thentheentire
transactioniscompletelyanonymous,andtrackingisimpossible.

Yoodescribedtheuseofblockchaininfinancialsystemswhere
mosttransactionswerepreviouslycentrallyregulated.Previously,
decentralizedblockchaintechnologywasonlyusedincertain
areas,butitsusehassinceexpandedexponentiallyinthe
financialindustry;areassuchassmartcontracts,settlement,
remittances,andsecuritieshaveallcometouseblockchainon
somelevel.TheR3CEVConsortiumofKorea,whichcomprises16
differentbanks,haslaidthefoundationofcertificateauthorityto
authenticatetrans-actions.Moreover,transfersoffundsthat
werepreviouslyconductedacrossbanksthroughgradualgold
transfershavenowbeenreducedandpartiallyreplacedby
cryptocurrency

transfersacrossinstitutions.Privatedistributedledgerstrack
manytypesoftransactionsbetweentrustedauthorities.The
authoralsoclearlydescribedhowtheKoreanbankingsector
couldincorporateblockchaintechnologytoincreasethesecrity
andprivacyofcustomertransactions.Table5summarizesthe
existingblockchainresearchsolutionsinthetransactionsector.
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C. BLOCKCHAINFORPRIVACYANDSECURITY

Joshietal.discussedthehugeexpansionofblockchain
technologywithanemphasisontheprivacyandthesecurityof
thevastamountsofdatainvolved.Blockchaintrans-actionsin
thefinancialsectortendtobehighlysecureandauthorizedby
eitherthecentralcommission(inprivateblockchains)orthe
consortiumofregulatingstakeholders(inconsensusblockchains).
Inthehealthcarefield,patients’medicaldatastoredincentral
databasescanbevulnerabletoleaks,whereasblockchain
architecturesprovidepatientswithfulldiscretionovertheirdata.

Kshetrietal.comparedhowacloudserviceand ablockchain
operateintermsofdatasecurityandprivacy.Incloudstorage,it
isveryclearthatdataarenotbeingpermissioned,causing
vulnerability;dataarealsomanagedandaccessedbycentral
authorities,andarogueregulatingauthoritycancausemassive
damageinvolvingdataleakagetounauthorizedentities.By
contrast,inblockchains,dataarestoredinpeer-to-peernetworks,
andusershavecompletediscretionovertheirdata,thus
guaranteeingcompletedatasecurityandprivacy.

Singhetal.consideredthefundamentalissueswithsmarthome
applicationsandpresentedasecureandefficientsmarthome
architecturewithwhichtoovercomethesechallenges.The
proposedsystemalsofulfillsthesecuritygoalsofprotecting
communication,scalability,ensuringthesystem’sefficiency,and
protectingagainstavarietyofattacks.Theproposedarchitecture
incorporatesblockchainandcloudcomputingtechnologyina
holisticsolution.OurproposedmodelusestheMultivariate
CorrelationAnalysis(MCA)techniquetoanalyzethenetwork
trafficandidentifythecorrelationbetweentrafficfeaturesto
ensurethesecurityofsmarthomelocalnetworks.Theanomaly
detectionalgorithmispresentedforthedetectionandmitigation
ofDoS/DDoSattacks.

Table6summarizestheexistingblockchainresearchsolutionsfor
privacyandsecurity.

D. BLOCKCHAIN-IoTPRIVACYPRESERVINGAPPROACH

Yangetal.identifiedthethreewaysthroughwhichtheloca-tion
ofblockchainaddressescouldbedisclosedthatraisethe
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potentialriskofprivacyinfringement.Therefore,theauthorshave
proposedanovelblockchainsolutiontopreservethe

worker’spositionandincreasethesuccessrateofassignedwork.

Kuoetal.focusedondevelopingahierarchi-calapproachto
inherittheprivacy-preservingbenefitsandretainblockchain
adoptionservicesconcerningresearchnetworks-of-networks.
Therefore,theauthorshaveproposed

aframeworktocombinemodellearningwithblockchain-based
modeldisseminationandwithahierarchicalconsensusalgorithm
todevelopanexampleimplementationofahierarchicalchainthat
improvespredictivecorrectnessforsmalltrainingdatasets.

Gaietal.discussedtheprivacyconcerncausedbyattackers,
whichusedataminingalgorithmstoviolateauser’sprivacywhen
theusergroupislocatednearbygeographically.Theauthors
proposedamoduleforconstructingasmartcontractcalledthe
black-boxmodule.Thismoduleallowsfortheregularoperationof
energytradingtransactionsperdemandforprivacypreservation
indesignobjectives.

Quietal.overviewedtheshortcomingsoftwoexistingprivacy-
preservingschemesandproposedalocationprivacyprotection
methodusingblockchaintechnology.Thepro-posedmethod
doesnotrequireathird-partyanonymizingserver,instead
satisfyingtheprincipleofk-anonymityprivacyprotection.

Table7summarizestheexistingblockchainresearchsolutionsfor
privacy-preserving.
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E. SECURITYVULNERABILITYANDTOOLS

Blockchainsmartcontractsoffersecurityandprivacy,buttheir
vulnerabilitiesmustbefurtherunderstood.Here,wedis-cuss
somesecuritytoolstoprovidethebodyofknowledgenecessary
forcreatingsecureblockchainsoftware.Thedecentralizednature
ofblockchaintechnologycarrieshistoricimmutabilityrecognized
byindustriesaimingtoapplyit intheirbusinessprocesses,
particularlyinIoT.IoT’smajorsecurityissueisknowingand
controllingwhoisconnectinginhugenetworkswithoutbreaching
privacyregulations.

Blockchaintechnologyisrecognizedassafeinitsdesign,but
built-inapplicationsmaybevulnerablein

realcircumstances.Forexample,smartcontractshavebeen
affectedfinanciallybyvariousunfortunateincidentsandattacks.
Inonecase,inJune2016,areentrancyprobleminsplitDAO
causedalossofapproximately$40million,and$32millionwas
takenbyattackersin2017.Thesehigh-profilecasesshowthat
evenexperienceddeveloperscanleaveasystemseriously
vulnerabletoattackersaimingtoexploitsecuritybugsinsmart
contracts.Table8presentsamatrixofsecuritytoolscoveringthe
mostseriousvulnerabilities;asshowninthetable,mostofthese
toolsaddressmorethanvulnerability.Thevisibilitycheckis
omittedbecauseitisonlycoveredbysmartchecks.

SummaryAndInsights:

Manyexistingsolutionsindifferentsectorshavebeendiscussed
inthissection.Inthehealthcaresector,variousproposed
schemesbasedonstoringhealthcaredataimproveefficiency,
availability,integrity,effectiveness,andotherfeatures,whileeach
schemehascertainlimitations.Moreover,thissectionhasalso
discussedtheexistingschemeinthetransactionsectorto
evaluatethefinancesectorbyusingblockchaintoidentifyillicit
activityanddevelopafinancialsystem.Ablockchainscheme
basedonprivacyandsecurityisalsodiscussed,whichprovides
optimaltraceabilityandanomalypacketdetection.
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F. ATTACKSOLUTIONS

1) LIVENESSATTACK

Tocombattheactivelivenessattack,Conflux’sconsensus
protocolessentiallyencodestwodifferentblockgeneration
strategiesproposedbyLietal.Oneistheoptimalstrategythat
allowsquickconfirmationandtheotheristheconservative
strategythatguaranteestheprogressofconsen-sus.Confluxis
ascalableanddecentralizedsystemwithhigh

throughputandfastconfirmationintheblockchainsystem.Ituses
anoveladaptiveweightmechanismtocombinethesetwo
strategiestoanintegratedconsensusprotocol.

2) DOUBLESPENDINGATTACKS

Toaddressthedouble-spendingattack,NicolasandWang
haveproposedtheMSP(MultistageSecurePool)framework
whichallowsthepooltoauthenticatethetransactions.The
proposedframeworkincludesfourstagestoovercomethisattack
are

1)detectionstage,2)confirmationstage,3)Forwardingstage,
and4)broadcaststage.Inaddi-tion,Begumetal.provideaset
ofsolutionsagainstdouble-spendingattacksaftershowingthe
limitationofthisattack.

3) 51%VULNERABILITYATTACK

Tocombatthe51%attack,SayeedandMacro-Gisberthave
focusedoncrypto-coinwithlowhashingpowertoana-lyze51%
attack,revealingtheweaknessintheconsensusprotocolwhich
makesthisattackhappen.Theauthorsdefinethehashrate
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problemandprovidefivesecuritymechanismsagainst51%
attack.Arecentworkthathasbeendonetoaddressthe51%
attackincludesdefensivemining,imple-mentinga‘‘Permapoint’’
finalityarbitrationsystemtolimitchainre-organizatio.

4) PRIVATEKEYSECURITYATTACK

Paletal.haveproposedpublickeyinfrastructureusedinthe
blockchaintechnologytoauthenticatetheentitiestocountera
keysecurityattack.Thistechniqueensurestheintegrityofthe
blockchainnetwork.Agroupkeymanagementisdiscussedto
securegroupcommunicationtoachieveconfidentialityinthe
network.

5) TRANSACTIONPRIVACYLEAKAGE

TheworkproposedbyBhushanandSharmapresentedtheoverall
viewofsecurityloopholes,carryingoutoftransactionsand
suggestedsecuretransactionmethodologyscheme.Thescheme
usesahomomorphiccryptosystem,ringsignature,andmany
othersecuritymeasurestodecreasetheoverallimpactofthreats
toimprovethereliabilityinthetransactionalprocessinthenetwork.

6) SELFISHMININGATTACK

Saadetal.havediscussedthevulnerabilityofself-miningand
proposedasolutiontocounterthisattack.Tocounterthe
attack,theauthorsleverageanhonestminingpracticetodevise
thenotationoftruthstateforblocksduringself-miningforkand
alsoallocateself-confirmationheighttoeachtransaction.Nicolas
etalhavedoneacomprehen-siveoverviewofself-mining
attackandtheircountermeasureschemes.

7) DAOATTACK

Ghalebetal.addressedtheDAOinsiderattackinRPLIoT
network.Tomitigatethisattack,theauthorshavepro-poseda
schemebyconductingexperimentsusingtheCon-tikitool,alow
-power-designedtoolforresource-constraineddevices.

8) BGPHIJACKINGATTACK

Xangetal.proposedaBGPCoinscheme,whichis a
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trustworthyblockchain-basedinternetresourcesolution.The
schemedevelopsthesmartcontracttoperformandsupervise
resourceassignmentontemperresistantEtheriumblockchain.
BGPCoinschemeposesacredibleBGPsecritysolutiononthe
Etheriumblockchainandsmartcontractprogramming.

9) SYBILATTACK

TopreventSybilattacksin blockchain networks,Swathietal.
haveproposedaschemetorestricttheSybilattackbymonitoring
othernodes’behaviorandcheckingforthenodeswhichare
forwardingtheblocksofonlyaparticularuser.

G. COUNTERMEASURE

Althoughblockchainsystemscanbeusedveryreliably,security
mechanismsmustbeimplementedateverypointinthenetwork.
Theblockchainuser’sprivatekeyaddressneeds

tobehighlycodedtomaketheinformationmoresecure.
Blockchainnetworkdesignersneedtobeawareofpotential
networkattacksbeforeimplementation.Attackself-detection
softwaremustbebuiltintothesystem.

Thissectiondescribesexistingcountermeasuresanddetection
algorithmsavailablefortechnologieswithintheblockchainthat
canbeusedtoensureprivacyandsecurity.Foracomprehensive
overviewofthistopic,thispaperextractedsomeexisting
researchpapersandinternetresourcesfromscientificdatabases.
Hereisasummaryofstate-of-the-artsolutionsappliedto
blockchainenvironmentsthataddresssecuritythreatsand
providestrongprivacy.

1) QUANTITATIVEFRAMEWORK

Application:Thequantitativeframeworkismadeupoftwo
sections.Whileoneisablockchainsimulator,anotherseg-ment
hasasecuritymodelplan.Thestimulatortakesaftertheactivityof
blockchainframeworks.Theconsensusprotocolandthenetwork
aretheinputparameters.

Impact:Thequantitativesystemyieldsahighbasicprocedureto
checktheassaults.Bydoingso,theframeworkhelpsbuildthe
securityoftheblockchainsystem.
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2) OYENTE

Application:Oyenteisbuiltinawaythatcandetectbugsin
Ethereumbasedcontracts.Thistechnologyisdesignedto
evaluatethebytecodeofblockchainsmartcontractson
Ethereum.TheEthereumblockchainsystemstorestheEVM
bytecodeofsmartcontracts.

Impact:Oyenteisveryconvenienttodeployonasystem.It
detectsbugsthatmaybepresentinasystem.

3) HAWK

Application:Theframeworkisusedtodeveloptheprivacyof
smartcontracts.TheHawkframeworkcanallowdeveloersto
writecodelessprivatesmartcontractstoenhancethesecurity
system.

Impact:Sinceusinghawk,thedeveloperdividesasysteminto
twomainparts,financialtransactionsarenotexplicitlystoredin
theblockchainnetworksyste.Theprivatepartstoresnon-public
data.Financialtransactioninformationisstoredintheprivatepart.
Codeandinformationthatdoesnotrequireprivacycanbe
foundinthepublicsection.Hawkprotectsthepersonal
informationrecordsonablockchainsystembecauseitusesthe
privatesmartcontractthatautomaticallygeneratesaneffective
crytographicmodel.

4) TOWNCRIER

Application:Towncrierworksbyrecoveringdatademandsfrom
clientsandgatherinformationfrom HTTPweb-sites.A
carefullymarkedblockchainmessagegotbacktotheclient
contractbytheTowncrier.

Impact:Towncrierprovidessecuritywhenrequestinginformation
fromclients.Strongsecuritywhichisarobustmodelforthe
blockchainsmartcontractisprovidedbyalocalannouncer/town
crier.

5) LIGHTNINGNETWORK

ApplicationTheLightningnetworkgeneratesdouble-signed
transactionreceipts.Thetransactionissaidtobevalidafterthe
partiesinvolvedinthetransactionhavesignedittoacceptthe
newcheck.
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Impact:ThisLightningnetworkhelpstwoindividualstoconduct
transactionsbetweenthemselveswithoutinterfer-encefroma
third-partyminer.Doublesigningensurestrans-actionsecurity
forthepartiesinvolved.

6) SEGWIT

Application:Segwitisoneofthesidechainfeaturesthatrunsin
parallelwiththemainBlockchainnetwork.Signaturedatamoves
fromthemainBlockchainsystemtotheextendedsidechain.

Impact:Byusingthesidechain,moreblockchainspaceisfreed
andmoretransactionsareexecuted.Thesignaturedataisplaced
intheparallelsidechainintheformofaMerkletree.Withthis
placement,theoverallblocksizelimithasincreasedwithout
interferingwiththeblocksize.Datadiversificationimproves
networksecurity.

7) INTEGRATIONOFBLOCKCHAINWITHARTIFICIAL
INTELLIGENCE(AI)

Application:Artificialintelligenceisbuildingamachineinaway
thatcanperformtasksthatrequireintelligence.

Impact:Machinelearningcanbeusedbysecuritypersonelto
detectanomalousbehaviorinthenetworkandpreventattackson
thesystem.

8) TENDERMINT

Tendermintproposedtheconceptofblocking,inwhichsecurityis
providedbyamodifiedreconciliationprotocolbasedonshare
confirmation.Eachblockmustbecryptographicallysignedby
certifiersintheTendermintconsensusprotocol,wherecertifiers
aresimplyuserswhoconfirmtheirinterestinthesecurityofthe
systembyclosingtheirfundswiththehelpofabonding
transaction.

However,somecryptographicworkshavebeendonetoimprove
the blockchain network.For example,Wangetal.have
proposedasecureandefficientprotocolusingEllipticCurve
Cryptography(ECC)tosolvetheidentityauthenticationissuein
thesmartgrid.Moreover,Songetalhaveworkedonsecurityand
privacycon-cernsforsmartagriculturesystemsbyproposinga
dataaggre-gationschemewithaflexiblepropertythatutilizes
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ElGamalcryptosystem.Zhangetal.havesuggestedadistributed
CovertChannelofthepacketorderingenhancementmodel
basedondatacompressiontoenhancetheunknowabilityofthe
data.Somemoreworkhasstudiedtheapplicationsofproviding
securitytechniquestoenhancetheblockchainnetworksystem.

VII.OPENISSUESANDRESEARCHDIRECTION

Tocompleteouroverview,weoutlinesomeopenquestionsand
researchchallenges,alongwithavailablerequirementsto
improveblockchain-IoTcapability.Table9summarizessomekey
blockchaincharacteristicsthatsolvethesecurityissues.

1) Vulnerability:DespiteofferingarobustapproachforIoT
security,blockchainsystemsarealsovulnerble.Theconsensus
mechanismbasedontheminer’shashpowerhasdisappeared,
thusallowingattackerstohosttheblockchain.Likewise,itis
possibleforattackerstocomprmiseblockchainaccountsby
exploitingprivatekeyswithlimitedrandomness.Usersneedto
defineeffectivemechanismstoensuretransactions’privacyand
avoidcompetitiveattacks,leadingtodoublespendingduring
transactions.

2) Resiliencyagainstcombinedattack:Manysecuritysolutions
andapplicationshavebeendiscussedandproposedfor
blockchain-IoT,andeachofthemhasbeendesignedtohandle
certainsecurityissuesandthreats.Themainquestioninvolves
developingaframeworkthatcanberesilientagainstmany
combinedattackswithconsiderationoftheimplemen-tation
feasibilityoftheproposedsolutions.

3) Policiesforzero-dayattacks:Azero-dayattackisasoftware
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moduletechniquethatoccurswhenthereisalackof
countermeasuresagainstsuchvulnerability.Itisdifficultto
identifythepossibilityofsuchattacks,andanydevicecanbe
compromisedbyone.Mostoftherelatedsuspiciousactivitiesare
recognizedduringthedevelopmentstage,butsomeofthemare
recognizedduringtestingoperations.Whenavulnerabilityis
exploited,theliabilitiesshouldbeaddressedbyasecuritypatch
fromthesoftwaredistributers.Anon-homogeneousMarkov
modelisdefinedusinganattackgraphthatincorporatestime-
dependentcovariatestopredictzero-dayattacks.

4) Blockchainspecificinfrastructure:Storingthedataonthe
blockchaindatabasemeansstoringinformationontheIoTnodes
inthenetworkthatcannotbedeleted.Thismeansinformationis
imposedontheminernodes,whichimposeshugecostsona
decentralizednetwork.Specifically,wecanunder-standthat
storage-limitedIoTdevicesmaynotstorelarge

blockchainsthatgrowasblocksareaddedtotheblockchain.Itis
alsoknownthatIoTdevicesstoredataonblockchainsthatarenot
usefulfortheirtransactions.Therefore,finingequipmentthat
supportsthedistributedstorageoflarge-scaleblockchain-
specificblockchainsbecomesadifficultproblem.Inaddition,
addressmanagementandbasiccommunicationprotocolsplay
importantrolesintheblockchaininfrastructure.Inparticular,the
reliabilitybetweendeviceswithabundantcomputingresources
mustbeestablishedintheblockchaininfrastructure.Further,the
applicationprogramminginterfaceshouldbeasuser-friendlyas
possible.

5) Securityrequirements:Consideringblockchain-IoT,itisof
theutmostimportanceforthespecificconditionwhichaimsto
facilitatesecurityparameters,attackcountermeasures,privacy,
andtrust.Blockchain-IoTmustsatisfycertainsecurity
requirements,illustratedasfollows:

• Securekeyexchange:Itisconsideredasanimportantrolein
acryptographicmechanismtosecureend-to-end
communications.Itisapillarofattackpreventioninthenetwork.
Itshouldbeguaranteedthatakeymustbesecurelysharedover
thenetwork.

• Resource-exhaustedattackresilient:Resourceexhaustion
attacksaresecurityexploitationsofthetargetedsystemor
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networkthatshouldbeprevented.Theattackcanbeexploited
throughtheexcessivekeyopera-tion,orwhenmany
transactionsoccurinthenetworkandthereisabundantvalidation
fromtheminers.Suchattacksmaycauseashutdownofthe
entirenetwork.

• Resourceutilization:Theutilizationofmemoryandpower
cansavetheoperationuptoalongerduration.Thenovelnetwork
architecturecanutilizetheresourceswellforeachfunctionina
blockchaintransactionsystem.Someotherfacilitieslikefog
computing,edge-crowdmodeling,osmoticcomputing,andother
distributedconceptscanimproveresourceutilizationandsecurity
facilities.

• Performancetrade-off:Apartfromthecryptographic
requirementforprovidingsecurityandefficiency,oneshould
notignoreorcompromisethesystem’s

performanceandhandletheimplementationoverheadduring
paralleloperation.

• Insiderthreatmanagement:Itpreventsthreat,com-bating,
detecting,andmonitoringofemployees.Non-compromising
modelsarerequiredtodetectandpreventfalsealarmsinthe
aspectsoftheblockchainsystem.

III. TheApplicationsofBlockchainTechnologyinBusiness
Thefollowingsectionispresentingsomeofthepractical

applicationsofBlockchain Technologyin differentsectors.
Applicationshavebeencategorizedintothefollowinggroups:
Smart Contracts, Government, Financial industry and
AccountingandBusinessProcessManagement.

1.SmartContracts
According to Szabo (1994),a SmartContractis a

computerizedprotocolthatexecutesthetermsofacontract.
Simply,SmartContractisanordinarycontract,butitiswrittenin
computercodetobeexecutedintheBlockchainenvironment
Gates(2017).Thus,suchagreementsintheIT-environmentare
frequentlyreferredtoasSmartContractsSavelyev(2017).

ASmartContractisdesignedtoassureonepartythatthe
counterparty willfulfillhis promises with certainty.The
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Blockchainconceptaimstoremovethird-partyintermediaryfor
transactions.Traditionallythisthird-partyisresponsible for
maintainingandexecutingthecontractsandbuildthetrust
betweenanyinvolvedparties(Porru,et.al.,2017).Thus,Smart
Contractscan overcome moralhazard problemssuch as
strategicdefault,andtheycandramaticallyreducecostsof
verificationandenforcement.

Oneofthemostpromisingareasofimplementationof
BlockchainTechnologyisitsuseforcreatingfullyautomated
Smart Contracts, which are performed without human
involvement.SmartContractsallowforautomaticprocedures
forrepeattransactions,ortransactionswithacertainlevelof
importance.

Blockchainwillautomaticallyverify,executeandenforce
thecontracttermsbetweenagreedparties.Thesecontractsare
calledSmartbecausetheycanbepartiallyorfullyself-executing
andself-enforcingGates(2017).

SomeBlockchainApplicationsofSmartContractsarethe
following:

•ContractManagement-BlockchainTechnologyinaContract
Managementprovidesasolutionforcompaniesvalidating
contractinformationthatcouldbehighlybeneficialfor
organizationsandenterprisesofallkindsofbusinesses,
such as in the technicalindustries and construction
(Christidis & Devetsikiotis 2016). Thus, Contract
Managementvia Blockchain Technology would allow
organizationstooptimizetheperformanceoftheirsupply
chains,evaluatingvendorsandobtainhighervalueand
shorterleadtimesMorrison(2016).

• Entertainment-BlockchainwithinSmartContractprovides
a transparent transference of royalties in real-time
distributionstoeveryoneinvolvedinboththemusicandfilm
industries(Dair&Beaven2017).

• Healthcare-Thehealthcaresectorhasalreadytakensteps
oftheuseofBlockchainTechnology.SmartContractscan
beusedinmedicalindustriesforkeepingtabsbetween
payers,providers,and drug manufacturers.Healthcare
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providerscansetupSmartContractsforanypayeror
supplier,whichisthenstoredintheirdigitalrecordsMettler
(2016).

• Insurances-Insuranceisanew sectorforBlockchain
Technologywheretheindustryisestimatedtospendmore
than$2billioneachyearonfraudandcompliance.Theuse
ofBlockchainTechnologyhassignificantpotentialforthe
entireinsurancevaluechain.Certaininsuranceproductscanbe
automatedthroughSmartContracts.Blockchainhasthepotentialtoeliminate
error,negligenceanddetectfraudandverifytheauthenticityofcustomersand
theirpolicies.

• Blockchain Internet-of-Things - Internet-of-Things (IoT)is a system of
interconnectedcomputingdevicestotheinternet,mechanicalanddigital
machines,objects,animalsorpeoplethatareprovidedwithuniqueidentifiers
withtheabilitytotransferdataoveranetworkwithoutrequiringhuman-to-
humanorhuman-to-computerinteraction(Bahga&,Madisetti,2016).Itallows
thecollectionandexchangeofdatawithoneanother,(Chen,etal.,2015;Dorri,
etal.,2017)usingsensors,embeddedsoftware,andacommonlanguageto
communicate.

Gartner(2017)predictsthattherewillbe20.4billionIoTdevicesbythe
yearof2020.WiththisnumberofdevicestojoinIoThubsinthefuture,the
system could show vulnerability,such asnetwork security,speed,and
affordability.BlockchainTechnologydealswiththeproblemsmentionedand
strengthenstheinterconnectednessofIoT.Itsnetworkwillenabledevicesto
perform smoothly,securely,andautonomouslybycreatingSmartContracts
thatareonlyimplementedupontheaccomplishmentofspecificrequirements.
Thisencouragesbetterautomation,cheaptransfers(noneedforthird-partyto
supervise transactions),scalability,and security (prevents overrides and
compromiseofnetworksecurity),(Christidis& Devetsikiotis,2016)since
Blockchainprovidesoneinterfaceforalldevicestobecontrolled.

2.BlockchainTechnologyforImplementinge-Government

TheabilityofBlockchainTechnologytorecordtransactionsondistributed
ledgersoffersnewopportunitiesforgovernmentstoimprovetransparency,prevent
fraud,andestablishtrustinthepublicsector.Blockchainhasthepotentialtomake
governmentoperationsmoreefficientbyimprovingthedeliveryofpublicservicesand
increasingtrustinpublicsectors,Konashevych(2017).Similar,Ølnes,etal.,(2017),
statedthatBlockchainTechnologypresentsalotofbenefitsforgovernmentssuchas
dataintegrity,improvingtransparency,enhancesecurity,preventingfraud,and
establishtrustandprivacybyrecordingtransactionsondistributedledgersforthe
statemanagementsystem.Thus,adistributedledgerisauniquetoolforthe
improvementoftransparencyofthebudgetaryprocessand thereductionof
corruptionfactors.

UsingBlockchainTechnology,cryptocurrencytoolsandSmartContracts,is
possibletobuildane-Government.Sinceadistributedledgercontainslegallyvalid
information,anumberofmechanismsandproceduresofinteractionbetweencitizens
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andthestate,couldbeimplementedthroughSmartContract.Thesourcecode
eliminatestheriskofunauthorizedchangesandensurestheuniquenessofthe
executionofthecontractalgorithmatanytimeandatanynodeofthenetwork.Thus,
statedocuments,e-voting,auctions,publicprocurementandtheregistrationof
companiescouldbepossiblethroughBlockchainTechnology,preventingfraud,
establishingtrustbetweenthecitizensandthestate,andenhancingbusiness
performanceinthepublicsector(Barnesetal.,2016).

Inthepresent,numerouscountriessuchastheUSA,China,UnitedKingdom,
Sweden,Netherlands,UnitedArabEmiratesandEstoniaannounced
Blockchaininitiativestoexploreitsusesinthepublicsectorandingovernment.

DeloitteInsights(2017)indicatedthatsomeofthepotentialbenefitssuchastrustand
transparencycanbeespeciallybeneficialfordevelopingcountriessincetheyare
morevulnerabletocorruption,fraud,andlackoftrustthandevelopedcountries.

Inclosing,adoptingBlockchainTechnologyandSmartContractswillbe
possibletoimplementane-Government.Thus,e-GovernmentwithBlockchain
Technologywillsignificantlyreducebureaucracy,excludehardcopypaperwork,
minimizetransactioncosts,fullycontrolofficials,eliminatefraud,fightcorruptionand
asaresult,itwillimprovebusinessperformanceinthepublicsector.

3.BlockchainTechnologyforFinancialindustry

AccordingtoIansiti&Lakhani(2017),BlockchainisafoundationalTechnology
havingthepotentialtodramaticallyreducethecostoftransactionsandreshapethe
economy.HarvardBusinessReview statedthatBlockchainTechnologywilldoto
financialinstitutionswhattheinternetdidtomedia(Joichi,etal.,2017).

BlockchainwasinitiallydevelopedasthebackboneforBitcoin,whichisthe
mostpopulardecentralized digitalcurrency Nakamoto (2008).Blockchain is
particularlybeneficialforfinancialtransactionsandbanks,andhasthepotentialto
solvealotofproblems,whenitcomestoexchangingdata,information,andmoney
(Tapscott&Tapscott2016).Financialinstitutionsandbankscanhandlesensitive
informationwithBlockchainandprovidesecureserviceswithminimumriskthatcan
bedecentralizedandtransparentatalowcostForrest(2016).Broby&Paul(2017)
discussedtheimportanceofBlockchaininthefinancialsettlements,andinenhancing
thereliabilityoffinancialstatements.Similarly,Brian(2017)statedthatBlockchainasa
technologycanrevolutionizeeconomicsectorsresultinginlowertransactioncosts,
andhighlightednumerousadvantagesofthistechnology.

Now days,theleadingplatformsforBlockchaindevelopmentinfinancial
industryareHyperledgers,anopen-sourceindustryconsortiumformedbytheLinux
Foundation,andEthereum,acustom-builtplatformthatwasintroducedin2013.Asof
February2018,morethan1,500cryptocurrencieshaveamarketcapitalizationin
excessof$400billion,withBitcoinaccountingformorethan$150billion.

Inclosing,financialinstitutionshaverealizedthepotentialofBlockchain
Technologycomparingtotheexistinginfrastructureandlegacysystems.Blockchain
willresolvealotofproblemsforthefinancialindustryandboosttheirbusiness
performancedramaticallysuchasTradeFinance,SmartAssets,Payments,and
SmartContracts(Tapscott&Tapscott2016).

4.BlockchainTechnologyandRealTimeAccounting
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Digitalizationoftheaccountingsystemisstillinitsinfancycomparedtoother
industries,someofwhichhavebeenmassivelydisruptedbytheadvancesofthe
BlockchainTechnology.UsingBlockchainwillimproveauditefficiencyasauditorswill
increasethepotentialofaccountingprofessionbyreducingthecostofmaintaining,
providing highly secured environmentand reconciling ledgers,Swan (2015).
Blockchainwillensuretraceableaudittrails,automatedaccountingandreconciliations,
trackingofownershipofassetsandauthenticatingtransactions.

Specifically,BlockchainTechnologycanassistaccountingbywritingthefirm’s
transactionsdirectlyintoajointregister,creatinganinterlockingsystemofenduring
accountingrecords.Sinceallentriesaredistributedandcryptographicallysealed,
changingordestroyingthemtoconcealactivityispracticallyimpossible.Thisissimilar
totransactionsthatarebeingverifiedbyanotary,sinceallentriesaredistributed
electronicallyandcryptographicallystamp.

Moreover,usingBlockchaintechnologyallaccountingdatacouldberecorded
permanentlywithatimestamp,preventingitfrombeingaltered.Thefirm’sentirejoint
registerwouldthenbevisibletocustomers,suppliers,shareholder,bankcreditors,or
anyotherinterestedpartySwan(2015).Thus,accountingtransactions,balancesheet
orincomestatementscouldbeavailableatanytime,andwouldnolongerneedfor
someonetorelyoncompany’squarterlyfinancialstatements,increasingbusiness
performanceintheorganization.

Concerning securityissues,allaccounting transactionswillbe digitally
timestamped with a cryptographic hash code,which is a unique 64-digit
alphanumericsignaturethatisrecordedtoeverysingletransaction.Hashcodewill
makethetransactionimmutableandtransparentwhileestablishinggratersecurity.
Therefore,blockchainwillensuregreaterdatasecurityandauthenticityofrecordingto
adegreethatnoteventhesystemadministratorwouldbeabletoalterthedatawritten
toaBlockchain(Fanning&Centers2016).Thus,BlockchainTechnologyhasthe
potentialtoreshapethenatureoftoday’saccountingandauditing.

5.BlockchainTechnologyandBusinessProcessManagement

ThetraditionalBusinessProcessManagement(BPM)isconcernedwiththe
design,execution,monitoring,andimprovementofbusinessprocesses.Business
processesaretheseriesofeventsexecutedbyanorganizationtodeliveraproductor
aservicetocustomers(Dumas,et.al.,2013).Thus,BPM assistsorganizationsin
improving existing business processes,business rules,overallefficiency and
management.

Businessprocessesconsistoftwocategories,intraandinter-organizational
processes.Intra-organizationalprocessesarethoseprocesseswithinanorganization,
whereasinter-organizationalprocessesarethoseprocessesthatgobeyondthe
boundariesofanorganization(Dumas,et.al.,2013).However,businessprocesses
suchasinteroperability,flexibilitytoadapttochanges,lackoftrustandsecurityare
notfullyaddressedininter-organizationalcollaborationsbetweenmutuallyuntrusted
parties(Pourmirza,et.al.,2017).

BlockchainTechnologyhasthepotentialtoprovideasuitableplatform to
executeinter-organizationalprocessesinatrustworthymanner.(Hull,R.,2017).
Similar,Milani(2016)stated thatBlockchain technologyhasthe potentialto
significantlytransformbusinessprocesses.Thedifference,however,isthattraditional
BMPservicestendtohandleinternalworkflowswithinasingleorganizationonly.In
contrast,Blockchaintechnologyallowsthecreationofapeer-to-peerBPM system
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thathasnocentralauthorityWeber(2016),providesatamper-proofmechanismfor
decentralizedexecutionofcollaborativebusinessprocessesandallowsmultiple
corporationstoexchangeinformationdirectlywithcounterpartieswhileguaranteeing
theintegrityoftheprocess(Porru,et.al.,2017).Thisiscrucialwhendealingwith
regulatedtransactionsthatrequirespecificguidelinecompliance.

Moreover,(Weberet.al.,2016)proposedthatinter-organizationalprocesses
throughBlockchainTechnologyandSmartContractscancodeguidelinesandallow
organizationsto verifyand enforcespecificsteps,ensuring the jointprocess
performedcorrectly,byanycounterpartyonthenetworkwithoutanymutualtrust
between nodes.Additionally,Blockchain Technology allows participants and
counterpartiestomaintaincontroloftheirowndata,eventhoughcounterpartieshave
enforcedrulesuponthembythenetwork(Porru,et.al.,2017).

Concluding,itseemsthatBlockchainTechnologywithSmartContractshave
thepotentialtosignificantlychangetheenvironmentinwhichinterorganizational
processesareabletooperate.BlockchainsTechnologyoffersawaytoexecute
processesinatrustmanner,eveninanetworkwithoutanymutualtrustamongthe
counterparty.Inaddition,combiningbothBPMandBlockchainTechnologycanassist
anorganizationinreachingthenextlevelofintegrationandautomationofbusiness
processes.

v. Challenges and Barriers of Blockchain
Technology

InspiteofthenumerouspotentialbenefitsandapplicationareasofBlockchain
Technologiessuchasine-Government,Accounting,FinanceBPMandseveralothers,
theliteraturepresentsvariouschallengesandbarriersthatneedtobeaddressed.The
followingtable1summarizesthemainadvantagesanddisadvantagesofBlockchain
Technology.

Table 1:summarizesthe main advantagesand disadvantagesofBlockchain
Technology.

AdvantagesofBlockchainTechnology

1. Data integrity and Immutability:Participants can
reduce fraud while strengthening regulatory
compliance.Oncearecordhasbeenstoredinthe
ledger,itcanonlybedeletedafteraconsensus.

(Swan 2015;Fanning &
Centers2016).

2. Security:Alltransactionswillbedigitallytimestamped
withacryptographichashcode,aunique64-digit
alpha-numericsignatureisrecordedcorrespondingto
everysingletransaction.

Swan(2015).

3. HighavailabilityandAccessibility:Duetodecentralized
networks,Blockchain Technology data would be
complete,timelyandaccurate.

(Bahga&Madisetti,2016;
Bahga&
Madisetti2014).

4. Reliability:BlockchainTechnologyitisnotregulatedby
asinglecontrolcenterandthere'snosinglepointof
failure.

(Glaser &
Bezzenberger 2015;
Tapscott&Tapscott
2016).
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5. Decentralization: Blockchain is a decentralized
technologypeer-to-peertransaction,removing the
needforathird-partytointermediate,avoidingallthe
additionaloverheadcostandtransactionfees.

(Christidis&Devetsikiotis,
2016;
Porruet.al.,2017).

6. Transparency and Consensus: All transactions
conducted on the Blockchain Technology are
transparentby any counterparty and allow for
subsequent audits anytime. The shared ledger
includesthedetailsoftheoriginalsource,destination,
timeandthedateofthetransactions.

(ChristidisDevetsikiotis
2016).

7. Automation: Blockchain Technology uses Smart
Contractswhichareself-executedcodecommands
thatcanbestoredandexecutedonBlockchain.

(Christidis&Devetsikiotis,
2016;
Porruet.al.,2017).

8. ProcessingTime:UsingBlockchaintechnologyone
can reduce time forprocessing transactions or
records,approximatelyfrom 3daystominutesor
seconds.

(Dataflairteam2018).

DisadvantagesofBlockchainTechnology

1. Costissues:BlockchainTechnologyhasinitialcosts
andtheuseisnotfreeofcostwhichisadrawbackof
decentralization.The users have to pay forthe
transactionsandcomputationalpower.

(Becket.al.,2016;(Marsal
-Llacuna&
Luïsa2017;Angraaletal.,
2017).

2. Datamalleabilityissues:Datamalleabilityisapotential
issueintheBlockchainimplementation.Thesignatures
do notprovide guarantee ofthe ownership.An
attackercanmodifyandrebroadcastsatransaction
whichcancauseproblemsintransactionconfirmation.

(Decker& Wattenhofer
2014;Yli-Huumoet.al.,
2016;Hou2017).

3. Latencyissues:Timefactorisoneofthemostcritical
issuesinBlockchainimplementations,sinceitisnot
appropriateformassivetransactions,duetocomplex
verificationprocess

(Beck et. al., 2016;
YliHuumoetal.,2016).

4. WastedResources:Requireslargeamountsofenergy.
TheenergyspendofminingintheBitcoinnetworkis
approximately$15millionperday

Swan(2015).

5. Integration concerns:Blockchain Technologyoffer
solutionsthatrequiresignificantchangesofexisting
legacysystemsinordertoincorporate.

(Yli-Huumo et al.,
2016).

6. ImmaturityoftheTechnology:Blockchainisanew
technology, represents a complete shift to a
decentralized network and might lead to
organizationaltransformation,including changesin
strategy,structure,process,andculture.

(Aru2017;Ølnesetal.
2017).

AccordingtoYli-Huumoetal.(2016),thechallengesandbarriersarerelatedto
thetechnologicalaspectsofBlockchainTechnology,suchasusability,interoperability,
security,computationalefficiencyandstoragesize.Manystudies(Ahrametal.,2017;
Angraaletal.,2017;Decker&Wattenhofer,2014;Yli-Huumoetal.,2016),questioned
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thecybersecurityissuesandthreats.Hou(2017)statedthattheblindtrustonthepart
ofBlockchain developers,security and performance are serious issues and
drawbacksofBlockchainTechnology. Moreover,BlockchainTechnologyisnot
boundedbyanyinternationalrulesandregulations.Also,withtheincreasingneedfor
interoperabilityamonglargeindustrieslikebanks,thetechnologyneedstobe
compatible with different legacy systems (Yli-Huumo et al., 2016). The
interconnectionwiththeexistingsystemsisabigchallengetodayasthecurrent
legacysystemsandprocessescannotbeentirelyeliminatedandrequiresignificant
changesofexistinglegacysystemsinordertoincorporate(Yli-Huumoetal.,2016).

Additionally, Blockchain Technology is not appropriate for massive
transactions,duetocomplexverificationprocess,(Becket.al.,2016).InBlockchain
Technology,inordertoprovidesecurity,alltransactionswillhavetobedigitallytime-
stampedwithacryptographichashcode,aunique64-digitalpha-numericsignature
torecordeachsingletransaction,whichconsumesalotofcomputingpowerandtime.

Furthermore,somescholarsrecommendthatthebenefitsofBlockchain
adoptionintopublicorprivateservicesmustbeidentifiedcarefullysincethecost
mightbehigherthanthebenefitsfordeveloping,runningandmaintainingthe
BlockchainTechnology,(Marsal-Llacuna&Luïsa2017;Angraaletal.,2017).However,
theimmaturityofthetechnologyitselfisatthebaseofallexistingtechnological
challengesinadoptingBlockchainTechnology.Thiscanbeunderstoodassomething
thatiscommoninallnewtechnologyintroductions.

Inclosing,Blockchainadoptionmightleadtoorganizationaltransformation,
includingchangesinstrategy,structure,process,andculture.Thistransformation
requiresorganizationalmembers’cooperationandcommitmentinordertoenablethe
organizationtosurviveandtoimprovethelevelofperformanceandeffectiveness.

VI. ConclusionandRecommendations

From atheoreticalperspective,basedontheliteraturereview,Blockchain
Technologyhashighvalueandgoodprospectsinresolvingproblemsofdataintegrity,
improvingtransparency,enhancesecurity,preventingfraud,andestablishtrustand
privacy.BlockchainTechnologycanbring revolutioninthe areasofFinance,
Accounting,e-Government,BPM,insurance,entertainment,trading platforms,
healthcare,internet-of-things,aswellaslawfirmsandothers.Hence,Blockchain
Technologyhasahugepotentialinintroducinginnovativesolutions,dependingonthe
areaorthesectorofitsimplementation,sinceeconomicefficiencyandsocialbenefits
canbeachievedthroughtechnicalinnovationandapplications.

However,implementingBlockchainTechnologyatorganizationsindifferent
industries,couldprovetobeverycostly.Migratingormovinglegacysystemsrequire
asignificantamountofinvestmentfrom organizations.AdoptingtheBlockchain
Technology,atthisearlystage,organizationswillhavetodeployaunifiedplatformto
supportsuchhybridapplicationarchitecture,incorporatingBlockchainandlegacy
systems.Thus,theyneedtodeepentheirunderstandingofBlockchainTechnology,its
value,itsopportunities,anditsrisks.Asaresult,thereareonlyasmallnumberof
instancesinwhichthetechnologyhasbeenappliedwiththesesystems.

Therefore,BlockchainTechnologymaynotreplacelegacysystemsorold
applications soon.However,Blockchain can certainly be a complementary
applicationtolegacysystemsandmayevenleadtothedevelopmentofnewsystems
inthenearfuture.
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Inconclusion,moreintensiveresearchinthisareaofBlockchainTechnologyis
necessarytoadvancethematurityofthisfield,sinceitisstillintheexploratorystage
andtherearemanylegalandtechnicalissuestoberesolved.Therefore,thisreview
offersausefulstartingpointforfutureresearchthemesforthedevelopmentof
Blockchainapplication,andassistpractitionersandresearchers.
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